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Stop Networl( Data Congestion 

The tablets and 
smartphones 
that IT is increas- 
ingly deploying 
to employees 

are piling more traffic on company networks. 
Here's what you can do to alleviate congested 
networks, along with a look at products and tech- 
nology available from Juniper Networks to help. 
See page 1 . 
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■ Data center managers are slowly warming to the 
idea of geothermal cooling, which is being touted as 
an alternative to traditional chiller cooling. The system 
is non-consumptive and reduces the environmental 
footprint of the data center page 10 

■ Even If your data center looks pristine, unseen 
contaminants could be causing damage. IT per- 
sonnel should take several steps to prevent outages 
from the buildup of dust, particulates, and other 
sources of contamination page 12 

■ How long can you expect your company's data center 
to hold up, and what are some ways to prolong its use? 
We talked with some insiders to find out page 1 4 

■ As summer approaches, many Americans start 
envisioning relaxing sunny days at the beach. But for 
data center managers, summer weather brings a big 
concern: Will the high loads caused by summer cooling 
result in power shortages? page 1 5 

■ The KoldLok Wave from Upsite Technologies is 
designed to seal out bypass airflow better than 
other grommets page 16 

■ Buying Guide: Cable Management page 17 

■ Product Spotlight: Cable Management page 18 

■ Product Spotlight: Portable Cooling page 20 

NETWORKING & VPN 

■ Today's enterprises are finding a lot to like in 
desktop virtualization, including better control over 
sensitive data, lower hardware costs, more ways 

to support mobile workers, and a way to cope with 
reduced IT staffing page 22 

■ Using dedicated balancing software or hardware, 
data centers can distribute workloads across 
servers to help take advantage of total server perfor- 
mance and prevent potential failures page 24 



Stop Network 
Data Congestion 

How Wireless Carriers & Companies Are Addressing The Data Deluge 



by Blaine Flamig 

The tablets and smartphones that 
IT is increasingly deploying to employ- 
ees are undoubtedly enhancing conve- 
nience and productivity. They're also 
piling more traffic on company networks, 
to the extent that some IT departments are 
being forced to examine methods for alle- 
viating congested networks. 

The network congestion topic as a whole, 
and especially as it pertains to the rapidly 
expanding number of iPhone and Android 
smartphones that are entering the market and 



Key Points 



Cisco recently forecasted global mobile 
data traffic will rise 26-fold between 2010 
and 2015, reacfiing 6.3 exabytes per 
month by 2015. 

The increasing number of smartphone 
users, especially iPhione and Android 
device users, are placing more voice 
and data demands on wireless and 
workplace networks. 

Wireless carriers, enterprises, and orga- 
nizations are using Wi-Fi, femtocells, 
picocells, and other approaches to offer 
relief to overtaxed networks. 



subsequently putting a heavier burden 
on carriers' cellular networks, has gar- 
nered considerable publicity. The ITU 
(International Telecommunication Union), 
for example, recently stated smartphone 
users are consuming five times more data 
capacity on average than standard mobile 
phone users. The ITU predicts smartphone 
units will climb from 500 million today 
to about 2 billion by 2015, forcing operators 
to "employ multipronged strategies to keep 
up with demand — and not all are succeed- 
ing." Cisco's "Visual Networking Index," 
meanwhile, recently forecasted global 
mobile data traffic to jump 26-fold between 
2010 and 2015, reaching 6.3 exabytes per 
month by 2015. 

Data Congestion 

Aditya Kaul, an analyst at ABI Re- 
search, and William Ho, vice president of 
consumer services at Current Analysis, 
both say that, among carriers, AT&T 
Go to Page 23 
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■ As enterprises are storing more data than ever 
before, they will be dependent on tiered solutions inte- 
grating a variety of technologies. Here's a look at the 
current technologies and growing trends page 30 

■ Most enterprises will need to classify data. And 

those that deal with financial or sensitive information 
will need to assign security levels to information moved 
among and outside employees page 31 



SECURITY 



■ The Visiting Nurse Service of New York wanted to 
start using iPads but needed a high level of security. 

It turned to the Mobile Enterprise Compliance and 
Security Server by Mobile Active Defense page 32 

■ Security professionals ask themselves the question 
"Do I have the right level of control?" on a daily 
basis. In fact, those who don't ask this question 
probably aren't performing an appropriate level of 
due diligence page 33 
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■ IT departments are aware of the rising tide of tablet 
usage in the office, and many are seeking ways to 
exploit tablets to increase productivity and streamline 
business processes page 34 

SERVERS 

■ With the release of several new server chassis, 

Chenbro continues to demonstrate the numerous ben- 
efits of its modular server chassis design page 35 

■ Buying Guide: 

Blade Servers page 35 

■ Product Spotlight: 

Blade Servers page 36 

SERVICES 

■ Product Spotlight: 

Data Center Cleaning page 38 

■ The ever-growing cloud computing market means IT 
managers need to be particularly savvy at determining 
the costs, benefits, and return on investment they're 
likely to see from the cloud page 40 

DATA CENTER 
MANAGEMENT 

■ Healthcare organizations that provide Medicare and 
Medicaid services are being encouraged to make the 
switch to electronic health records page 41 

IB IT managers usually don't have much time to think 
about insurance, but more companies are pondering 
whether their existing coverage is good enough ....page 42 

■ When it comes to used or refurbished 
equipment, much attention is given to the quality 
of the equipment. But security deserves just as 
much attention page 43 



News 



I RIM'S Q4 2011 Financial Results 
Lower Than Expected 

BlackBerry maker Research In Motion has 
released its financial results for the fourth 
quarter, and although revenue climbed 36% 
year over year to $5.6 billion, the growth was 
short of the $5.65 billion predicted by ana- 
lysts, causing the company's share price to 
drop 12% following the announcement. RIM's 
expansion into the tablet market, bringing with 
it increased sales, marketing, and develop- 
ment expenses, put a damper on profits. 
Despite this somewhat dour news, 
company officials are optimistic, 
principally in anticipation of the 
soon-to-be-released PlayBook that 
will compete directly with Apple's 
iPad. A 43% increase in ship- 
ments of BlackBerrys from fiscal 
year 201 to 201 1 is also grounds 
for optimism. 

■ Research Shows SOA Still 
Prevalent In SMEs 

Although discussion of 
service-oriented archi- 
tectures has taken a 
backseat to buzzwords 
such as cloud computing 
of late, Forrester analyst 
Randy Heffner, who has 
been covering SOA initiatives for more than 
half a decade, says SOA is still quite prevalent 
in the enterprise and trickling down to small 
and medium-sized companies. Heffner says 
seven out of 10 enterprises currently employ 
SOA practices or will this year, although enter- 
prise service bus product interest has waned; 
additionally, nearly half of SMEs currently use 
SOA or plan to pursue it. SOA's service-based 
software design supports reuse of shared code 
and promotes compatibility among systems. 



I DHS Focuses On Government 
Network Security 

Automation, interoperability, and authentica- 
tion are the three keys to securing government 
networks, according to a new white paper 
released by the Department of Homeland 
Security. "Enabling Distributed Security in 
Cyberspace: Building a Healthy and Resilient 
Cyber Ecosystem with Automated Collective 
Action" lays out technological options for 
a more unified and effective 
approach to securing 
federal systems. In 
the report, Philip 
Reitinger, deputy 
undersecretary 
for the National 
Protection 
and Programs 
Directorate, says 
that "cyber stake- 
holders would 
have significantly 
stronger means to 
identify and respond 
to threats, creating 
and exchanging 
trusted information 
and coordinating 
courses of action in 
near-real time." 

I Survey: Two-Thirds Of Enterprises 
Provide Support For Unneeded Software 

A new survey conducted by HP and Capgemini 
has revealed that 60% of enterprises support 
more applications than necessary, including 
obsolete software. In contrast, 4% of respon- 
dents said that each application they support is 
mission-critical to IT operations. IT managers say 
it's too costly to uninstall outdated applications 
because much of their budgets are dedicated to 




WATCH THE 

This information provides a quick glimpse of current and historical stock 
j^^^^^ J^j^ prices and trends for 13 major companies in the technology market. 
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Symbol 


Year Ago 


IVIarch 17 $ 


March 31 $ 


% change from 
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AMD 


AMD 


$9.37 


S8.31 


$8.60 


▲ 


3.49% 


Apple 


AAPL 


$235.97 


$334.64 


$348.51 


▲ 


4.14% 


CA Technologies 


CA 


$23.29 


$22.85 


$24.18 
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5.82% 


Cisco Systems 


CSCO 


$25.83 


$17 


$17.15 
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0.88% 


Dell 


DELL 


$15.05 


$14.11 


$14.51 


▲ 


2.83% 


Google 


GOOG 


$568.80 


$561.36 


$586.76 
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4.52% 


HP 


HPQ 


$53.24 


$41 .43 


$40.97 


T 


1.11% 


IBM 


IBM 


$128.25 


$154.18 


$163.07 
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5.77% 


Intel 


INTC 


$22.39 


$19.90 


$20.18 
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1.41% 


Microsoft 


MSFT 


$29.16 


$24.78 


$25.39 
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2.46% 


Oracle 


ORCL 


$25.46 


$30.55 


$33.43 


▲ 


9.43% 


Red Hat Software 


RHT 


$29.94 


$39.29 


$45.39 
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15.53% 


Symantec 


SYMC 


$16.77 


$17.24 


$18.54 


▲ 


7.54% 
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maintaining current systems and new projects. 
Smaller companies that were sun/eyed didn't 
report that same overuse of software; instead, 
75% of small businesses claim that they have 
the right number of service applications. 

I Sprint Nextel Opposes AT&T's 
Acquisition Of T-Mobile 

Sprint Nextel says that AT&T's buyout of 
T-Mobile USA for $39 billion would "reduce com- 
petition and harm consumers." According to a 
press statement released by Sprint Nextel, the 
takeover would thwart historical actions taken 
by the U.S. government in the past 30 years 
that have succeeded in opening communication 
markets by breaking up monopolies. Although 
the deal would see AT&T poised to become 
the largest mobile operator in the nation, the 
transaction must be approved by the Federal 
Communications Commission and Department 
of Justice. Sprint CEO Dan Hesse says the plan 
is anticompetitive and that his company, which 
is currently the third largest mobile operator in 
the United States, intends to block the deal and 
expects a series of congressional hearings. 

I Spam Levels Plummet After Rustock 
Takedown; Other Botnets Step Up 

Following the takedown of the Rustock botnet 
by Microsoft and federal authorities in mid- 
March, global spam volumes have fallen by 
33.6%, according to Symantec's March 201 1 
MessageLabs Intelligence report. The report says 
the falloff includes a "sharp drop of 24.7% in global 
spam volumes between March 15 and 16, and 
a subsequent drop of 1 1 .9% between March 1 6 
and 17." Following March 16, the report states, 
spam accounted for about 33 billion email mes- 
sages per day vs. an average of 52 billion daily 
the previous week ending March 7. Prior to the 
takedown, Rustock was sending upward of 13.82 
billion spam messages per day, making up an 
average of 28.5% of global spam coming from all 
botnets in March, the report states. By 201 0's end, 
Rustock accounted for up to 47.5% of all spam, 
emitting about 44.1 billion spam messages daily. 
The report also highlights less-than-exciting news, 
however: In Rustock's wake, other botnets "have 
stepped up their activities to take advantage of the 
gap," a trend that's expected to continue. 

I DDoS Attacks On The Rise 

DDoS attacks have surpassed SQL injection 
attacks as the top attack vector against large 
businesses and organizations, as indicated by a 
report from Trustwave. The primary reason for 
the DDoS attacks was to create Web site down- 
time, found in 33% of cases. Defacement was the 
second most common reason (15%), and steal- 
ing information came in third (13%). Nine percent 
of cases were the result of hackers trying to plant 
malware to infect end clients, and another 9% 
had a goal of spreading misinformation. Many 
of the attacks were also financially driven; for 
example, 64% of DDoS attacks on financial orga- 
nizations resulted in monetary loss. 
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Does managing multiple data 
centers tie you in knots? 





Do you have multiple data centers in different regions or countries? Are you looking for a single 
point of contact to ensure your program runs smoothly? Access to technical experts? Do you need 
a relationship with a supplier that is a global partner with excellent local execution? 

That's where our Strategic Global Accounts program comes in. 

■ A dedicated account team that engages at all levels with your organization 

■ Coordinated account and customer support planning by a Strategic Accounts executive 

■ 24/7 factory-trained support by the Cummins global distributor network 

If managing on-site power for multiple data centers poses complex problems for your company, 
go to processor.powertoclatacenters.com and get more information on how to start untying 
the knot with our Strategic Global Accounts program. 




Cummins Power Generation provides 
complete power systems, as well as site 
planning and system design, installation 
and PowerCare® 24/7 service and support. 
That's The Power of One.™ 




Power 
Generation 



Our energy working for you. 
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STATS & FACTS 

Providing The Latest Insight & Information 
From Leading Research Firms 



Big Surprise? 
Tablet IVIarlcet 

EXPLODES 



IDC's most recent update on the tablet 
market shows significant gains during 
2010 and expectations that the tablet mar- 
ket will continue its rather dramatic trajec- 
tory through this year. 

About 18 million media tablets were shipped 
in 2010; 10.1 million of those were shipped 
during the fourth quarter, which was more 
than double the 4.5 million shipped in the 
third quarter. 



IDC expects shipments of about 50 million media tablets this year. 

The United States is the largest market, but Western Europe and Asia/Pacific grew almost 

twice as fast between the third and fourth quarters. 

Apple led the way with 73% of the market in the fourth quarter; IDC expects Apple to 
maintain a 70 to 80% share throughout this year, despite increased competition from other 
manufacturers releasing tablets. 





Companies 
INCREASE 

Security 

Spending 



As another sign of better times ahead, companies are rebuilding data centers, 
driving the need for new security solutions, according to research from Infonetics. 
Changing threat trends and media coverage of electronic threats are also driving 
the market. In the past four to six months, "hardly a day went by without the words 
'botnet,' 'firewall,' 'DDoS,' 'hacking,' and 'virus' showing up in mainstream news," 
says Infonetics Principal Analyst Jeff Wilson. 

Other key Infonetics Research findings: 

• Content security appliance and software revenue grew 1 9% last year. 

• Buyers are increasingly turning to cloud-based services and cloud-aware 
gateway solutions. 

• The network security appliance and software market grew 1 1 % last year to 
$5.6 billion; Infonetics expects that market to increase to $6.6 billion by 2015. 



I Polycom Acquires 
Accordent Technologies 

Unified communications provider Polycom has 
acquired Accordent Technologies, a provider of 
video content management and delivery prod- 
ucts, for about $50 million. Polycom says that 
by integrating its open-standard UC Intelligent 
Core and UC endpoints with Accordent's 
open-standard video content management 
solutions, it has positioned itself as a leader 
in the video content management and deliv- 
ery market. Polycom cites market research 
from Wainhouse Research as indicating the 
acquisition will immediately expand Polycom's 
total available market by $500 million, and for 
the video management market segment, the 
company is projected to generate a CAGR of 
32% through 2014 to $1 .2 billion. Further, as 
Accordent is a strategic partner with Microsoft, 
the acquisition strengthens and differentiates 
Polycom's native integration with Microsoft 
Lync and SharePoint. 

I Mobile Banking Is Booming 

According to comScore, in Q4 2010, 29.8 million 
Americans accessed financial services via mobile 
devices. That's up 54% from the 1 9.3 million 
who did the same the previous year. Analysts 
believe convenience is the biggest reason users 
are banking on the small screen. The wider avail- 
ability of smartphones also has a hand in bol- 
stering mobile banking. Security 
and a preference for banking 
online from a fixed PC 
topped the reasons 
some users shy 
away from using 
mobile banking. 

I Study 
Compares 

Smartphone Browser 
Web Page Load Times 

Blaze Software tested more 
than 45,000 page loads on mo- 
bile devices to determine which 
mobile browsing experience was 
the best. The report indicates that 
Android's Chrome is about 52% 
faster than iPhone's Safari — in 
fact, 84% of the Web sites tested 
loaded faster on Chrome than they 
did on Safari. Blaze Software also 
found that the optimized JavaScript 
engine for iPhone and Android browser ver- 
sions did not result in faster load times over 
previous mobile browser generations. Tests 
were run on Fortune 1000 company Web 
sites to give an accurate sense of mobile 
browser speed in the real world. 

I Microsoft Files EU Complaint 
Against Google 

Microsoft has filed an antitrust complaint 
against Google, alleging that the search 
giant employed technical measures to gain 
an unfair advantage over Microsoft and 
other search and advertising competitors. 
Microsoft accused Google of taking part in 
a "broadening pattern of conduct aimed at 
stopping anyone else from creating a com- 
petitive alternative," according to a Microsoft- 
sponsored blog. Four other companies have 
filed similar suits with the European Com- 
mission. The Commission has noted that it 
will solicit Google's views on the matter but 
has not commented on its next steps. This 
is Microsoft's first antitrust filing, although it 
has itself been filed against in the past. 

I Report: Cybercrime Increasingly 
Geared Toward Intellectual Capital 

According to a joint study by McAfee 
and Science Applications International 
Corporation, intellectual capital is the prime 
target of cybercriminals. The study says 
many cybercriminals are shifting away from 
stealing personal information from individu- 
als and are focusing more on the big fish 
of corporate intellectual capital, which is a 



more lucrative product. Areas of interest 
include trade secrets, marketing plans, and 
research, among others. The study also 
found that a quarter of organizations sur- 
veyed had merger, acquisition, or product 
rollout plans impacted by data breaches, 
real or threatened, and many companies are 
looking to store such data in other countries; 
additionally, the report says companies are 
selective about which breaches they report 
to outside agencies, stockholders, authori- 
ties, or the general public. 

I Media Tablets To Drive IT Spending 

According to a market forecast report from 
research firm Gartner, IT spending worldwide 
is expected to reach $3.6 trillion in 201 1 , up 
5.6% from $3.4 trillion in 2010. The firm added 
media tablets, such as Apple's iPad, to its 
hardware spending estimates, which resulted 
in a 2% bump (from 7.5% to 9.5%) of total 
computer hardware growth in 201 1 . Further, 
Gartner predicts that worldwide spending on 
those devices will grow from $9.6 billion in 
2010 to $29.4 billion this year, with an expect- 
ed 52% annual average growth rate through 
2015. Without the inclusion of media tablets, 
Gartner believes that the IT forecast would 
have actually declined slightly. 




I Google Names Kansas City 
As Broadband Recipient 

Tech giant Google announced that it has 
selected Kansas City, Kan., as the recipi- 
ent of company-sponsored citywide IGbps 
broadband access — 100 times faster than 
most home networks currently available. 
According to the company, IGbps network 
speeds should provide enough throughput 
to download a full-length feature film in less 
than five minutes — in high definition, no 
less. Nearly 1,000 cities officially applied for 
the network; Google says that it selected 
Kansas City because it wanted to be able 
to "build efficiently, make an impact on the 
community, and develop relationships with 
local government and community organiza- 
tions." The company expects the service to 
be in place by early next year. 

I Oracle Posts Strong Results 

Oracle reported positive performance for its 
201 1 fiscal third quarter, with all geographic 
areas experiencing revenue growth of 30% or 
more, according to Mark Hurd, Oracle's co- 
president. Revenues were up 37% year over 
year to $8.8 billion, with new software license 
revenues up 29% to $2.2 billion. The com- 
pany's net income of $2.1 billion was up 78% 
from a year ago, with earnings per share up 
75% to 41 cents. Hardware gross product mar- 
gins increased to 55%, so Oracle Co-President 
Safra Catz says the company is completely 
confident it will exceed the $1 .5 billion profit 
goal it set for the overall Sun business during 
the current fiscal year. 
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I Google Ranked As Most Valuable Brand 

Google topped the list of the world's 
most valuable brands, according to the 
BrandFinance Global 500, which ranks 
companies based on the strength, risk, and 
future potential 
of their brands 
relative to com- 
petitors. In the 
list, BrandFinance 
notes Google's 
dominance of the 
search engine 
sector and its 
willingness to 
undertake "ven- 
tures that are 
comparatively 

uncommercial but have a positive impact 
on its brand." Tech companies dominated 
the top 10 in BrandFinance's list. IVIicrosoft 
came in at No. 2 (up from No. 5 last year), 
IBM remained No. 4, Apple was No. 8 (up 
12 spots from a year ago), and AT&T ranked 
No. 10 (up one spot). 

I Meaningful Use Stage 2 
Progress Feared Questionable 

The Centers for Medicare and Medicare 
Services and the Office of the National 
Coordinator for Health Information Tech- 
nology likely won't be able to incorpo- 
rate principles from a report issued by 
the President's Council of Advisors on 
Science and Technology into Stage 2 of its 
Meaningful Use incentive program. Adoption 
of any of the report's suggestions is unlikely 
because the industry currently lacks a stan- 
dardized universal exchange language mes- 
sage wrapper. According to Stanley Huff, 
M.D., professor of biomedical informatics at 



the University of Utah College of Medicine 
and CMIO at Intermountain Healthcare, the 
timeframe for Stage 2 is simply too short 
to create a standard message wrapper and 
incorporate the study's principles. 



oogle 



I study Highlights Questionable 
Mobile Phone Security Habits 

Security software firm AVG recently com- 
missioned the Ponemon Institute to inves- 
tigate consumer security habits regarding 
mobile phones. According to the results 
of the survey, about 84% of users perform 
both personal and professional tasks on the 
same smartphone, which puts the person's 
identity and corporate confidential data at 
risk. Additionally, 66% admitted that they 
retain email addresses, names, contact lists, 
photos, videos, anniversary and personal 
dates, and other personal data on their 
phones, and 23% said they store passwords 
on their phones. The survey also found that 
more people are concerned about being the 
target of promotions and marketing (67%) 
than being attacked by a mobile phone- 
based virus (44%). Furthermore, 12% of the 
respondents were the victims of mobile pay- 
ment fraud, but just 6% said they check their 
cell phone bill on a monthly basis. 



I Microsoft Buys IPv4 Addresses 

Microsoft agreed to pay telecom equipment 
maker Nortel $7.5 million, or about $1 1 apiece, 
for nearly 670,000 IPv4 Internet addresses. 
The final block of IPv4 addresses was distrib- 
uted in February, and they are expected to run 
out by the end of the year. This has created a 
market for the older addresses as companies 
try to avoid the risk and expense of upgrad- 
ing to the newer IPv6 standard. Nortel filed for 
bankruptcy protection in January 2009 and is 
selling off its assets. If the deal is approved by 
Nortel's bankruptcy court, Microsoft will gain 
access to about 470,000 addresses immediate- 
ly and the remaining 200,000 after bankruptcy 
proceedings have concluded. 

IFirefox4BeatslE9 
In Day-One Downloads 

The newest iteration of Mozilla's 
popular Internet browser 
Firefox 4 has officially 
beat Microsoft's Internet 
Explorer 9 in total 
downloads over 
a 24-hour span. 
According to reports, 
IE9 was down- 
loaded 2.35 million 
times on its first day 
of release, while 
Firefox 4 was down- 
loaded 7.1 million 
times on its release 
date. One of the biggest 
reasons analysts think 
users are flocking to Firefox 
4 is because IE9 doesn't sup- 
port Windows XP, which is still 
used by a majority of people with 
Windows-based operating systems 



I Open Networking Foundation Formed 

A number of big-name tech companies, including 
Google, Facebook, Microsoft, Deutsche Telekom, 
Yahoo!, and Verizon, have joined to form the 
Open Networking Foundation. ONF is a nonprofit 
organization that aims to change networking via a 
switch to a newly developed cloud-based initiative 
called SDN (Software-Defined Networking). The 
software changes would affect data centers, tele- 
communication networks, wireless networks, and 
enterprises, as well as home users and other enti- 
ties. The cloud-based technologies SDN is based 
upon were formed through a joint collaboration 
between Stanford and the University of California 
at Berkeley. The essential technologies include a 
software interface called OpenFlow and a set of 
global management interfaces. In addition to the 
founding companies previously mentioned, 17 
other tech companies are 
members of ONF. 
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The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up-to-date with what's new on the market and to find products you need. 



Manufacturers: 
Do you have a new product that data center/IT 
managers would be interested in learning about? 

Send your press release or product information 
to press@processor.com. 



Physical Infrastructure 



■ AFL LightLink LL-580 
Optical Splicing & 
Distribution Enclosure 

AFL has unveiled its LL-580 opti- 
cal splicing and distribution enclosure, 
which features preconfigured panels for 
rapid installation. Best suited to broad- 
band, distribution, and building entrance 
applications, the enclosure features a 
removable back plate for easier splic- 
ing and fiber routing. The LL-580 is 
NEMA 3 rated and designed to meet 
Telcordia GR-771. 

■ Black Box ServSwitch CX Quad IP 

Black Box released the ServSwitch CX 
Quad IP, a KVM switch that provides an 
inexpensive way for four users to access 
up to 16 servers over the Internet, plus 
another local user on an intranet. The 
cascadeable switch uses 128-bit public/ 
private key security as well as two-tier 
password protection. 

■ Crenio NEMA Wall-Mount Enclosures 

Crenlo has announced the introduction 
of NEMA (National Electrical Manu- 
facturers Association) Type 4 and Type 
12 wallmount enclosures to its lineup of 
Emcor enclosures. The enclosures are 
designed to house and protect critical 
electrical components such as terminal 
blocks, electrical controls, and instru- 
ments that are deployed in harsh indus- 
trial settings. 

■ Minicom Advanced Systems 
AccessIT & KVM IP Switches 

Minicom Advanced Systems introduced 
the latest release of AccessIT, its flag- 
ship remote access management solu- 
tion, as well as complementary KVM IP 
switches. AccessIT supports a broad range 
of console servers, KVM switches, and 
PDUs, and this release offers management 
integration features for Digi International 
Passport console servers. 



Networking & VPN 



■ Acme Packet Net-Net Central 

Acme Packet has introduced its next- 
generation management platform, Net-Net 
Central, which lets users manage Acme 
Packet's Net-Net session delivery network 
products. Net-Net Central supports server 
clustering, at-a-glance dashboard summary 
screens, and Acme Packet's management 
application add-ons. Functions include a 
Device Manager, Security Manager, and a 
Health Monitor. 

■ Black Box CAT 6 Shielded Patch Cables 

Black Box now sells three CAT 6 patch 
cables for applications up to lOGBASE-T 
in noisy and industrial environments. 
Part EVNSL0601MS is F/UTP cable for 
400MHz horizontal network connections; 
EVNSL0272 is a flexible SSTP cable for 
250MHz service; and EVNSL0273 is a 
solid FAJTP line for backbone use. 

■ Brocade Serverlron ADX Series 12.3 

Brocade has released version 12.3 
of its Brocade Serverlron ADX Series 
of application delivery switches. The 
switches let the series' platforms per- 
form as a seamless gateway between 
existing IPv4 networks and new net- 
works built on IPv6. The Serverlron 
ADX makes a dual-protocol network 



possible using a standards-based IPv4- 
to-IPv6 translation technology, which, 
unlike router-based options, has high- 
performance Layer 7 intelligence. 

■ Crow Canyon Systems 
CCS Service Request 5.0 

Crow Canyon Systems announced the 
release of CCS Service Request 5.0 for 
Employee Services. Features include 
linked email collaboration, request 
tracking, mobile notifications, and 
Web form parser. CCS Service Request 
links to existing policies, documents, 
and forms and attaches them to the 
request ticket. 

■ Datawatch BDS V8 

Datawatch released an updated ver- 
sion of its enterprise report manage- 
ment, archive, and distribution solution. 
Datawatch BDS V8 comes with Red Hat 
Linux certification and security enhance- 
ments. It also brings redaction and transla- 
tion capabilities to the table for reports and 
documents, the company says. 

■ Juniper Networks 

TCA Series Timing Appliance 

Juniper Networks announced the TCA 
Series Timing Appliance portfolio, which 
is designed to provide the high-precision 
timing and synchronization needed for 
time-sensitive applications. Features 
include scalable and flexible timing for 
mobile networks. The family of products 
includes the TCA8000 Timing Servers, 
TCA6000 Timing Clients, and SyncEMS 
Management Software. 

■ ManageEngine IT360 9.0 

ManageEngine released ManageEngine 
IT360 9.0, an ITIL-ready solution that 
features a monitoring dashboard for net- 
works, servers, and applications. The 9.0 
version adds a service catalog that lets IT 
maintain workflows and service requests. 
ManageEngine IT360 9.0 is now avail- 
able as a Professional edition for singular 
locations or Enterprise edition for distrib- 
uted sites. 

■ Parallels Plesk Panel 10.2 

Parallels announced Plesk Panel 10.2. 
The latest version of the control panel 
adds support for IPv6 addresses and SNI 
(Server Name Indication) preserving IPv4 
addresses. Plesk Panel 10.2 enables multi- 
ple SSL certificates on a single IP address 
and offers easy sharing via social network- 
ing, a new video module, and new Web 
site purchasing functionality. 

■ SAP PLM7.01 

SAP has released a version of its PLM 
(product lifecycle management) software 
to help companies develop and deliver 
innovative, high-quality products with pre- 
cision and speed. Version 7.01 of the SAP 
PLM application allows users to compre- 
hensively manage all product development 
processes from initial idea through manu- 
facturing to service. 

■ SolarWinds SNMP Enabler 
For Windows 

Austin-based SolarWinds released the 
fifth in its series of free tools for sys- 
tem administrators. SNMP Enabler for 
Windows is aimed at making it easi- 
er for administrators to quickly install 
and configure SNMP on Windows serv- 
ers and workstations. The tool allows 



administrators to automate the process 
of installing SNMP on multiple devices. 

■ Tellabs 7100 
Optical Transport System 

OTN switching on Tellabs 7100 Optical 
Transport System enables service provid- 
ers to aggregate and encapsulate a vari- 
ety of traffic, including native Ethernet 
and SONET/SDH, and transport it as an 
aggregated traffic bundle across back- 
bone networks. It also enhances business 
and enterprise services by offering a low- 
latency solution that is service transparent. 

■ Transition Networks 
SM24-1000SFP-AH 

Transition Networks has added IEEE 
802. lag to its 24-port Gigabit fiber access 
switch. The updated SM24-1000SFP-AH 
now features Link & Service 0AM (oper- 
ations, administration, and maintenance) 
capabilities that enable users to support 
Carrier Ethernet and/or triple play ser- 
vices. The switch has a 1.5U form factor, 
24 lOOOBase-X SFP ports, two lOG XFP 
uplink ports, and two expansion slots for 
additional XFP modules. 



Storage 



■ Arkeia Software 
VMware vStorage 

Arkeia Software released the latest ver- 
sion of its VMware vStorage agent, which 
now features the ability to restore a single 
file or directory from the backup of a com- 
plete Windows or Linux virtual machine 
performed through VMware vStor- 
age API. The Arkeia Network Backup 
Agent for vSphere uses VMware' s latest 
vStorage APIs for Data Protection. This 
upgrade to Arkeia' s Backup Agent for 
vSphere now allows authorized users to 
use Arkeia' s Web user interface to select 
the file or directories to be restored and 
to save them either to the original virtual 
machine, to an alternate virtual machine, 
or to a physical server. 

■ B&L Associates & DSI DSI9000 
Virtual Tape Library System 

B&L Associates and DSI (Dynamic 
Solutions International) announced their 
DSI9000 Virtual Tape Library System 
that is designed specifically for MCP 
Mainframe users and features a single 
point of control for VTL environments. 
B&L Associates is providing its auto- 
mation and management solutions while 
DSI is providing the latest iteration in its 
VTL line of products, which includes DSI 
AlertManager, in order to create one reli- 
able and effective solution. 

■ Gridstore NASg 2.0 

Gridstore calls the NASg 2.0 its next- 
generation, scale-out NAS for small and 
medium-sized businesses and managed ser- 
vice providers. The NASg 2.0 ($499/lTB 
and $599/2TB) allows organizations to start 
small with inexpensive storage and then 
scale easily as their needs grow. It should 
be available through Gridstore channel 
partners as you read this. 

■ iXsystems Titan 
FreeNAS Pro 

The Titan FreeNAS Pro appliance 
from iXsystems represents a collabora- 
tion between FreeBSD server and storage 
firm iXsystems and enterprise SSD vendor 
Fusion-io. Thanks to the latter' s ioMemory 



technology, the companies say, the system 
can supply data fast enough to saturate 
multiple lOGbps Ethernet connections. The 
Titan FreeNAS Pro appliance supports a 
range of Fusion-io ioDrive SLC and MLC 
flash storage devices, spanning 160GB 
to more than 5TB per card. The system 
also supports the ZFS file system and most 
popular networking protocols. It runs the 
FreeNAS 8 operating system, which is 
based on FreeBSD 8.2. 

■ Netlist ExpressVault 

Netlist released ExpressVault, a PCI 
Express flash storage device that main- 
tains a real-time backup of data currently 
being held in short-term cache. It uses the 
company's NVvault flash backup subsys- 
tem controller to protect a server from 
system faults and other interruptions that 
can jeopardize cached data before it can be 
committed to disk. 

■ RAIDON GearTANK 
GT7280-8S-U5 

RAIDON announced the GearTANK 
GT7280-8S-U5 rackmount storage solu- 
tion, which features up to 4TB of storage, 
supports up to eight 2.5-inch 500GB hard 
drives, and provides a transfer rate of up 
to 300Mbps. The GT7280-8S-U5 also has 
indicators and alarms in case of overheat- 
ing or hard drive failure. 

■ Scality&GladinetRING 

Scality and Gladinet announced a part- 
nership to provide an end-to-end cloud- 
based storage solution that will help drive 
cloud adoption for SMBs and enterprises 
with multiple branch offices. The Scality 
RING is a scalable, object-based storage 
platform that handles unstructured data 
with sustained performance and easy oper- 
ations over time. 

■ Seagate Pulsar SSDs & 
Savvio & Constellation HDDs 

Seagate announced its latest Pulsar 
solid-state drives and Savvio and 
Constellation hard drives, which are 
ideally suited to the demands of enter- 
prise storage systems. The Pulsar. 2 
and Pulsar XT.2 are MLC-based SSDs 
available in capacities of up to 800GB. 
They support multiple data integrity and 
endurance features, making them ideal 
for enterprise applications. The Savvio 
15K.3 and Savvio 10K.5 are small form- 
factor 2.5-inch HDDs in capacities up 
to 900GB. The Constellation ES.2 is a 
3.5-inch enterprise HDD that supports 
large capacities, up to 3TB. All drives 
will become widely available starting in 
Q2 of this year. 

■ StoneFly StoneFusion 6.4.2.x 

StoneFly has released StoneFusion 
6.4.2.x, which is an update of the com- 
pany's Network Storage Platform. 
StoneFusion 6.4.2.x brings more dynam- 
ic data archiving and backup with robust 
encryption, snapshot, and replication 
elements to ensure complete data pro- 
tection and backup. For example, an 
Encryption Accelerator boosts the per- 
formance of encrypted volumes on 
StoneFly IP SANs. 

■ StorageCraft Technology 
ShadowProtect For Managed 
Service Providers 

StorageCraft Technology announced 
ShadowProtect for Managed Service 
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Providers, a software product designed 
to help MSPs provide dependable 
data protection and disaster recovery 
services to customers. Features include 
disk-based backup and disaster recov- 
ery for Windows servers, desktops, and 
laptops; remote activation, deactivation, 
or reactivation of ShadowProtect licens- 
es; and the ability to generate reports to 
check against customer billing from the 
licensing console. In order to take advan- 
tage of ShadowProtect, MSPs should 
join StorageCraft's partner program. 
ShadowProtect is available with pay-as- 
you-go pricing, in which MSPs purchase 
monthly subscriptions for customers but 
only pay for activated licenses. 

■ Symantec NetBackup 7 

Symantec has announced enhance- 
ments to NetBackup 7 that simplify 
data protection in virtual environments. 
The latest release introduces Virtual 
Machine Intelligent Policy technology 
for VMware environments to automate 
the discovery and protection of virtual 
machines while enforcing existing data 
protection policies. It's for enterprise 
organizations deploying a large number 
of virtual machines or building a pri- 
vate cloud infrastructure. 



Security 



■ Bocada Prism 

Bocada announced additions to its 
Prism product, which includes the DPSM 
(Data Protection Service Management) 
model created by the company. The lat- 
est version of Prism features job error 
alerts, expanded SLA rules, and media 



and drive analysis reports for usage and 
health monitoring. 

■ DBA EdgeWave iPrism 
Web Security 6.5 

DBA EdgeWave announced iPrism 
Web Security 6.5, an outbound bot- 
net detection and prevention tool 
available through a partnership with 
ThreatSTOP. Features include anti- 
circumvention technology using the 
cloud-based Circumvention Defense 
Network, improved transparent user 
authentication, and expanded applica- 
tion control. 

■ Global DataGuard 
All-n-One Security Module 

Global DataGuard announced its All- 
n-One Security Module that's designed 
for use with VMware. The solution com- 
bines Global DataGuard' s Cloud Guard 
Unified Enterprise Security suite with a 
new console and improved monitoring 
and analysis of real-time security threats 
for virtual environments. 

■ iPolicy Networks 
Next-Generation 
Firewall Platform 

iPolicy Networks announced enhance- 
ments to its next-generation firewall 
platform that are designed to enable 
accurate identification of hundreds of 
applications that pass through tradition- 
al firewalls. Enhancements include the 
ability to identify, control, and moni- 
tor applications; dynamic detection and 
control for social media applications; 
and the ability to define policies for IM 
and multimedia applications. 



■ McAfee Comprehensive Database 
Security Solution 

McAfee released its comprehensive 
database security solution based on the 
Security Connected initiative. The sys- 
tem is designed to protect enterprise 
assets in all states by using access con- 
trols, server and network security, and 
data protection and encryption. The 
solution also features automated discov- 
ery, comprehensive protection of criti- 
cal databases, and central monitoring. 
The McAfee Vulnerability Manager for 
Databases collects inventory of config- 
uration details. Network firewall and 
intrusion prevention helps enterprises 
discover and analyze traffic in the server 
environment. McAfee Database Activity 
Monitoring tracks changes in sensitive 
data internally and externally. 

■ nCircle Benchmark Vulnerability 
Management Metrics Pack 

nCircle expanded its nCircle Bench- 
mark Vulnerability Management Metrics 
Pack, touted as the world's first cloud- 
based security and compliance bench- 
marking service that lets organizations 
compare performance of an entire IT 
security ecosystem against its own 
internal goals and peers. Enhanced fea- 
tures include native support for Qualys 
Qualysguard and Rapid? NeXpose. The 
additions are made possible through 
nCircle 's data adapter technology. 

■ Network Box USA 
Data Leakage Prevention 

Network Box USA has announced its 
DLP (Data Leakage Prevention) solution 



that can scan incoming and outgoing 
emails to prevent the transfer of sensi- 
tive data. The solution consists of two 
parts: DLP_Rules, which handles the 
scanning of incoming and/or outgoing 
emails, and Policy_DLP, which can be 
configured to automatically block cer- 
tain types of information. 

■ Proofpoint CloudControl 

Proofpoint released CloudControl, 
described by the company as the indus- 
try's first email security and compliance 
platform for enterprises. CloudControl 
uses a three-tier architecture that com- 
prises secure infrastructure (elastic com- 
puter, network, and storage resources); 
shared cloud services (threat detection, 
classification, encryption, etc.); and 
Go to Page 8 
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What we can do: 

■ Provide a wide variety of sizes, from 5x5 inches to 
10x24 inches (and more) 
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The CoolBalance brush seal with XtraSeal™ 
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seals. XtraSeal, an Im pervious yet flexible 
membrane, prevents leakage of pressurized air 
around power and data cables in floor cutouts. 
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Continued frorn Page 7 
various enterprise application suites 
(Proofpoint Enterprise Protection, Enter- 
prise Privacy, and Enterprise Archive) 
suitable for full cloud-based deployments, 
private cloud use, and on-premises con- 
figurations using specific components. 
Proofpoint states it has integrated a set of 
government standards in CloudControl to 
ensure compliance and performance, while 
automatic alerts and escalation schemes 
ensure issues are dealt with quickly. 

■ SAP BusinessObjects GRC 

SAP released the latest version of its 
BusinessObjects GRC (governance, risk, 
and compliance) software, which pro- 
vides a unified support environment for 
the management, monitoring, and analy- 
sis of enterprise risk and compliance. 
The release adds GRC capabilities to 
everyday business processes, with the 
goal of helping to make risk manage- 
ment and regulatory compliance a stan- 
dard and consistent practice. This version 
adds UI enhancements, including a com- 
mon look and feel across all applica- 
tions in the GRC suite. It also includes 
embedded business intelligence reports 
and a graphical tool to define and depict 
risks. SAP says the added features should 
enable even users with limited GRC 
expertise to note and analyze risks. 

■ Splunk4.2 

Splunk announced the release of the lat- 
est version of its IT security tool, Splunk 
4.2. The software collects and indexes all 
data generated by an organization's IT 
systems and infrastructure, whether it's 
physical, virtual, or cloud-based. Splunk 
4.2 adds real-time alerts, improved usabil- 
ity and performance, and centralized man- 
agement capabilities. 

■ StoredlQ Risk Assessment 
Service For SiiarePoint 

StoredlQ has unveiled its StoredlQ 
Risk Assessment Service for SharePoint, 
which is an e-discovery and risk assess- 
ment service for SharePoint environments. 
StoredlQ' s Risk Assessment Service auto- 
mates the process of searching and analyz- 
ing data, including who the custodians are 
and what data is responsive to a particular 
litigation matter. 

■ Symantec VeriSign 
Identity Protection 
Access for IVIobile 

Symantec has introduced the VeriSign 
Identity Protection Access for Mobile 
credential for the iPad. Users can down- 
load the utility from Apple's App Store 
to add a dynamic one-time-password 
credential to the iPad, which secures 
online accounts protected by the VIP 
Authentication Service. 



Messaging & Telephony 



■ Cisco OfficeExtend 

Cisco announced its OfficeExtend solu- 
tion, which combines the Cisco Aironet 
Series OfficeExtend Access Points and 
the Cisco Wireless Control System, pro- 
viding dual-band 802.1 In access points 
for employees who work from home. 
OfficeExtend can create up to 500 access 
points for in-office employees or telework- 
ers at home. 

■ TalkSwitcli PowerPack, 
Concero Console & Phone System 
Management Software 6.5 

TalkSwitch announced TalkSwitch 
PowerPack, Concero Console, and phone 
system management software 6.5 with 
enhancements that improve performance 



and pave the way for future growth. 
TalkSwitch PowerPack is a software key 
that increases the capacity of a TalkSwitch 
phone system. The Concero Console gives 
users the power to see and control calls on 
their PC. 



Servers 



■ SGI Altix UV 

SGI announced SGI Altix UV with 
Windows Server 2008 R2 certification 
and availability. Altix UV is designed 
to increase the speed and scalability of 
Windows Server technology. Features 
include the ability for users to expand 
analytics and simulation capabilities as 
well as the enhanced performance of 
Altix UV coupled with Windows Server 
2008 R2's scalability. 



Clients 



■ Dell Vostro 3000 Series 

Dell released the Vostro 3000 Series 
of laptops in 13-, 14-, 15-, and 17-inch 
models aimed at mobile profession- 
als. The notebooks use Intel's current 
Core Series processors and are the first 
small-business laptops to feature voice- 
enhancing SRS Premium Voice Pro 
software, Dell states. An HD Web cam 
is included, and battery life is rated at 
12 hours on select models. The note- 
books run $499 through $599. 

■ HP T400 Color 
Inkjet Web Press 

HP announced its 42-inch T400 Color 
Inkjet Web Press for the graphic arts 
industry. It features print speeds of up to 
5,200 full-color pages per minute. It also 
has 1,200 nozzles per inch for fast and 
high-quality printing. 

■ iGo Arctic Laptop Cooling Pad 

iGo released the iGo Arctic Laptop 
Cooling pad ($29.99), a patent-pending 
cooling approach for up to 17-inch laptops 
that includes a built-in fan that users can 
reposition to target hot spots more effec- 
tively. The pad comes with a removable 
USB cable that plugs into a notebook to 
draw power to the cooling pad. When not 
in use, the cable stores inside the pad. 

■ NextComputing Vigor EX 

NextComputing released the Vigor EX 
portable workstation, which has been rug- 
gedized for durability. Made to endure 
harsh environments and the odd bump and 
bruise, the Vigor EX can be equipped with 
an Intel Core 17 processor, up to 7TB of 
internal storage capacity, and up to seven 
PCI-E expansion slots. 

■ Oce PRISMAproduction 4.04 

Oce announced the release of version 
4.04 of its workflow-oriented graphic 
arts and transactional printing applica- 
tion, PRISMAproduction. This release 
offers greater automation in book pro- 
duction, advanced use of electronic 
forms for high-volume applications, 
JDF and IMF compliance, and AFP-to- 
PDF conversion. Oce is a member of the 
Canon family of companies. 

■ Oracle MySQL 5.5 Enterprise Edition 

Oracle announced enhancements to 
MySQL Enterprise Edition with version 
5.5. The product is designed to offer a 
comprehensive subscription that includes 
MySQL Database plus monitoring, back- 
up, and design tools. Enhancements 
include integration with MyOracle Sup- 
port, MySQL Enterprise Monitor 2.3, 
MySQL Enterprise Backup 3.5, and 
MySQL Workbench 5.2. 
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BayTech- 




Going Green!!! 

Power Factor is Real 
and now it's Real-Time with the MRP Power Solution 



Reach operational efficiency and conform to new Green Energy 
standards witli tlie IVIRP outlet monitoring solutions. 

BayTech's metered outlet modules report Amps, Voltage, VA, 
Watts, power factor and efficiency per receptacle. 

Through our secure SNMP engine thresholds can be set to help 
identify equipment that is running inefficient. 



Standard Features 

• Single Phase and Three Phase 

• 20,30,50,60 Amp Support 

• On, Off, Reboot option 

• HHPS, SSH, SSL Access 

• Radius, TACACS Authentication 

• Tool less Mounting 



Unique Features 

• Modular Design 

• All Receptacles Monitored 

• Power Factor per Outlet 

• kW Hour Meter per Outlet 

• Current, Voltage and VA and Watts 

• Reliable PCB Power Distribution 

• Fail Functional Design 
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SEN50R INPUTS 



All Circuit Breakers Monitored 

Most metered power solutions only monitor input power. BayTech 
monitors all circuit breakers and reports via SNMP when thresh- 
olds are met. 

Outlet Metering with Efficiency 

Monitor individual outlets and receive current, watts, and volt-amps. 
Continuously monitoring equipment for efficiency with power factor. 

Locking C13 Receptacle Optional 

Reliable integrated locking clips assure power cord retention. 
Unique to the industry and does away with nuisance wire clips. 

Reliable ROB Rower Distribution 

ISO's (Insulation Displacement) connectors are faulty and unreliable! Al 
BayTech power solutions use reliable PCB power distribution. 

Integrated Sensor Inputs 

Eliminate the need for extra environmental monitoring devices. All 
BayTech power solutions offer two ports for external temperature 
and humidity probes. 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



Iter Energy Management 
That's More Than Intelligent. 



It's Genius 



introducing Racktivity's EnergyCloud™ System. The first fully 
integrated energy and environrment management system with 
enough built-in intelligence and enterprise-scale analytics to place it 
in a class of its ow/n. Add to this a highly interactive user experience 
and you'll see why we call it 'genius.' 

Racktivity has paired its next generation, power-quality aware PDUs 
v^ith its industry leading distributed software platform designed to 
integrate seamlessly with other data center systems and applications. 
The result: unsurpassed, real time energy management across 
multiple geographic locations. 

Finally, a system that can think fast and act globally to manage 
energy consumption, reduce costs and maximize uptime. 
How smart can you get? Find out more: www.racktivity.conrv. 
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Energy Manager PDU Family 





Racktivity 

emPOlVERJfig the Data Center 



witch, EnergyCloud Manager and 
tern are trademarks of Racktivity Inc. 



US: 1.650.361.9700 

EU:+44 (0)1628 521 167 

www.Racktivity.com 



El 



DEPOl 



A Gaw Associates, Inc. Company 

Toll Free: 877-GAW-RACK • DataCenterDepot.com 

(429-7225) ^^^^^^^^^^^^^^^^ 



We are an industry leader, nationally recognized 
for the highest quality 
products and services, |p« 

as well as most lr__ 
economical solutions. 






Made in the USA 



Standard & 
Seismic racks 




Numbers speak for 
themselves! 



Customer satisfaction 97.5% 
On-time delivery 95.3% 
Quality 99.0% 

Source: ISOAL 9000 Cerlifkalion Da(o 



Adjustable height tables 
Wall mount racks 



Rack accessories 




rr 



Technical furniture 



• Cable ladders 

• Cable management 

• Custom manufactured 
racks and accessories 

• Design solutions 
and free expert 
consulting 

• Rack and stack 




Equipment mounted travel case 



Call us today, receive answers today: 877-429-7225 
Give us 1% of your business . . . we'll earn the rest! 




TL9e@e >xS5c 



WjoQoi^ Busneai Entnprbe 
Nbticral Council 



BBB 



Page 10 



Processor.com 



April 8, 2011 



News 



Gartner: 

Four Forces Will 
Affect Data Centers 
In Coming Years 

Data center space requirements could shrink 
dramatically before the decade is out due to four 
emerging factors, according to new research 
from Gartner. Within five years, Gartner expects 
smarter designs, green IT, high-density environ- 
ment realities, and cloud computing to signifi- 
cantly impact data centers. 

David Cappuccio, Gartner vice president and 
chief of infrastructure research, says these 
forces can work in companies' favor by help- 
ing put innovative designs into place, reducing 
capital and operating costs, increasing long- 
term scale, and keeping companies current 
with their business. 

The Four Forces Explained 

Where smarter designs are concerned, Gartner 
notes that traditional data center design methods 
originated in the mainframe era. Due to their 
high costs, companies targeted many main- 
frames at average performance in the mid-90% 
range during production time slots. Thus, few 
variations in operating temperature and power 
consumption occurred over long durations. 
Conversely, today's data centers place numer- 
ous demands on mechanical/electrical 
systems, thus new designs have 
added various density zones for 
varying workload types. 

As for green IT, with 
awareness rising and 
The Green Grid's 
PUE (power usage 
effectiveness) movement 
advancing, new IT managers 
are eyeing energy efficiency in designs 
and execution. Designers are shifting I 
focus to an environment's compute den- 
sity, with new designs allowing for optimal rack 
densities approaching 85 to 90% on average, 
thus raising the computer-per-square-foot ratio, 
Gartner says. Additionally, the arrival of private 
cloud environments and pooling resources has 
helped improve vertical scalability while bettering 
productivity-per-kilowatt ratios. 

"In many SMBs, data centers are nearing capac- 
ity either via space, power, cooling, or a com- 
bination of the three," Cappuccio says. 'When 
retrofitting or planning to build out the next- 
generation room, a focus on density per square 
foot, or compute per kilowatt, is key." Doing so 
will shift the goal from creating more space to 
creating more efficient use of resources. 

Gartner says managers are starting to shift non- 
essential workloads to cloud providers, which 
frees up floor space and power and cooling 
resources that companies can then aim at more 
critical production workloads. By offloading ser- 
vices to cloud providers, companies essentially 
outsource services to someone else. As this 
trend continues, only core business functions will 
stay in the primary data center, and remaining 
noncritical services will wind up with external 
providers, leading to fewer long-term physical 
data center requirements. 

When nearing capacity, Cappuccio advises to 
"look to offloading noncritical work to outside 
providers, either via colocation or managed 
services or even cloud services. We may not be 
ready to move to the cloud today, especially for 
mission-critical systems, but even moving test 
and development can free up valuable space for 
the growth of more critical systems." 

by Blaine Flamig 
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Geothermal 
Cooling Systems 

Planning & Foresight Key To Their Success In Data Centers 



by Dan Heilman 

Data center managers are slowly 
warming to the idea of geothermal cool- 
ing. The method is being touted as an 
alternative to traditional chiller cooling — a 
low-impact, high-efficiency method for 
providing temperature control in the data 
center. The system is non-consumptive, 
which means in addition to using the tem- 
perature gradient to provide cooling, it 
also reduces the environmental footprint 
of the data center by not introducing pol- 
lutants into the local water system. 

How does it work? Much in the same 
way your basement stays cool in the sum- 
mer. Geothermal cooling takes advantage 
of the fact that the mean temperature 5 feet 
underground is between 50 and 60 degrees 
Fahrenheit, creating a high-volume, closed- 
loop cooling system. A geothermal system 
consists of a series of underground pipes 
and heat pumps that take advantage of the 
constant temperature of the earth to cool 
a data center, which results in higher effi- 
ciency and lower energy use. 

The most common geothermal system 
used for cooling larger, energy-intense 
buildings is a closed-loop, ground-coupled 



Society of Heating, Refrigerating and 
Air-Conditioning Engineers). "You have 
opportunities for energy saving from the 
reduction or elimination of mechanical 
cooling — such as chillers — through the 
use of ground-coupled heat exchange sys- 
tems," Beaty says. "The stable and resil- 
ient temperatures shown by this cooling 
source let system operators drastically 
reduce energy consumption." 

More good news, according to Beaty, is in 
the higher ROI figures exhibited by geother- 
mal cooling systems over traditional cooling 
systems — again, as long as the data center is 
in a moderate cUmate. "As long as the geol- 
ogy and geography on the data center site is 
appropriate, paybacks on the differences in 
system costs can be realized in energy sav- 
ings in as little as four or five years depend- 
ing on the critical load," says Beaty. 

Internap's Ortiz says other advantages 
include large energy savings in comparison 
to a traditional system, thanks to less me- 
chanical equipment and a constant earth 
temperature; ROI in as little as four years; 
reduced maintenance and operation costs; 
reliability and safety, thanks to fewer mov- 
ing parts and, therefore, less operational risk; 
and a reduced carbon footprint, meaning 



Key Points 



Geothermal cooling requires a heavy initial 
investment, but it has shown strong ROI. 

The method is far more environmentally 
friendly than traditional cooling methods. 

The effectiveness of a geothermal cool- 
ing system depends on the geology and 
geography around the system. 



desired cooling temperature is higher — 
a desired data center temperature of 80 
degrees is better than 70 degrees." 

There's also the potential issue of thermal 
contamination. That can occur when the 
constant load of a data center space places 
the bore field in a constant heat sink mode, 
which can create a dead zone in the geo- 
thermal bore field where no more heat can 
be absorbed. 

"If all you're doing is putting heat in 
the ground when you're in cooling mode, 
and you do that throughout the spring 
and summer, you're always adding heat 
to the ground," says Bob Flaherty, senior 
vice president at engineering consultants 
WSP Flack + Kurtz in Boston. "If that 



"As long as the geology and geography on the data 
center site is appropriate, paybacks on the differences 
in system costs can be realized in energy savings in as 
little as four or five years depending on the critical load." 



■ DLB Associates President and ASHRAE member Don Beaty 



system. In most cases, a ground-coupled 
system is composed of vertical wells 
beneath the ground, spaced anywhere 
from 15 to 30 feet apart with a vertical 
depth of up to 800 feet. Together the wells 
form what's called a well field or bore 
field, with all of the piping buried safely 
below the frost line to avoid wintertime 
freezing conditions. Depending on where 
it's used (the system works best in temper- 
ate climates), geothermal cooling — not to 
be confused with geothermal power gen- 
eration — is designed to deliver significant 
cooling to data centers. 

"The idea of using a renewable resource 
for cooling or powering a data center is 
always a positive," says Randy Ortiz, direc- 
tor of data center design and engineering 
at Atlanta-based Internap (www.internap 
.com). "Renewable resources such as solar 
and wind are limited in providing adequate 
power for a data center. Some data centers 
located in the correct climates have taken 
advantage of outside air — free cooling — as 
a renewable resource to cool a data center." 

Dps & Downs 

Geothermal cooling has advantages and 
disadvantages. Pros include the system's 
potential to lower operating costs, accord- 
ing to Don Beaty, president of New Jersey- 
based DLB Associates and a member of 
the technical group ASHRAE (American 



that federal tax credits are available in the 
United States for geothermal installations. 

On the down side is the cost of installing 
and implementing a geothermal cooling 
system, which tends to run between $3,500 
and $4,500 per kilowatt, according to Beaty. 
"Costs associated with bore field design and 
implementation can be three or four times 
that of traditional [systems]," he says. 

And, again, geothermal potential does 
not exist everywhere. You'll want to inves- 
tigate and analyze the subsurface around 
your data center before taking the plunge 
on geothermal cooling. 

"The colder the temperature of a cooling 
source, the more potential there is for use 
in cooling," says Beaty. "For example, a 
source temperature [of] 50 degrees Fahren- 
heit is better than 70 degrees. There is 
equally more potential for cooling if the 



goes on long enough, [it] can cause the 
temperature in the ground to degrade to 
the point where you're not getting any 
heat transfer anymore." 

"Installation of a geothermal system for 
a data center is not for the conservative at 
heart," says Ortiz. It requires a commitment 
to a renewable resource system, along with 
planning and foresight to properly couple 
with the rest of the cooling system. 

Despite those obstacles, Ortiz says, to 
reject it as a possible source for your cool- 
ing system because it requires some addi- 
tional effort is "pound foolish — it is not a 
system that will work for all data centers 
such as those within multitenant facilities 
or those that lack space around the build- 
ing, but if you are building a new site with 
ample space, then you should at least take 
a look." J 



Geothermal Cooling & Economizers 

Another piece of equipment that's sometimes used in data centers in tandem with a geothermal 
cooling system is an economizer. Its purpose is to cool a space simply by bringing outdoor air 
through ducts and filters directly into an area when the space needs cooling (provided it's cooler 
outside than inside). 

"Data centers used to operate at temperatures such as 68 degrees Fahrenheit, but they're 
running hotter," says Don Beaty, president of New Jersey-based DLB Associates. 'These 
increased data center temperatures create more opportunity for the use of economizers — 
which is essentially free cooling — as well as geothermal." 
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SIX QUICK TIPS 



A Cleaner Data Center 



Avoid Disaster By Keeping Out Dust & Particulates 



by Bruce Gain 
• ■ • 

The data center's floors are spar- 
kling and white, and all the shiny servers 
look as clean as they can be. However, 
appearances can be deceiving. Unseen 
contaminants or even cleaning fluids 
might be causing a lot of harm, which 
only becomes apparent after the damage 
is done. While even Tier 3 data centers 
generally don't need to adhere to clean 
room specs, here are ways to make sure 
your data center is at least as clean as it 
should be to prevent outages from the 
buildup of dust, particulates, and other 
sources of contamination. 

Beware Of Street Shoes 

You certainly do not want someone 
who walked out of the New York sub- 
way or on a Minnesota sidewalk with 
salt and dirty slush entering your data 
center without taking the necessary pre- 
cautions. But even shoes that seem clean 
often have a lot of particulates and dust 
that, if tracked in the data center, can 
cause contaminant buildup that is bad 
for equipment. As a solution, data cen- 
ters increasingly require protective foot 



booties — like the ones handed out at air- 
ports if you have to take your shoes off 
at security checkpoints. 

In addition to foot booties that cover 
shoes, hair nets might seem like overkill, 
especially for Tier 1 data centers. But 
requiring anyone who enters the data 
center to wear them can help protect 
your equipment. 

"Hair can go everywhere and get in the 
fans," says Haim Sternberg, president 
of Cherry Systems (www.cherrysystems 
.com). "Then, from a computer hygiene 
standpoint, [particulates] from shoes can 
get down there below the floor. Covering 
both hair and shoes does a lot of good." 

Prohibit Food & Drinks 

A spill on a server rack shorts out a 
circuit that brings down several servers 
at once. M&Ms and Goobers wind up 
in nooks and crannies that end up caus- 
ing equipment damage when they melt. 
These hazards can be eliminated by a 
simple rule: no eating or drinking in the 
data center. 

"People just get involved with their 
work and drinks and food go flying when 
they don't pay attention," Sternberg says. 



On Tim.^r 

Why navigate through countless Web sites when you can get all 
the information you need in just a few minutes by reading Processor! 
Processor's content is comprehensive, but it's presented in a 
quick, easy-to-read format, so you can keep up with the constant 
flood of new data center products and technologies. 




"When that happens, it can create a dom- 
ino effect as a spill causes something else 
to happen and so on until pretty soon you 
have a disaster on your hands." 

Go Professional 

Keeping the data center clean is one 
area of maintenance that should not be 
kept in-house. You also especially do 
not want the building custodian to enter 
the data center with the same mop and 
bucket that is used to clean the rest of 
the building. That's because data cen- 
ter cleaning requires specialized skills 
and know-how. Proper data center clean- 
ing also necessitates specialty cleaning 
agents, tools, and processes that are far 
different from what is used for tradition- 
al office and house cleaning. 

For example, vacuuming the inside 
of servers should be done by a profes- 
sional company that knows what kind 
of antistatic solutions and ionization 
tools to use, says Jason Roth, national 
training director for Sterile Environment 
Technologies (www.set3.com). "Some 
cleaning tools, chemicals, and equipment 
have bold claims of being data center 
friendly; however, they can cause major 
corrosion, signal issues, and even down- 
time — so I caution against doing any 
in-house server cleaning," Roth says. 
"Although some computer operators 
are incredibly savvy and may do a good 
job, cleaning computers is not their job, 
and most operators don't want the risk 
of downtime." 

Some cleaning may require profession- 
al services in order not to void equip- 
ment warranties. Roth says. "Sometimes 
manufacturers will void warranties if the 
server or other equipment was opened 
and cleaned in-house," Roth says. 

IVIake The Budget Case 

Using a cleaning service, of course, 
costs money. Yet, the investment can 
serve as an insurance policy against 
downtime, says Kevin Vickery, president 
of ProSource Mission Critical Services 
(www.team-prosource.com). "The cost 
of downtime for most data centers is 
thousands of dollars per hour. A cleaning 
service for a fraction of that cost per year 
to prevent downtime is really preventive 
maintenance," Vickery says. "So do you 



Best Tip: 

Clean The Subfloor 

The subfloor is an area that is hidden from 
view but needs special attention when 
keeping the data center clean. In fact, it is 
probably the most important part of the data 
center to keep clean, says Kevin Vickery, 
president of ProSource Mission Critical 
Services (www.team-prosource.com). "It is 
an absolute necessity because the first place 
that dust tends to go from beneath the floor 
is to the server," Vickery says. 'The danger 
of not doing that is that the dust gets carried 
up in the airflow. The first filter that meets the 
dust is the server." 

Most Practical Tip: 

Put It In Writing 

Rules that serve to keep the data center 
clean should be put in writing and incorpo- 
rated in a policy that must be read by every- 
one — whether a customer, the CEO, or the 
guy who comes to fix the HVAC unit — before 
entering the data center. The document 
should also be signed, acknowledging that 
the rules were read and understood. "Most 
people don't know much about data center 
cleanliness," says Haim Sternberg, presi- 
dent of Cherry Systems (www.cherrysys 
tems.com). "Without [that knowledge], you 
open up yourself to unforeseen situations. 
That is why you need to prevent it from the 
start by having the rules read first because 
the outcomes can be hideous if this is 
not done." 



want downtime because your data center 
I is dirty?" 

It is thus necessary to demonstrate the 
benefits of relying on professional clean- 
ing services if the budget is ever ques- 
tioned, says Brad Kowal, assistant data 
center director for Shands HealthCare in 
Florida. "It's all about connecting the dots 
and communicating what data center 
cleaning brings to the organization," he 
says. "Minimizing downtimes due to a lack 
of cleanliness is mitigated by a full pro- 
fessional cleaning once a year and a dust- 
up in the middle of the year." 



BONUS TIPS 



■ Ban cardboard boxes. 

Opening cardboard boxes in 
the data center and leaving 
them on the floor represents 
a dust hazard. Even when 
equipment is unpacked 
and the cardboard box is 
removed immediately from 
the data center, doing so 
generates unwanted dust 
and particulates, which can 
clog air intakes in servers 
and airflow ducts. "Besides 
posing a fire hazard, dust 
built up over time from card- 
board boxes can cause a 



failure, whether that is failure 
of the SAN or a component 
overheating — and that is 
just touching on a few things 
that can happen," says Brad 
Kowal, assistant data center 
director for Shands Health- 
Care in Florida. 

■ Beware of soap and 

wax. The professional 
cleaning service has done 
its job of removing particles 
and contaminants. But you 
want the data center to be 
extra clean. Why not give it 



a mopping and even wax 
the raised floors? This is a 
bad idea, which can lead to 
static discharge problems. 
"Data centers are built to 
dissipate the static into a 
sophisticated grounding 
system, but when a residual 
case layer of wax or soaps is 
present, this grounding sys- 
tem may be bypassed and 
not allowed to do its job," 
says Jason Roth, national 
training director for Sterile 
Environment Technologies 
(www.set3.com). 
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one knows when or how disaster will 
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When disasters occur, there are significant 
costs in areas that go far beyond the simple 
replacement of damaged hardware. This is 
because what happens in the data center or other 
facility eftbcts the entire organization. If disaster 
strikes your facility, how will it impact business? 
Who will get the blame? Could it have been 
prevented? What will it cost? 
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Room Alert products monitor critical 
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air flow, motion and more, alert staff by any 
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Data Center Life Expectancy 

Learn What To Expect & How To Extend Your Data Center's Life Span 



by Dan Heilman 

■ • ■ 

A DATA CENTER IS NOT A PURCHASE tO 

be made lightly: After all, the total cost 
of ownership for a typical data center, 
including equipment, installation, and 
service, is substantial when added up 
over the life of the components. The trick 
is making that life a long, healthy one. 

How long can you expect your com- 
pany's data center to hold up, and what are 
some ways to prolong its use? 

Current Predictions 

Estimates on how long a data center 
can last — or should last — vary. It's been 
typical to keep a data center running for 
close to a decade, yet a recent survey by 
Gartner found that the optimal length 
of time to keep a data center running is 
seven years. 

Most data center equipment has a life 
expectancy of 10 to 12 years, accord- 
ing to Dr. Mickey S. Zandi, managing 
principal, consulting services, SunGard 
Availability Services (www.sungardas 
.com). But, he adds, computer resources 
often have life expectancies of three or 
four years and require more power and 
cooling with each update. That means 



Key Points 



• The optimal life span of a data center 
ranges from seven to 10 years. 

• Anticipating changes in power con- 
sumption is key when considering a 
new data center. 

• Virtualization and cloud computing 
could help data centers last longer. 



an organization could experience two 
generations of systems with no data cen- 
ter change, which Zandi says can be an 
ingredient for disaster. 

"A data center that is seven years or 
older will be struggling because the 
makeup and flow of devices will have 
changed from the initial implementa- 
tion," Zandi says. "As data centers 
update and change servers and storage 
devices, the technical requirements for 
cooling and airflow can also change dra- 
matically. Facilities need to be updated 
to keep pace." 

Factors To Consider 

When gauging data center life expec- 
tancy, Carl Cottuli, vice president of 
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product development and services 
for Eaton Wright Line (www.wrightline 
.com), says many companies make the 
mistake of letting the technology guide 
the business rather than the other way 
around. Just because data center equip- 
ment is due to be replaced doesn't neces- 
sarily mean it must be. 

"Rating a data center's life expectancy 
should start from the business end, not the 
tech end," Cottuli says. "Determining the 
size of a utility service is starting at the 
wrong end of the equation. The company 
may still be able to get life out of the sys- 
tem. The same holds true with all other 
layers in the data center infrastructure 
also, like servers, network infrastructure, 
and physical support. Again, the question 
is, 'Will these current elements support 
where we want to take our business?'" 

To others, it's more prudent to take 
a more aggressive approach to cycling 



letting its age affect productivity and busi- 
ness goals? One method is to take away 
work that the data center doesn't necessar- 
ily have to do, according to Zandi. 

"One effective way for companies to 
counter outdated data centers is by explor- 
ing what I call 'smart out-tasking,' espe- 
cially cloud and utility-based computing," 
he says. "That can help companies main- 
tain a resilient infrastructure without hav- 
ing to make new capital expenditures in 
their internal data centers." 

Gilmore adds that planning for ongo- 
ing power consumption — including such 
external factors as rate fluctuations — is 
a good example of thinking for the long 
term. "Underestimating power consump- 
tion during an upgrade can be a very 
costly mistake," he says. "As companies 
upgrade and change systems, they need to 
recognize their power requirements may 
change dramatically and update them." 



"Rating a data center's life expectancy 
should start from the business end, 
not the tech end." 



Eaton Wright Line's Carl Cottuli 



through data center equipment, keeping 
in mind that your company's needs could 
very well change before your equipment 
is due to be replaced. 

"Most of the data centers that I've 
worked on plan for an average of five 
years of life expectancy, based on factors 
such as data growth, bandwidth through- 
put, and technology improvements," says 
Mark A. Gilmore, president of Wired 
Integrations (www.wiredint.com). "You 
want to ask yourself, 'How much data 
growth do we anticipate? How will that 
data growth affect network bandwidth? 
What technology improvements or 
changes do we foresee that could poten- 
tially impact the data center?'" 

Extend Ttie Expectancy 

So how does one go about maximizing 
the life span of the data center without 



"Energy efficiency is clearly a big fac- 
tor when it comes to decision making 
about new data center construction or 
retrofitting older data centers, as well 
as figuring data center life expectancy," 
Cottuli adds. 

Lool(ing Atiead 

What factors will affect the life span 
of the data center of 2020? One ele- 
ment will likely be virtualization and 
the decreasing need for data centers to 
perform many of the onsite tasks they're 
expected to perform now. 

"The life expectancy of a data center 
could certainly change based on an unex- 
pected shift in technology," Gilmore says. 
"I think virtualization has had a big impact 
on data centers' life expectancy and will 
extend many data centers beyond their 
normal expectancy." 13 



One-Time Upgrades: Worth The Effort? 

One feasible way to extend the life of the data center is to perform upgrades and improve- 
ments over the life of the center. But experts aren't convinced that a one-time upgrade will 
have a dramatic effect on overall life expectancy. 

"A one-time upgrade can help a data center if there is an imbalance in the three big elements 
that support it: space, power, and cooling," says Carl Cottuli, vice president of product devel- 
opment and services for Eaton Wright Line (www.wrightline.com). "And if a company has 
enough space and power but needs more cooling capacity, a one-time upgrade will provide a 
little life extension." 

But, he adds, "if more than one of these elements are out of balance with each other, then 
a deeper look at business goals and how to upgrade the data center" is more valuable than 
simply buying time via upgrading. 

"One-time upgrades can have a big impact depending on the upgrade and how well it is thought 
out," says Mark A. Gilmore, president of Wired Integrations (www.wiredint.com). "If a company 
is doing very well and the data center requires an upgrade, thinking for the long term and not 
the short is critical." 
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Are We Facing 
A Power Shortage? 

Upcoming Summertime Cooling Demands Renew Concems Over Electricity Shortages 



by Cynthia Harvey 
■ • ■ 

As SUMMER APPROACHES, many Americans 
start envisioning relaxing sunny days at the 
beach. But for data center managers, summer 
weather brings a big concem: Will the high 
loads caused by summer cooling result in 
power shortages? 

The answer depends on a large number 
of factors that interact in incredibly complex 
ways. First, you have to consider demand — 
that is, how much electricity U.S. homes 
and businesses will be using. According 
to the U.S. EIA's (Energy Information 
Administration's) most recent Short-Term 
Energy Outlook (published in March), 
total electricity consumption in the U.S. is 
expected to be up slightly this year — a 0.5% 
increase. Fortunately, the same EIA report 
predicts that electricity generation will also 
increase slightly (0.2%) to help meet that 
increased demand. 



enforcing reliability standards. In its most 
recent Long-Term Reliability Assessment 
(published in October 2010), NERC writes, 
"The electric industry has prepared adequate 
plans for the 2010-2019 period to pro- 
vide reliable electric service across North 
America." But in the very next sentence, it 
qualifies that assertion, saying, "However, 
many issues may affect the implementation 
of these plans." (NOTE: The next edi- 
tion of the Long-Term Reliability Assess- 
ment is due for release in May; no figures 
from that edition were available at tlie time 
of this writing.) 

Are data centers more likely than usual 
to experience power shortages this sum- 
mer? The short answer is that experts 
don't think so, but they don't really know 
for sure. That's because demand for elec- 
tricity depends on two factors that are 
notoriously difficult to predict: the weather 
and the economy. 



Key Points 



• Experts say this summer should be cooler 
than last, driving energy consumption down 
and making power shortages less likely. 

• If the economy recovers more quickly 
than expected, it could put a strain on 
energy supplies. 

• Data centers use a significant amount 
of energy — 1.5% of the electricity con- 
sumed in the United States. 



U.S. Total Electricity Consumption 



billion kilowatthours per day 
12 



11 



10 



change from prior year 

Forecast 



' Consumption 



- 2.8% 



2.1% 



Annual growth 

2.8% 



0.8% 12% 




0.2% 




-0.7% .o.g% 

-4.0% 

2000 2001 2002 2003 2004 2005 200G 2007 2008 2009 2010 2011 2012 

Source: Short-Term Energy OLrttook, March 20 11 




A chart from the Energy Information Administration shows U.S. energy consumption in the past decade. Particularly of note Is the dip In consumption in 2009, 
during an unusually cool summer, followed by a big jump for 201 0's hot summer. Though 2011 should be relatively stable, the EIA predicts consumption to 
continue on an upward trend in the years to come. 



However, even though supply looks to be 
adequate to meet projected demand, that still 
doesn't answer the question of reliability. For 
that, experts must consider the likelihood of 
disasters damaging power plants or trans- 
mission Unes, how much reserve generation 
capacity utilities have, whether transmission 
Unes are adequate, economic trends, the fluc- 
tuating supply of wind and solar energy, fuel 
prices, and a whole host of other factors. 

The NERC (North American Electric 
Reliability Corp.) is in charge of evaluating 
the reUabiUty of utiUties and developing and 



The Biggest Impact: The Weather 

According to Marie Rinkoski Spangler, 
mathematical statistician for the EIA, 
"Weather plays a huge part in determin- 
ing peak loads." To account for the impact 
weather will have on energy supplies, 
experts use a measurement called "cooling 
degree days." To calculate cooling degree 
days, statisticians first add together the 
high temperature and the low temperature 
for a given day and divide by two to deter- 
mine the mean temperature. They then 
compare the day's mean temperature to 65 



degrees Fahrenheit. Every degree above 
65 F is one cooling degree day. For exam- 
ple, if the high for the day is 80 F and the 
low is 60 F, the mean temperature is 70 F, 
for a total of five cooling degree days. 

Last year's summer was particularly hot 
in much of the United States, with a total 



of 1,468 cooling degree days. For 2011, the 
forecast calls for 1,234 cooling degree days 
(16% fewer). As a result, Tyler Hodge, an 
industry economist for the EIA, says that 
overall power consumption this summer will 
be down 0.1% from last year. The cooler 
weather will particularly impact residen- 
tial consumption, which Hodge says will 
decrease 2.2% compared to last summer. 
That's good news for data centers because it 
means more energy will likely be available 
for commercial and industrial customers — if 
the weather predictions are correct. 



More Uncertainty: The Economy 

Although data centers and other com- 
mercial and industrial customers will 
experience the same cooler weather 
as residential customers, the EIA pre- 
dicts that their electricity use will actu- 
ally increase slightly year-over-year. 
According to Hodge, commercial utility 
I customers will see a 0.9% increase this 
summer, and industrial customers will 
have a 1.8% increase. "Most of what's 
driving that is just the improvements in 
the overall economic situation," Hodge 
notes. "The colder projected summer 
offsets some of the growth due to the 
improvement in the economy." 

According to NERC, the recent eco- 
nomic recession caused a reduction in 
power consumption. "For two consecu- 
tive years, both peak demand and ener- 
gy projections have shown significant 
decreases," the report finds. Ironically, 
as the economy improves, that could 
create more difficulties for data centers 
because the growing economy places a 
larger strain on power supplies. 

In fact, the NERC report says that if 
the economy recovers more quickly than 
expected, "rapid demand growth in a 
short term can create reliability issues." 
It adds, "The severity of the recent 
recession, coupled with the uncertainty 
of the recovery magnitude, renders near- 
term demand estimates uncertain." 

The Role Of Data Centers 

As data centers have grown increas- 
ingly important for enterprise success, 
they've also grown to consume more 
and more energy. According to the 
U.S. Department of Energy's Office 
of Energy Efficiency and Renewable 
Energy, a data center can consume 
up to 100 times as much energy as a 
typical office building. A 2007 EPA 
(Environmental Protection Agency) 
report to Congress found that data cen- 
ter use had doubled in the previous 
five years and that all U.S. data centers 
combined consumed 61 billion kilo- 
watt-hours of electricity in 2006. For 
comparison, that's more electricity than 
is used by all of the color televisions 
in the United States, and it's roughly 
equivalent to the power used by 5.8 
million average U.S. households (about 
5% of all homes in the country). 

In light of these facts, the EPA 
asserted in its report, "The energy used 
by the nation's servers and data cen- 
ters is significant." In all, the data cen- 
ters in the country together account for 
about 1.5% of the total consumption of 
electricity in the United States or about 
0.2% of the world's total energy pro- 
duction. That might seem like a small 
percentage, but the EPA also deter- 
mined that if all of those data centers 
adopted state-of-the-art energy effi- 
ciency measures, it could reduce the 
projected future load that data centers 
put on the country's power supplies by 
23 billion to 74 billion kilowatt-hours. 
That's the equivalent of 15 new power 
plants, not to mention that it could save 
U.S. companies $5.1 billion. 

No one can say for certain wheth- 
er data centers will experience power 
shortages this summer and in the future. 
The weather, the economy, and the 
potential for natural disasters or other 
events could completely upset the best 
expert predictions. However, as data 
centers become more energy-efficient, 
they can have a positive impact on 
power supplies, as well as on their com- 
panies' financial reports. 
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m McAfee Acquiring Sentrigo 

Security software firm IVIcAfee has agreed 
to buy database security, management, and 
compliance vendor Sentrigo of Santa Clara, 
Calif. McAfee, itself recently acquired by Intel, 
is expected to close the deal by the end of this 
month under undisclosed terms. Sentrigo is 
a privately held company that has partnered 
with McAfee in recent years, notably providing 
OEM wares released as McAfee Vulnerability 
Manager for Databases, McAfee Database 
Activity Monitoring, and McAfee Integrity Moni- 
toring for Databases. Sentrigo also brings with it 
a Virtual Patching technology to secure databas- 
es for which patch installation must be delayed. 

■ IVIicrosoft Topples Rustock Botnet 

Working together, Microsoft employees and fed- 
eral authorities recently took down the infamous 
Rustock botnet, an operation that took control 
of home and office computers and used those 
"zombie" machines to send billions of spam 
emails every day. The botnet is said to have 
infected some 1 million computers, according 
to a lawsuit filed by Microsoft. Security experts 
have said that while Rustock typically accounted 
for about 39% of global spam, at its peak the 
botnet was responsible for almost half of the 
world's spam emails, many of which solicited 
inexpensive (and often bogus) medications via 
an Internet pharmacy. 

■ Microsoft Sues Over Android Devices 

Microsoft filed a lawsuit against bookseller 
Barnes & Noble and manufacturers Foxconn 
and Inventec alleging patent infringement 
regarding the Nook e-reader and other Android- 
based devices being sold under the Barnes & 
Noble umbrella. The items in question include 
user interface functionality such as Web brows- 
ing and using 
and reading doc- 
uments. Amazon, 
maker of the 
Nook competitor 
Kindle, and HTC 
are already part 
of Microsoft's 
intellectual property licensing program for 
Android device makers. Barnes & Noble may get 
an unfair price advantage by not paying royalty 
fees. Android platform maker Google, though not 
participating in the lawsuit on either side, publicly 
stated solidarity with its hardware partners. 

■ Federal Cyberattacks On The Rise 

The total number of cyberattacks fell last year, 
but attacks on the federal network actually rose 
by 39%, from 30,000 in 2009 to 41 ,776 in 201 0. 
The findings were detailed in a new report from 
the Office of Management and Budget that 
looked at incidents reported to U.S. CERT (the 
United States Computer Emergency Readiness 
Team). Phishing was once again the top threat 
on federal networks, accounting for 52% of 
the attacks. About 10.2% of the attacks were 
the result of Trojans, viruses, worms, and logic 
bombs, a percentage that's slightly higher than 
last year's. About 1 5% of the federal govern- 
ment's $80 billion annual IT budget, or about 
$12 billion, is spent on security, with much of that 
expense going toward personnel costs. 

■ IP PBXes Increasingly Targeted 

A recent report from Sipera's Viper Labs found 
that attacks against IP PBXes are on the in- 
crease. Abuse most commonly happens when 
criminals use brute force techniques to hack 
PBX systems and place fraudulent long-distance 
calls. The report found that these attacks typi- 
cally target SMBs, which can often result in big 
financial losses for the company. A separate 
related report from Cisco notes that VoIP hacks 
are also used to support a technique called vish- 
ing, which is telephone-based phishing. One of 
the most popular vishing targets is the FDIC, 
with scammers calling U.S. consumers to tell 
them they are delinquent on loan payments. 
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A More Efficient 
Grommet 

The KoldLokWave From Upsite Technologies 
Helps To Eliminate Bypass Airflow In The Data Center 



Nathan Lake 

A STUDY DONE BY Upsite Technologies 
on 19 computer rooms (totaling more than 
204,400 square feet) found that 60% of 
cooled air is not reaching the air intakes 
of IT equipment. Much of the wasted cool 
air comes from the bypass airflow that 
escapes through cable cutouts, holes under 
cabinets, and gaps in tiles or the perimeter 
walls. Wasted conditioned air often results 
in higher intake temperature, hot spots, 
higher PUE (power usage efficiency), and 
overall increased cooling costs. 

The KoldLok Wave from Upsite Tech- 
nologies (www.upsitetechnologies.com) is 
designed to seal out bypass airflow better 
than other grommets. 
According to Alaina 
Paradise, marketing 
director at Upsite 
Technologies, "The 
wave-shaped thermo- 
plastic elastomer mate- 
rial in the KoldLok 
Wave molds itself 
around cable bun- 
dles, unlike brush 
grommets, foam, or 
pillows." That means 
you'll experience high- 
er efficiency cooling 
and save money on 
air conditioning. 

Efficiency On Many Fronts 

There are several ways that the Kold- 
Lok Wave helps to save you money. 
"Better sealing means increased return 
air temperatures and lower total volumet- 
ric flow rate of air from cooling equip- 
ment," Paradise explains. "Increased air 



temperature improves available cooling 
capacity (which can translate to deferred 
capital expenditures on additional cooling 
capacity) and increase the sensible heat 
ratio, which reduces operating expenses." 




upsite 

technologies® 

A lower CFM (cubic foot per minute) 
required to cool the room also reduces 
operating expenses because facilities don't 
need to run as much fan horsepower. 

The KoldLok Wave can also help to raise 
static pressure and mitigate equipment heat 




loads, keeping IT equipment running cooler 
and air conditioning operating more effi- 
ciently. The static pressure under the floor 
is improved because the KoldLok Wave 
decreases the areas where undesirable air 
leakage can occur, and when the static 
pressure increases, more airflow is available 



Key Facts From Upsite's Bypass Airflow Study 

To help determine the actual conditions in the data center, Upsite Technologies and the Uptime 
Institute worked together to study 19 computer rooms that comprised 204,400 square feet of 
raised floor. Here are some of the key facts: 

• 1 0% of the racks in computer rooms studied had ambient temperatures of 75 degrees Fahrenheit 
or higher at the air intake at the top of the equipment rack. 

• Intermittent errors and outright hardware failure is three times more likely in the top third of the rack 
than it is in the bottom two-thirds. 

• Cooling overcapacity does not guarantee successful cooling. Two rooms in the study ran 1 6 times 
the cooling required for the computer heat load, yet one had 20% hot racks and cabinets, while the 
other had 7% hot racks and cabinets. 

• Only 40% of the cold air directly cooled the computer equipment. That means the other 60% was 
mixed with the exhaust air and exited with the heat load. The uncontrolled cooling hurts the equip- 
ment at the top of the rack. 

• Nearly every room had more than enough cooling capacity, but because of low static pressure from 
wasted airflow through unmanaged cable openings, all of the cooling units had to remain operational. 

• The poor static pressure caused vertical hot spots in locations where the supply of cold air was 
consumed by the hot equipment in the lower part of the rack. 



to the equipment that needs it. 

The KoldLok Wave needs no additional 
maintenance after it's installed, and with its 
split design, edge-cut tiles can be removed 
without capturing cables, simplifying reca- 
bling work. "Users can part the KoldLok 
Wave and shde the edge side off of the tile 
to create an opening between the tile edge 
and the cables in the middle of the grom- 
met," Paradise says. Overall, the KoldLok 
Wave features 45.5 square inches of usable 
open space, which is more than any compet- 
ing grommet and 169% more than a leading 
competitor. The Wave incorporates all the 
best features of the original KoldLok, and its 
new sealing technology molds around cables 
to seal out even more bypass airflow. 

Airflow Efficiency 
Professionals 

The KoldLok Wave 
is not a one-off solu- 
tion from Upsite Tech- 
nologies; in fact, 
it benefits from a 
decade of experi- 
ence in the airflow 
management arena. 
Upsite Technologies 
was founded in 2001, 
and it has quickly 
become a leader in 
high-availability data 
center solutions. Key 
areas of focus include 
removing hot spots 
and increasing energy efficiency. The 
Upsite Technologies lineup of prod- 
ucts includes HotLok Blanking Panels, 
KoldLok Grommets, and the Upsite 
Temperature Strip. 

Upsite also offers a suite of EnergyLok 
services that provide you with a step-by- 
step approach to increasing the overall 
health of your data center cooling environ- 
ment. The services include KoldSeminars, 
half-day, onsite seminars that help you 
understand the science of effective data 
center cooling; KoldCheck, a diagnostic 
service that examines your data center 
infrastructure and looks for ways to opti- 
mize the existing environment; KoldTune, 
which solves identified cooling-related 
problems; and KoldProfile, a service visit 
that will measure the health of your data 
center cooling in one to two hours and 
provide you with discussion of findings 
and a written report. 

Upsite Technologies 
KoldLok Wave 



(888) 982-7800 

www.upsitetechnologies.com 

A wave-shaped thermoplastic elastomer 
grommet designed to boost data center cool- 
ing efficiency by preventing bypass airflow. 
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BUYING GUIDE 




Buying Tips: 



Overhead & Underfloor 
Cable Management Solutions 



Key Terms 



by Blaine Flamig 

As Scott Jacobitti, national sales 
manager for Snake Tray (www.snaketray 
.com), apdy puts it, "15 years ago, cable 
management was almost nonexistent in 
the low-voltage world." Today, however, 
making some kind of cable management 
assessment is almost a given when putting 
together plans for a new construction or 
retrofitted project. In other words, buying 
and installing cable is not just a matter of 
slapping cable into place. The fact is that any 
contractor or designer must take into consid- 
eration cable type, cooling, reusabiUty, instal- 
lation, voltage, routing, space, expense, and 
numerous other issues when planning how 
cables will be managed. The following advice 
should help with the chore. 

Give due consideration. According 
to Jacobitti, cable management is one of 
the most underestimated areas on the job 
site. With new construction typically using 
upward of 15 systems that all require net- 
working, he says, cables are being installed 
in just about every open space available. 
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To maintain proper segregation among the 
system and assist in reducing back-end costs 
associated with MAC work, cable manage- 
ment is a must, he says. 

When using cable trays, Jacobitti advis- 
es every buyer, contractor, and designer 
to consider how they will negotiate direc- 
tional changes that are necessary in routing 
cables. A form-fitting tray, for example, is 
better-suited for the task compared to a rig- 
idly constructed tray that lacks flexibility, he 
says. Other considerations include how the 
trays will be supported and how you'll bond 
them together (factors that can increase the 
project's total cost); how many cables will 
be installed in the trays; whether cable trays 
are available in specific sizes; whether trays 
can be nested for dense packaging, resulting 
in cheaper shipping than bulky products; 
and future plans for the facility in which the 
trays will be installed. 

Plan ahead. JR Rodrigues, president 
of NetCablesPlus (www.netcablesplus 
.com), recommends using multiple colors 
of cable ties, which will assist in color- 
coding bundled cables and thus help cre- 
ate at-a-glance data center organization. 
Additionally, Rodrigues says, because 
data center configuration changes are 
inevitable, you should consider whether 



Raceways. Plastic or metal troughs or chan- 
I nels that hide wires and cables while protect- 
ing them from physical damage. 

UL Listing. Short for Unden/vriters Laboratory, 
an independent safety certification organiza- 
I tion that's tested products and written associ- 
ated standards for many decades. The stan- 
dards ensure products won't cause electrical 
hazards in mission-critical facilities. 

the cable management product you're eye- 
ing is reusable. 

To produce a clean, professional 
look for installation near server racks, 
Rodrigues says, buyers should consider 
using rack-mountable cable management 
panels that feature specially designed 
troughs to store excess cable. When buy- 
ing cable straps or ties, he adds, be certain 
you're buying the right length. For exam- 
ple, a 6-inch strap will hold about a 1.25- 
inch diameter of bundled cables, while an 
11-inch strap will hold about a 2.5-inch 
diameter of bundled cables. 

Make a tight seal. For installations that 
will rely on using raised-floor grommets, 
Cassie Fyten, sales manager at PDU Cables 
(www.pducables.com), stresses that cable 
openings that are left unsealed can be a sig- 
nificant source of valuable cool-air loss, 
which in turn can lead to hot spots, cooling 
inefficiencies, and increased costs for the 
company. Thus, designers should consider a 
floor grommet that includes sealing traits 
and that will help increase equipment lon- 
gevity by reducing bypass air loss. IBI 



Processor Showcase 

The Processor Showcase provides a 
quick glimpse of data center products 
available from some of the industry's 
leading manufacturers. Each Showcase 
provides information on the product's 
most important features, complete with 
a product photo, to simplify your 
buying process. 



Product manufacturers and resellers: 

To list your products, call (800) 247-4880. 



Processor is now on 
Facebook and Twitter! 

Follow us at www.twitter.com/ProcessorPub 
or search for "Processor" on Facebook Groups 




PROCESSOR 

Call (800) 81 9-901 4 to subscribe to Processor or goto 
www.processor.com to read articles and view ttiousands 
ot products online tree of charge to qualified readers. 
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Per-Outlet-Power-Sensing (POPS) CDU 




Power Information 




Per Outlet Includes: 




• Current load (A) 




• Voltage (V) 




• Power (kW) 




• Apparent power (VA) 




• Crest factor 




• Power factor 




This information can be used to 




calculate the PUE and DCiE from 




The Green Grid, which in turn 




will allow data center managers 




to make informed intelligent 




decisions about their facilities. 
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Physical Infrastructure 




Sentry Power Manager (SPWI) 

SPM is a 1 U appliance and software package capable of 
monitoring and managing multiple PDUs in IP-based 
enterprise networks. 

• Global view of power • Group outlets or branches 

• Temperature monitoring • Database to store 

• Trending, graphing, and reporting information 

• Manage outlets globally • Auto-discover PDUs 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 




Server Technology, Inc. 



Physical Infrastructure 




CS-6HD/HY 50/60A 3Ph 6xL6-30R 

Introducing the unique 50/60A three-phase Smart CDU 
designed especially for Cisco Nexus 7000s. 

• A NEMA locking outlet solution for high-density applications 

• Reliable three-phase power distribution 

• Local and remote power monitoring and environmental 
monitoring via IP 

• Link to an expansion unit for more outlet 



Server Technology 

Wilier ftu It*. Dala CEnfer Ji^iipwtiT Csbinpl 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 



USB Interlace 



Rugged Plastic Enclosure 



High Accuracy Digital 
Temperature Sensor 




$129.99 

Free Shipping 



TEIVIPERATURE@LERT 

' Notifies You Via Email Of Changes In Room Temperature 

' Runs On All Windows Platforms 

' Logs To TXT, Temperature Graph, Event Log, and XML 

' Runs As A Windows Service 

' SNMP Support 

' Free Shipping 



TEMPERATURE@LERT" 

USB TEMPERATURE MONITOR WITH EMAIL M£RTS 

Temperature@lert 

(866) 524-3540 
www.temperaturealert.com 
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^erhead & Underfloor Cable 



Black Box 

Cable Support Hangers 




Cable support hangers from Black Box hold the same 
amount of cable as J-hooks and provide sturdy support 
for all communication cable types (CAT 5/5e/6 and fiber) 
without sagging, bending, or damaging cable. The stack- 
able loops can be mounted and rotated in any direction 
on a beam. Flexible, non-metallic, and easy to use, the 
loops are more cost-efficient than traditional management 
methods. The hangers can hold bundles weighing up to 
75 pounds. 

• Plenum-rated and UUCSA-listed 

• Holds up to 1 00 CAT 5 cables in a 5-inch hanger 

• Product codes CH20-1 OPAK, CH25-1 OPAK, and 
CH50-10PAK 

Best For: Hanging communication cable bundles in 
environmental air handling spaces. 

Price: Starts at $5.39 for 10-pack of 2-inch hangers 

Contact: (888) 433-5049 I www.blackbox.com 



Black Box 

Fiber Optic Storage Rings 




Black Box's Fiber Optic Storage Rings safely store 
excess fiber optic cable with proper bend radius main- 
tenance and kinking prevention. Available in 12- and 
24-inch diameters, the rings hold 30 to 50 feet of 
excess cable and are designed for use in entrance 
facilities, intermediate and main distribution frames, 
and wiring closets. 

• IVIount to walls with wood screws 

• Lifetime guarantee 

• Product codes: F0SR1 2, FOSR24 

Best For: Storing excess fiber cable in entrance facilities 
and intermediate and main distribution frames. 

Price: Starts at $29.95 for 12-inch diameter 

Contact: (888) 433-5049 I www.blackbox.com 



CableOrganizer.com 
Panduit Pan-Way Metal 
Surface Raceway System 




These innovative metal raceways use a patent-pending 
bonding design that provides full continuity of the ground 
path between fittings and channel. Made of galvanized 
steel with a 600-volt rating, the raceway can route, pro- 
tect, and conceal power wiring or communication cabling. 

• Snap-mount assembly reduces installation time for 
contractor labor savings 

• Full assortment of fittings, junction boxes, faceplates, 
and accessories included 

• 20-year manufacturer performance warranty 

• UL Standard 5 

• Compliant with RoHS Directive 2002/95/EC, NEC 
Article 386, and CEC Rule 12-1600 

Best For: New construction or retrofit projects. 

Price: Starts at $76.78 



NetCablesPlus Fiber 
Surface Mount Box (6- or 
12-Port Configuration) 




Designed for multimedia and optical fiber networking 
applications, NetCablesPlus Fiber Surface IVIount Boxes 
are suitable for overhead cabling projects and feature 
write-on designation labels and port icons for easy iden- 
tification. The boxes use 1 -inch-high snap-in modules for 
different jack and connector configurations and are avail- 
able with six or 12 ports. Breakouts on three sides allow 
for raceway or cable entry, and modules can be snapped 
out of the box's front for making changes without open- 
ing the box. 

• Studs for cable tie fastening 

• Breakouts available in 0.75- X 0.5-inch, 1.125- x 0.75- 
inch, and 1 .75- x 1 -inch sizes 

• Suitable for Ethernet, AV, and other applications 

• Studs for cable tie fastening 

Best For: Any data center cable management application. 



PDU Cables UL Listed Power 
Distribution Cable Assemblies 




PDU Cables is the leading manufacturer of UL Listed 
power distribution cable assemblies to the data center 
market, being fast, reliable, and knowledgeable while 
remaining cost-effective in providing the industry's 
highest quality power cables. Leading in innovation, 
PDU Cables is the first cable assembly company to 
introduce colored conduit to the power distribution 
market, the first company to gain a UL Listing, and 
the first to introduce the Power Cable and Equipment 
Configurator. Centrally located in IVIinneapolis, Minn., 
PDU Cables provides customers with 24-hour turn- 
around and standard transit times of one to three days 
to most U.S. locations (cable expedition available). 
Currently more than 5,000 data centers use PDU 
Cables' products to save time and labor and to reduce 
overall project costs. 

• UL Listed and tested power distribution cables 

• Molded cord assemblies 

• Drop-down SO cord 

Best For: Raised floor data center applications. 



Rackmount Solutions 
Neat-Patch Cable Organizer 




Tired of messy networks? Place the Rackmount 
Solutions Neat Patch kit between a switch and a patch 
panel, and you'll never have another cable mess. We 
guarantee it! 

• Promotes bend radius compliance in patch 
cable management 

• Patch cables are easier to trace from panel 
to electronics 

• Priced less than the leading brands of horizontal 
management 

• Uses a patented plastic molded design that is non- 
conductive. Wire with confidence as there will be no 
electrical issues such as surges and grounding since 
the plastic fingers are not riveted to metal or metal 
D-rings. 

Best For: Enterprises building a new network or wanting 
to clean up an existing installation. 

Price: Starts at $59.34 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



Contact: (866) 631-4238 I www.pducables.com 
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Management 



Compiled by Blaine Flamig 



CableTiesAndMore.com 
Wire Tral< Raceway In A Box 




The Wire Irak Raceway In A Box dispenses ready-to- 
use raceways straiglit from the box, saving installation 
time through pull-and-cut ease with no waste. Extra 
raceway can be pushed back through the forming/recoil 
device, with cable recoiling itself in the box. 

• Hinged with a pre-applied peel-and-stick adhe- 
sive backing 

• Cables and cords are easily accessible after installation 

• Paintable, UL 94 VO-rated material 

• Available in 0.75- x 0.5-inch (WxH), 1 x 0.5-inch 
(WxH) , and 1 .5 X 0.75-inch (WxH) sizes in 50- or 1 00- 
foot rolls 

Best For: Cable management in environments that call 
for customizable raceway lengths. 

Price: Starts at $46.25 per 50-foot raceway 



Cliatswortli Products 
Velocity Cable 
Management 




Velocity Cable Management from Chatsworth is an eco- 
nomical solution for everyday use in telecommunication and 
equipment rooms and lab spaces that creates a complete 
vertical and horizontal pathway for premises cabling and 
patch cords on Chatsworth's Rack Systems. An available 
Standard Pack saves on ordering and shipping times by 
combining Chatsworth's Standard Rack with Velocity Cable 
Management in one carton with a single part number. 

• Single- and double-sided vertical managers and horizon- 
tal cable manager included 

• Tool-less, snap-together assembly 

• Large cross-section provides abundant space for cables 

• T-shaped cable guides organize cables by rackmount unit 

• Included snap-on covers secure and protect cable 

Best For: Any equipment room, office space, or data center. 



Claytek Cable Management 
Rack Kits 




Cable Management Rack Kits from Claytek provide an easy 
way for you to protect and organize your data center cables. 
The Claytek Cable Management Rack Kits come in two 
versions: the WA-CM1 UB 1 U kit and the WA-CM2UB 2U 
kit. Both are designed for easy management and grouping 
of cables. 

• 1 U version measures 1.73 x 19 x 2.81 inches (HxWxD); 
2U version measures 3.46 x 19 x 2.81 inches 

• RoHS-compliant 

Best For: Simplified cable management and protection. 
Contact: (888) 989-1 189 1 www.istarusa.com 



Rackmount Solutions Rack-ups 




The Rack-ups wire management straps from Rack- 
mount Solutions are designed to help manage and 
safely secure electrical, CATV, and fiber-optic cables. 
Made from Velcro® hook-and-loop tape, Rack-ups will 
not cut or pinch cords like plastic ties. The hook-and- 
loop tape makes it easy to adjust, remove, and/or add 
cords. These straps have a 0.25-inch brass grommet, 
so they can be nailed or screwed to equipment racks, 
brackets, shelving, walls, and ceilings, keeping cords 
safely out of the way. 

• Available in three models: plain, grommet, and buckle 

• 0.75- X 9-inch hook-and-loop tape 

• Comes in black, with other colors available on request 

Best For: Data centers in need of an easy way to better 
organize and manage cabling. 

Price: $7.50 (plain, pack of 10); $9.95 (grommet, pack of 
10); $12. 97 (buckle, pack of 10) 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



Snake Tray Bendable Cable Trays 




Hand-bendable cable trays from Snake Tray can be 
mounted directly to the floor or suspended from access floor 
pedestals. Trays bend around obstacles and install quickly 
via built-in mounting hardware. Snake Canyon and Snake 
Tray Bendable systems can be stacked for low-cost shipping 
and easy handling. Additionally, Snake Canyon systems can 
be immediately integrated with structural elements already in 
place in access floors to create an underfloor cable manage- 
ment approach that drastically reduces installation costs. 

No onsite fabrication required 
Trays connect together with one connector 
Mount to floor with built-in mounting rings 
Open architecture allows for loading cables from 
any direction 
UL Listed 

One-piece drop-in module 
Available for all floor types 
Movable and reusable 
Design ensures proper airflow 
Power module accessories available 

Best For: Government, retail, education, financial, indus- 
trial, marine, and other industries. 



Snake Tray Mega Snake Cable 
Management Solutions 




The high-capacity, overhead Mega Snake cable tray 
comes in premanufactured sections with a built-in mount- 
ing system for quick installation. Accessories include a 
series of power modules that deliver power overhead 
quickly and efficiently. 

• Patented accessory rail for hanging additional cable 
trays, patch panels, or power modules 

• Trays stack together to save on shipping 

• Built-in suspension system eliminates mount- 
ing hardware 

Best For: Companies with high-capacity cable manage- 
ment needs. 
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Drtable Cooling 



Black Box 24U ClimateCab 
NEMA 12 Server Cabinet 




Climate-controlled protection found in Black Box's 
24U ClimateCab Server Cabinet lets you install serv- 
ers without tlie need for additional cooling or costly 
infrastructure. These enclosures are NEMA 12 rated, 
meaning they are ideal for use in indoor locations with 
falling dirt; circulating dust, lint, and debris; and drip- 
ping or splashing liquids. 

• Save energy by cooling just the cabinet 

• Includes a 6,000 BTU air-conditioning unit 

• NEIVIA 12 rated for protection 

• Only 51 X 28 X 31 .5 inches, so it can fit where 
space is limited 

Best For: Housing network equipment outside the 
protection of a climate-controlled data center. 

Price: $4,249.95 

Contact: (877) 877-2269 I www.blackbox.com 



Black Box 42U ClimateCab 
NEMA 12 Server Cabinet 




The Black Box 42U ClimateCab NEIVIA 12 Server 
Cabinet can accommodate larger systems that reside 
in areas without adequate climate controls, letting 
users avoid making costly infrastructure changes. 
These enclosures are NEMA 12 rated for use in 
indoor locations with falling dirt; circulating dust, lint, 
and debris; and dripping or splashing liquids. 

• Save energy by cooling just the cabinet, not the 
entire room 

• Includes an 8,500 BTU air-conditioning unit 

• NEMA 12 rated for protection 

• 40-inch depth accommodates most servers 

Best For: Server installations outside the protection 
of a climate-controlled data center. 

Price: $5,499.90 

Contact: (877) 877-2269 I www.blackbox.com 



Black Box ClimateCab NEMA 12 
Wallmount Cabinet 



Secure wallmount ClimateCab cabinets from Black 
Box provide a compact way to protect and cool sensi- 
tive components. Users can install the NEMA 12 rated 
wallmount cabinets in indoor environments where fall- 
ing dirt; circulating dust, lint, and debris; and dripping 
or splashing liquids would otherwise cause problems 
for equipment. 

• Compact wallmount design saves space 

• Operates on a standard 1 1 5V power source 

• Single- or double-hinged 

• Choose from a cabinet with a fan or an 800 BTU 
air-conditioning unit 

Best For: Remote sites that have limited space and 
conditions that are potentially damaging to delicate 
electronics. 

Price: $2,695.95 for single-hinged and $2,795.95 for 
double-hinged 

Contact: (877) 877-2269 I www.blackbox.com 



MovinCool Office Pro W20 




The latest addition to MovinCool's portable air condition- 
ers, the Office Pro W20 has an impressive 1 5,700 BTU/ 
hr cooling capacity. Because the unit is watercooled, 
customers need not worry about locating the Office Pro 
W20 in areas without local hot air exhaust: The unit sim- 
ply requires a water supply and a standard 1 15V outlet. 

• Programmable digital controller enables weekend 
and after-hours cooling 

• UL listed for safe operation 

• Accepts a wide water supply temperature range 
(40 to 90 F) and a minimum water pressure of only 
12 pounds per square inch 

• Connects to a fire alarm system to allow emer- 
gency shutdown 

Best For: Office spaces and IT equipment rooms 
where heat exhaust is not available. 

Price: $4,375 

Contact: (800) 264-9573 
www.movincool.com/dealer.php 



MovinCool Office Pro 12 
sold by Rackmount Solutions 




The MovinCool Office Pro 12 is a portable spot-cooling 
air conditioner designed to lower operating tempera- 
tures of computers and networking, communications, 
and office equipment to maximize reliability and hard- 
ware life span. The Office Pro 12 is self-contained, 
portable, and features an electronic thermostat and a 
programmable control panel for tailored cooling when 
and where you need it most. 

• Provides 12,000 BTU/hr of cool air maximum 
spot cooling 

• Programmable digital controller 

• Operates on a standard 1 1 5V power source 

• No costly installation necessary 

• Maintains ideal operating temperature for 
heat-sensitive electronics, down to 65 degrees 
Fahrenheit 

Best For: Offices filled with heat-generating electronics. 
Price: $3,295 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



MovinCool Office Pro 18 
sold by Rackmount Solutions 




The MovinCool Office Pro 18 offers superior cool- 
ing capacity without requiring a nonstandard power 
source. This portable air conditioner protects sensitive 
data and electronic systems from loss and failure, act- 
ing as an insurance policy for your infrastructure. The 
Office Pro 18 features an intuitive control panel that 
lets users designate when the unit operates. 

• Provides 16,800 BTU/hr of cool air maximum 
spot cooling 

• Operates on a standard 1 15V power source 

• Programmable controls enable weekend and 
after-hours cooling 

• No costly installation necessary 

• UL Listed for safe operation 

Best For: Heat-sensitive office and data systems. 
Price: $3,655 

Contact: (866) 207-6631 I www.rackmountsolutions.net 
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KwiKoolKPO 12-23 
& 12-43 12-TON 




The KwiKool KPO portable air conditioners deliver a 
powerful 12 tons (139,400 BTU/hr) of cooling capacity 
in a compact size. The unit measures only 62 x 32 x 
64 inches — about the size of a typical 5-ton unit — and 
it's small enough to fit through a standard door. 

• Condenser and cold supply and return air can 
be ducted up to 60 feet using high-static blowers 

• Internal circuit breaker allows easy hookup to 
208/230-volt (12-23) or 460-volt three-phase 
(12-43) models 

• Integrated phase and power monitor provides 
protection from electrical power quality issues 

• Low ambient temperature controls with a con- 
denser operating range of 30 to 100 degrees 
Fahrenheit 

Best For: Large computer rooms and emergency 
cooling during outages. 

Price: Rentals from $450 per day or $1 ,325 per week 



KwiKool SAC 1411 




As one option in KwiKool's Strategic Air Center series 
of portable spot coolers, the SAC 141 1 features 
microprocessor digital controls and an Easy-Touch 
control panel. The unit is an air-cooled, 1.15-ton por- 
table spot cooler that operates on a 1 15V/15A circuit. 
The SAC 141 1 also supports 460 CFIVI evaporator 
airflow and 1 ,200 CFIVI condenser airflow. 

• Provides 13,850 BTU/hr of cool air at 95 degrees 
Fahrenheit at 60% RH 

• Operates on a standard 1 1 5V power source 

• Operating range between 60 and 110 degrees 
Fahrenheit 

• Easy-access hinged panel with Kwikloks 

Best For: Computer room, server closet, or ware- 
house use. 

Price: $3,495 



MovinCoolCM12&CM25 




The MovinCool CM12 and CM25 are ceiling-mounted 
air conditioners that are just 15.5 inches (CM 12) and 20 
inches (CU2S) tall, making them compact enough to fit 
above a drop ceiling for spot cooling space-limited instal- 
lations and server rooms. The units free up valuable floor 
space and feature built-in flanges and mounting brackets. 
The Cl\/I25 features a wall-mounted electronic controller 
that lets users monitor and troubleshoot problems. 

• The CM12 provides 10,500 BTU/hr of cool air at 80 
degrees Fahrenheit at 50% RH and operates on a 
standard 1 1 5V power source 

• The CM25 provides 25,000 BTU/hr of cool air at 80 F 
at 50% RH and operates on a 208/230V power source 

• Can fit into tight ceiling spaces, freeing up floor space 

Best For: Space-limited equipment rooms and cramped 
server and telecom closets. 

Price: $2,895 (CM12), $6,995 (CM25) 

Contact: (800) 264-9573 
www.movincool.com/dealer.php 



MovinCool Office Pro 36 
sold by Rackmount Solutions 




The MovinCool Office Pro 36 delivers 36,000 BTU/hr of 
spot cooling for sensitive equipment. The portable, self- 
contained air conditioner requires no costly installation 
and features an intuitive control panel that lets users pro- 
gram the unit to operate after hours or on the weekend. 

• Provides 36,000 ETL-verified BTU/hr of cool air 
maximum spot cooling 

• Operates on a 208/230V power source 

• Features an AFCI plug for added safety against 
electrical arcing 

• Supports plug-and-play condensate pump 

• Easy-to-use programmable controls 

• Self-contained, portable, and easy to set up 
and operate 

Best For: Servers, routers, telecommunications, and 
other heat-sensitive equipment. 

Price: $6,980 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



MovinCool Office Pro 60 
sold by Rackmount Solutions 




The MovinCool Office Pro 60 delivers up to 60,000 
BTU/hr of cooling capacity. This portable air con- 
ditioner is designed to manage temperatures for 
computer networks, communications equipment, and 
office electronics. The self-contained Office Pro 60 is 
easy to install — ^just position the wheeled unit, plug it 
in, and turn it on. 

• Programmable digital controller enables weekend 
and after-hours cooling 

• Operates on a 220V power source 

• Provides cooling in the low 60s to maximize the life 
span of heat-sensitive electronics 

• Condensation pump included for uninterrupted 
operation 

• UL Listed for safe operation 

Best For: Large office spaces and computer rooms 
filled with heat-sensitive electronics. 

Price: $9,995 



MovinCool Office Pro 63 
sold by Rackmount Solutions 




Like its sibling the Office Pro 60, the MovinCool Office 
Pro 63 delivers up to 60,000 BTU/hr of cooling capac- 
ity and is ideally suited for the demands of large office 
spaces and heat-sensitive electronics installations. This 
portable air conditioner is self-contained and operates 
on 460V power for as little as 15 cents per hour. 

• Programmable digital controller enables weekend 
and after-hours cooling 

• Provides cooling in the low 60s to maximize the life 
span of heat-sensitive electronics 

• Condensation pump included for uninterrupted 
operation 

• UL Listed for safe operation 

Best For: Large office spaces and computer rooms 
filled with heat-sensitive electronics. 

Price: $12,495 

Contact: (866) 207-6631 I www.rackmountsolutions.net 
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News 



Group "Chimes" In On 
Meaningful Use Stages 
For EHR Adoption 

The American Recovery and Reinvest- 
ment Act of 2009 provided financial incen- 
tives for the implementation of meaningful 
use of electronic health records for hospi- 
tals and physicians, as well as a timeline 
to full implementation. 

The criteria for what constitutes "meaning- 
ful use" are broken down into three stages. 
For Stage 1 , expected throughout this year 
and next, participating healthcare providers 
are to meet 20 of about two dozen possible 
objectives — 1 4 or 1 5 core objectives (for 
professionals and hospitals, respectively) 
and five others that each provider can 
choose from that best suits the provider's 
particular practice. In Stage 2 (expected in 
2013) and Stage 3 (expected in 2015), pro- 
viders must continue to make progress and 
meet additional core objectives. 

Concerns About Timeline 

Although it is fully in support of the potential 
and goals of the meaningful use program, 
CHIME, or the College of Healthcare Informa- 
tion Management Executives, recently voiced 
concerns about the timeline of Stage 2. 

"I think the program has enormous value. 
It provides incentives for eligible hospitals 
and physicians to both purchase electronic 
health record technology and to make use of 
it," says CHIME Senior Director of Advocacy 
Programs Sharon Canner. 

However, CHIME feels that providers need 
more time in Stage 1 before Stage 2 require- 
ments are handed down. "We [made our 
statement about Stage 2] as guidance, to be 
sure that the program and the promises it has 
made can really deliver within the realities of 
today's healthcare environment." 




Canner says many healthcare providers have 
already made significant investments to keep 
pace with the program's requirements, includ- 
ing purchasing software, hiring staff, and tak- 
ing the time to put it into practice. Pushing too 
hard toward Stage 2, she says, may leave 
some of those providers behind. 

"What could possibly happen is that fewer 
eligible hospitals and physicians can comply, 
and that is not the objective of this legislation; 
it defeats the purpose." CHIME wants pro- 
viders to continue to have more flexibility to 
focus on implementing those electronic health 
record standards most germane to their role. 

CHIME'S goal is to provide useful feedback to 
the powers that be in order to effect changes 
that will help more entities succeed in the 
program. Canner notes that governing groups 
are working hard on the issues at hand and 
reaching out for feedback. 

by Seth Colaner 



NETWORKING & VPN 



The Evolving Desktop 



New Challenges Bring Desktop Virtualization To Center Stage 



by Julie Knudson 

Today's enterprises are finding a lot 
to like in desktop virtualization, includ- 
ing better control over sensitive data, 
lower hardware costs, more ways to sup- 
port mobile workers, and a way to cope 
with reduced IT staffing. We've put 
together a guide to help you understand 
desktop virtualization' s place in the 
market and the advantages it might offer 
your organization. 

Multiple Approaches 

Michele Borovac, vice president of 
marketing at Wanova (www.wanova 
.com), explains that desktop virtualiza- 
tion essentially targets one fundamental 
objective: "Separating a logical desktop, 
which would be what users think of as 
their desktop — applications, user data, 
and profiles — from the physical hardware 
it's running on." That separation can take 
several forms. 

In server-hosted virtualization, also 
known as virtual desktop infrastruc- 
ture, or VDI, desktops are run on vir- 
tual machines that are hosted on servers 
in the data center. These are typically 
accessed by an endpoint device (PC, thin 
client, etc.). 

Another approach is to run a desk- 
top on a hypervisor on the endpoint. 
Known as client-hosted desktop virtual- 
ization, it's popular with organizations 
that want employees to provide their 
own devices. The IT group then provi- 
sions a corporate environment that runs 
in a virtual machine on that employee- 
owned endpoint. 

The third model is hybrid desktop vir- 
tualization, which seeks to centralize the 
desktop in the data center for improved 
manageability while also distributing a 
copy of the desktop to the endpoint as 
part of the native OS. 

Market & Resource Challenges 

The need for better data security is 
among the drivers behind the rise of 
desktop virtualization. "The WikiLeaks 
dramas over the past year have shown 
just how easy it is for a single employ- 
ee to wreak tremendous damage with 
a simple flash drive," says Stewart 
Sonneland, principal at Strategic Hard- 
ware (www.strategichardware.us). "On 
top of that, there's the employee who 
gets their laptop stolen, leaves their 
PDA in the seat pocket on their flight, 
and the list goes on. The old way of in- 
dependent workstations, laptops, etc., is 
rife with security issues." 

Leaner IT staffing is also chang- 
ing the way enterprises approach net- 
work and resource management. 
"Organizations are looking, especially 
in today's economy, at what they can 
do to be more efficient, at how to run 
their businesses more efficiently and 
cut costs," Borovac says. In addition 
to maximizing returns on hardware 
expenditures and reducing the total cost 
of ownership of computers, the effort 
needed to oversee a complex environ- 
ment is itself a commodity that organi- 
zations are looking to trim. "By being 
able to centralize these desktops and 
run them with a single desktop image. 



Key Points 



The right virtualization solution will 
depend on your organization's specific 
needs. 

Improved security control is an attrac- 
tive benefit for many companies. 

Doing your due diligence will help to 
avoid the problems that arise from 
jumping into virtualization too quickly. 



desktop virtualization really promises 
a dramatic simplification in the overall 
management of PCs," Borovac says. 

Benefits & Drawbacks 

Expanded access — use of the desk- 
top at any time, from anywhere — is a 
major benefit to mobile workers, and 
IT groups appreciate the increased 
productivity offered by desktop virtu- 
alization' s simplified enterprise man- 
agement. Cost benefits include reduced 
hardware expenditures, along with the 
ability to sidestep incompatibility issues 
and wring more life out of older appli- 
cations. "There are issues with legacy 
applications running in a Windows 7 
environment," explains Mike Strohl, 
CEO at Entisys Solutions (www.entisys 
.com), "unless you use desktop virtual- 
ization technology to do it." 

One potential downside to imple- 
menting desktop virtualization is the 
increased need for a high-bandwidth, 
low-latency network, often requiring 
that data pipes be expanded to ac- 
commodate higher traffic volumes. For 
enterprises running hypervisors, the per- 
formance issues that sometimes result 
from running multiple operating systems 
on a single machine are another poten- 
tial drawback. 

Is Desktop Virtualization 
Right For You? 

How well desktop virtualization fits 
your needs will depend heavily on the 
type of approach you're considering. 
"Server-hosted solutions are fantastic 
for health care," Borovac says, "when 
a doctor doesn't want to carry around 
a device and connect it in every room." 
She says that other prime candidates 
for server-hosted deployments include 
"financial services where obvious- 
ly security is a concern, and schools 
where a vanilla desktop that isn't per- 
sonalized is desirable." Client-hosted 
solutions are good fits for organizations 
wanting separation between personal 
and work environments on a single 
PC, and hybrid desktop virtualization 
is often an optimal solution for distrib- 
uted organizations with lots of mobile 
endpoints or a high number of knowl- 
edge workers. 

A handful of enterprises may not see 
significant benefits from desktop virtu- 
alization, including those with graphics- 
intensive needs (such as video editing 
or graphic rendering). "Heavy video 
or graphics users are probably better 

Action Plan 

• Evaluate your organization's current needs and usage patterns. Will virtualization 
maintain (or improve) the user experience? 

• Loolt at how you currently deliver resources to users and determine what parts of 
today's approach are compatible with desktop virtualization. 

• Consider if your existing hardware and software can fit into a virtualized environment. 

Think, too, about any new investments you plan to make in the short term. 

• Clearly communicate expectations. Setting realistic goals early will help you ensure a 
successful transition. 

• Launch a small pilot program. Work closely with your beta users to ensure that the 
deployment works as planned, and that it provides the benefits you expected. 



off with the beefy workstations they've 
been using," Sonneland says. In addi- 
tion, organizations that don't do a lot of 
updates to their desktop infrastructures 
may not realize enough return on their 
investments to make a desktop virtual- 
ization deployment worthwhile. 

Identify & Avoid The Pitfalls 

Even experienced data centers should 
be on their toes when evaluating desk- 
top virtualization solutions. "VDI is a 
much more complex proposition than 
server virtualization, as servers, stor- 
age, and networks must all be able to 
work in concert," Sonneland cautions. 
"If a manager doesn't look at the total 
environment and all the dependencies 
involved, it could spell trouble." He 
recommends that enterprises carefully 
evaluate their current needs and exam- 
ine how the proposed virtual environ- 
ment could be scaled up later. 

Matching the solution to your users' 
needs is critical to success but is often 
overlooked during the evaluation pro- 
cess. "Don't forget about user expe- 
rience. Many VDI pilots have stalled 
because end users have said 'this 
doesn't work for me,'" Borovac says. 
"I do think there's a huge value in cen- 
tralization, but it definitely needs to be 
done with a realistic eye toward what 
end users require." 

Some enterprises try to jump into 
desktop virtualization with both feet, 
an approach that often results in prob- 
lems. "The all-or-nothing approach is 
what gets organizations into trouble," 
Strohl says. "If you go too far too fast, 
you create an unnecessary element of 
risk." He urges enterprises considering 
the adoption of desktop virtualization 
to find an expert — either within their 
enterprise staff or by partnering with an 
outside consultant — to help them initi- 
ate a pilot program, i 
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Continued from Page 1 
essentially became the "poster child" 
for data congestion after it was forced 
to deal with the unexpected traffic the 
iPhone placed on its wireless network. 
"Because [AT&T] is the lessons learned, 
all the other carriers have followed suit 
to beef up their backhaul specifically 
and the network to offset any negative 
PR," Ho says. Carriers are doing well 
"beefing up the backhaul, which is really 
the possible bottleneck, as well as cell 
sites and technology to increase down- 
link capability," Ho says. 

To offload traffic, some carriers are 
using Wi-Fi solutions rather than build- 
ing new, expensive cell towers. The 
Wi-Fi Hotzone, or widespread Wi-Fi 
hotspot, AT&T built in New York City's 
Times Square is probably the best-known 
example of this. Similar efforts have 
surfaced in sports stadiums, airports, 
shopping malls, and train stations where 
large numbers of smartphone users can 
bog down cell networks. Elsewhere, hos- 
pitals and universities are two types of 
organizations dealing with congestion 
problems, Kaul says. Universities have 
large numbers of student-owned devices 
coupled with free tablets, smartphones, 
and other devices universities hand out, 
while hospitals are trying to get a handle 
on doctors and other medical staff us- 
ing tablets and smartphones to access 
network-stored electronic records. 

Similarly, Kaul says, enterprises that 
distribute iPads and smartphones to 
workers can experience congested net- 
works. To counterbalance the increased 
usage of smartphones by workers and 



customers, IT departments are build- 
ing or restructuring WLANs and using 
femtocells, picocells, distributed anten- 
nas, E-RAN (enterprise radio-access net- 
work), and other approaches. 

Aging enterprise infrastructures are 
not helping the congestion problem, 
Kaul says. "An IT manager of a Fortune 
500 company was telling me the infra- 
structure that's in place on his corporate 
campus is actually 10 years old," Kaul 
says. "The kind of traffic they're seeing 
now — the infrastructure is just not able 
to deal with that amount of traffic." For 
relief, the IT manager "went out and 
bought some femtocells and picocells 
out of his own money to put them on 
just to deal with the problem; it's about 
that bad in some cases." 

Gaining Interest 

Having matured in recent years, fem- 
tocells are definitely a solution that's 
gaining a lot of interest from the 
operator community, Kaul says. ABI 
Research is seeing numerous femto- 
cell trials now underway compared to 
years past when operators were hesitant 
because of uncertainties of how they'd 
behave. "Over the last few years, a lot 
of doubts have been taken care of," and 
consumer deployment "will transition to 
the enterprise in 2011," Kaul says. 

For companies seeking congestion relief, 
the best approach depends on their unique 
needs, Kaul says. Wi-Fi access points can 
be costly for many businesses, he says, 
but for those with solid infrastructure in 
place, something like Smart Wi-Fi tech- 
nology, which reportedly 1 million-plus 



Android devices integrate, is a good 
option to enable users' devices to auto- 
matically switch from 3G to Wi-Fi upon 
entering the company's building. "From 
an operating system perspective, from 
an Android perspective, from an iPhone 



perspective, I think that will become much 
more seamless as you go along," Kaul 
says. "It will become much more intel- 
ligent. The phone will be able to switch 
to Wi-Fi or 3G based on what's the most 
ideal connection." 
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Intelligent Handoffs 
A Necessity, 
Says Juniper 

One important consideration wlien dealing 
witli cellular degradation and skyrocket- 
ing data consumption is the issue of data handoffs: A communication infrastructure must be 
able to switch modes quickly, seamlessly, and simply. 

Kittur Nagesh, senior director of mobility and security solutions marketing at Juniper 
Networks (www.juniper.net), points out that such handoffs have to be intelligent in order to 
provide a smooth transition from cellular to Wi-Fi to Ethernet to wireline, thus providing the 
simple and ubiquitous access users have come to expect. 

"People don't think, Tm on cellular, I'm on a wireless LAN, I'm on a wired connection,'" 
Nagesh says. "We're reaching a stage where the location and information are reflecting the 
expectations of the user for ubiquitous access. And we have discussed automatically hand- 
ing off sessions from cellular to Wi-Fi, and when you connect your laptop to your wireline, a 
lot of your capabilities will be reflected there, too." 

Juniper Networks has been building products and services with ubiquitous access and 
intelligent offloads in mind, which is evident in the company's recent purchase of Trapeze 
Networks, an acquisition that provides Juniper with Wi-Fi-related assets and technologies. 

"IT should be an asset, not a headache," Nagesh says. And the simplification and ubiq- 
uitous access provided by intelligent offloading is a key part of reducing or eliminating 
that headache. 
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Improve Server Load Balancing 



Boost Performance & Ensure Optimum Availability 



by Christian Perry 

With their unprecedented perfor- 
mance and ability to carry heavy loads, 
today's servers are a godsend for enterpris- 
es that face perpetually rising mountains of 
information. But without load balancing, 
resource-hungry applications can easily 
bring servers to their knees and business to 
a standstill. Using dedicated balancing soft- 
ware or hardware, data centers can distrib- 
ute workloads across servers to help take 
advantage of total server performance and 
prevent potential failures. 

"It' s not a question anymore (/ a compa- 
ny should invest in server load balancing," 
says Nir Hani, director of product market- 
ing for application delivery at Radware 
(www.radware.com). "It's a matter of 
how, and if they can do so in a way that 
allows them to put in place the infrastruc- 
ture they need tomorrow, without unnec- 
essary overhead today." 

Balanced Benefits 

According to Hani, load balancers 
can ensure full availability, maximum 
performance, and security of mission- 
critical applications and services, in 
turn resulting in improved IT efficiency. 



greater business agility, and data center 
cost reduction. When deployed in the 
form of ADCs, or applications delivery 
controllers, load balancing can extend 
those benefits to include better IT utili- 
zation via server resource offloading and 
nonstop online services during both nor- 
mal operations and operations occurring 
while under attack. 

"Many Fortune 500-class organizations 
have embraced clustering and server 
load balancing as an information secu- 
rity management method, as it can be 
used for offline patching of production 
servers without taking production appli- 
cation completely offline," says Gregory 
Perry, CEO of Go Virtual Press (www 
.govirtual.tv). 

Once that patching cycle is complete 
and the offline node is compliant with 
the security baseline, the IT team can 
bring the node back into the cluster to ser- 
vice requests from users. Perry explains. 
From there, other cluster nodes can be 
brought offline in succession for patch- 
ing. Load balancing can also be useful in 
high-security environments that use link- 
layer and application-layer encryption 
such as IPsec and SSL, because it can be 
the only effective method of distributing 
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Load balancers can boost availability, 
performance, and security of mission- 
critical applications and services running 
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requests when a server goes down. 
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cols and tools, such as network sniff- 
ers and protocol analysis utilities, is 
required before moving forward with 
server load balancing. 



Phone: 207.324.8805 
www. p lixe r. com/p rocesso r 



pllxer 



International 



intensive tasks such as real-time encryp- 
tion on high-speed links without using 
additional expensive hardware. Perry adds. 

Watch For Pitfalls 

Although load balancers can deliver a 
serious boost to busy data center envi- 
ronments, they're not without potential 
pitfalls. Perry notes that trouble awaits 
companies that don't properly inte- 
grate proactive network management 
of load-balanced servers to ensure they 
are responding to network and applica- 
tions requests. 

"For example, you may have a 20-node 
Web server farm with incoming port 80 
HTTP requests being equitably distrib- 
uted across cluster nodes. Should one 
of those servers go down, the requests 
that are sent to that particular cluster 
node will fail without warning, absent 
some type of network management plat- 
form that is periodically sending SNMP 
requests as well as HTTP unit tests at 
timed intervals to ensure that the server is 
healthy and the application is responding 
properly," Perry says. 

Further, he says that server-based load 
balancing increases systems manage- 
ment complexity. As such, organizations 
will need to deploy more robust methods 
of both SNMP and application-based 
network management so that individual 
cluster nodes can be monitored for over- 
all health and operational efficiency. 

Knowledge Is Key 

Before deploying server load balancing 
in your environment. Perry recommends 
brushing up on the various types of bal- 
ancing and clustering that are available. 
For example, there are turnkey Layer 
2 network-based methods, proprietary 
Layer 7-based methods that use applica- 
tion gateways, DNS-based load balanc- 
ing, proprietary operating system-based 
balancing, and virtualization-based serv- 
er clustering. 

For the Layer 2 variety. Perry rec- 
ommends that IT personnel develop 
a strong foundation in both switched 
network environments (switch configu- 
ration, channel bonding and trunking, 
etc.) and familiarity with the application 
being load balanced. "This would include 
detailed knowledge of the seven-layer 
OSI model and how it applies to switched 



network environments [and] familiarity 
with the protocol analysis and network 
sniffing tools such as the open-source 
Wireshark to observe application interac- 
tion with load-balanced server nodes," 
Perry says. 

For DNS-based methods, he rec- 
ommends familiarity with the DNS 
protocol and specification, as well as 
protocol analysis and network sniffing 
utilities. If an organization is interested 
in OS-based methods such as Microsoft 
Clustering Services, IT personnel should 
be Microsoft Certified Professionals 
with a specific focus on MSCS-based 
application clustering. For virtualization 
methods. Perry recommends that person- 
nel be certified in enterprise VMware 
virtualization technology and familiar 
with the inner working of the applica- 
tions to be balanced. 

Balance Costs 

Venturing into the world of server load 
balancing is not an inexpensive expe- 
rience. However, although the upfront 
costs of deploying any of the various 
balancing technologies can be hefty, the 
eventual savings can be well worth the 
initial investment. For example, Hani 
points to research that shows the aver- 
age cost of downtime for larger corpora- 
tions is $42,000 per hour, or $700 per 
minute. As a result, if annual application 
unavailability can be reduced from two 
hours to four minutes, a balancer invest- 
ment could save about $81,000 per year. 
Even if the amounts for smaller enter- 
prises are a fraction of that, the savings 
remain significant. 



TOP TIPS 



Deploying a load balancer or an applica- 
tion delivery controller is a complex pro- 
cess that demands careful planning and 
preparation. Nir Hani, director of product 
marketing for application delivery at 
Radware (www.radware.com), offers the 
following tips to ensure a smooth transi- 
tion to the technology. 

• Before deploying a load balancer or ADC 
(applications delivery controller) find the 
answers to several questions: What are 
your SLA availability requirements? What 
are your latency or response-time require- 
ments? How many simultaneous transac- 
tions should the ADC process? What are 
your application security needs? What are 
your scalability plans? 

• Identify the mission-critical applications 
that need to be load balanced. Also, iden- 
tify the types of users (such as employ- 
ees, partners, customers, or any com- 
bination thereof) that will rely on these 
applications and which end-user devices 
will be used to access them. 

• Look for a solution that allows scal- 
ing capacity and services on demand 
(through a pay-as-you-go approach) 
with minimal hardware requirements 
to eliminate business downtime and 
monetary loss. 
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■ AMD Names New CIO 

Mike Wolfe, formerly with HP, has taken the 
position of CIO at AMD. Working under CFO 
Thomas Seifert, Wolfe will manage AMD's 
global technology infrastructure. Wolfe had 
been HP's vice president of IT for product 
development and engineering. AMD has 
been moving executives around lately in 
an attempt to reinvigorate its competition 
against Intel in the server and PC markets. 
With the resignation of former CEO Dirk 
Meyer in January, the company has been in 
the hunt for a new person in that position. 
According to IDC, AMD had an 18.9% share 
of the processor market in the fourth quarter 
of last year, compared to Intel's 80.8% share. 

■ Japan Earthquake 
Affecting Tech Production 

The earthquake and tsunami in Japan have 
caused disruptions in the tech industry sup- 
ply chain and has halted or stalled production 
of some components, according to several 
industry reports. Many factories that produce 
components in the country are damaged or 
have temporarily shut down. It's possible that 




prices for electronics will increase for a time, 
reports show, and some products may be in 
short supply until Japan's factories are safe 
to operate again. Tech companies may be 
engaging in panic buying of components in 
an attempt to shore up their own inventory in 
anticipation of the impact Japan's disasters 
may have on the industry in the near future. 

■ Appirio Purchases Infowelders 

Cloud-solution provider Appirio has acquired 
Infowelders, a full-sen/ice Salesforce.com 
implementation consultancy that specializes in 
sales cloud, service cloud, and custom cloud 
development. Appirio says that the purchase 
will supplement its own core Salesforce CRM 
and Force.com consulting operations and give 
the company a stronger Midwest presence 
through additional mobile cloud development 
experience. Founded in 2004, Infowelders com- 
pleted more than 700 successful cloud projects 
for about 250 customers. In February, Appirio 
purchased TRE3 Group, bulking up Appirio's 
expertise in areas such as helping customers 
implement social CRM strategies. 

■ Netgear Will Purchase 
Westell Division 

Netgear has agreed to purchase the CNS, or 
Customer Networking Solutions, division of 
Westell Technologies, which provides carrier- 
class broadband networking products to U.S. 
telecommunications service providers. Products 
within the CNS division are used to enable high- 
speed transfers of networked voice, data, video, 
and other services over existing copper and fiber 
infrastructures. Netgear will pay $33.5 million for 
the purchase. Westell will keep its HomeCloud 
product line. Netgear CEO Patrick Lo says that 
acquiring CNS customer base will "allow us to 
accelerate our service provider revenue growth 
and strengthen our market position." Netgear 
says the CNS division generated about $39.5 
million for Westell last year. 



FEATURE PACKAGE 



Unified Communications 
& The Midsized Enterprise 



SMEs Are Increasingly Taking Advantage 
Of DCs Flexibility & Efficiency 



by Christian Perry 
• ■ • 

Once known for its expensive technolo- 
gies and intricate deployments, UC (unified 
communications) has traditionally thrived in 
the reakn of larger enterprises that can accom- 
modate those requirements. However, as UC 
matures, midsized organizations are slowly 
edging into the reakn to take advantage of the 
communication flexibility and power already 
enjoyed by their larger counterparts. While 
the UC market remains dominated by large- 
scale customers, the near future should see 
continuing experimentation and adoption by 
midsized customers. 




Key Points 



Large-enterprise UC adoption still outpac- 
es adoption in midsized enterprises, but 
the gap is expected to narrow as equip- 
ment and infrastructure costs fall. 

As midsized organizations increase their 
use of social media and similar technolo- 
gies, the communication flexibility offered 
by UC becomes more valuable. 

Complexity, inexperience, bandwidth 
costs, and security are among the many 
roadblocks preventing widespread adop- 
tion of UC in midsized enterprises. 



"While companies of all sizes are mov- 
ing to VoIP, adoption of UC seems to be 
slower in midsized companies," says John 
Blyzinskyj, president of Avotus (www 
.avotus.com). "Midsized firms typically are 
referring to a combination of only audio- 
conferencing, presence, and mails as UC, 
while video collaboration as a medium is 
comparatively rarely used. The adoption 
of UC in midsized enterprises has been 
significantly slower as compared to larger 
enterprises. As equipment and infrastruc- 
ture costs continue to fall, we expect to see 
adoption grow. Manageability and security 
remains an area of high concern." 

Communication Control 

Faster, more efficient public and private 
networks have helped to usher in commu- 
nication infrastructures that deliver multiple 
messaging methods. Midsized organizations 
can easily benefit from this flexibility, espe- 
cially when employees are scattered across 

Focus On The "C" 

Despite the challenges around UC (unified communications), the technology and its implementation can 
give midsized enterprises an opportunity to improve their communication cultures in general. Patrick 
Gray, president of Prevoyance Group (www.prevoyancegroup.com), says that UC forces companies to 
evaluate how their people are communicating, as well as the current costs of doing so. 

Further, some of the biggest savings don't necessarily derive from UC tools themselves but 
through the re-evaluation of current carriers and service providers as part of an implementation. 
But looking to UC as a quick fix for ineffective communications can be a mistake, especially if an 
enterprise's employees aren't currently talking and collaborating. 

"While it may not be a popular view, I find UC to be much ado about nothing — a combination of 
existing technologies rather than the wonderful new creation vendors are trying to push," Gray 
says. "In a midsized company, I'd focus on quick-hits like cost-reducing VoIP deployments [and] 
collaborative tools combined with internal instant messaging and then move on with life unless 
there is a compelling demand for something more. Spend the savings on the human aspect and 
provide formal training on how your people can collaborate and communicate more effectively." 



disparate locations 
or even across dif- 
ferent time zones. 
Current UC envi- 
ronments typically 
exhibit a complex, 
heterogeneous nature 
with various communication 
channels, notes Sarah Carter, 
vice president of marketing for 
Actiance (www.actiance.com). 

"This is especially true as midsized 
enterprises are using social media and other 
Web 2.0 tools more and more for recruiting, 
screening candidates, sharing research, and 
advertising," she says. "With the prolifera- 
tion of social media sites, IM networks, and 
communications platforms . . . there's now 
a much greater need for solutions to manage 
an increasingly complicated environment of 
communications tools." 

Midsized enterprises currently using UC 
platforms to bring together these different 
parts are discovering that plenty of benefits 
lie beneath the surface. For example. Carter 
says that Web conferencing tools are enabling 
organizations to lower costs and cut trav- 
el expenses while logging and archiving all 
meeting data. She adds that UC tools also 
let organizations set granular policies on a 
global, group, or individual level, in turn pro- 
viding the ability to delegate organization 
responsibilities while staying compliant. 

Thanks to faster networks, video can be a 
valuable communication tool for midsized 
companies, but it's still a relatively new ven- 
ture. In fact, when the UC concept first hit 
the market, it focused primarily on the inte- 
gration of voice and data, says Tom Racca, 
president and CEO of BurstPoint Networks 
(www.burstpoint.com). But over recent years, 
UC increasingly includes video among its 
communication services, including real-time 
video (one-to-one communication), broadcast 
video (one-to-many or few-to-many commu- 
nication), and video on demand. 

"Forward-thinking companies are utiliz- 
ing video to do things like broadcast break- 
ing news; live-stream executive announce- 
ments; and provide employees with on- 
demand access to corporate training, best 
practices, and key messages," Racca says. 
"Video makes workforce training and devel- 
opment easier and more consistent than ever 
before as executives can ensure all employees 



company- 
wide receive 
the same messages 
about the latest prod- 
uct launch, company 
best practice, employee 
recognition, etc." 

Rocky Roads 

Due to the complex nature of UC, enter- 
prises without expertise and patience often 
shy away from whole-hog UC deployments. 
Perhaps worse, the stumbling blocks prevent- 
ing the adoption of UC in midsized enterpris- 
es do not begin and end with complexity chal- 
lenges, as Blyzinskyj notes these organiza- 
tions also face high bandwidth/network costs, 
especially for companies looking to leverage 
the fuU potential of UC, including video. 

Other challenges include lack of trained 
manpower to manage the UC technology and 
components, local regulation around VoIP 
calls, costs for the UC technology itself (espe- 
cially when bundling HD videoconferencing 
or telepresence solutions), and corporate poli- 
cies. Another concem that prevents UC adop- 
tion is security. "Viruses and malware are 
delivered through a slew of Web 2.0 applica- 
tions, many of which are difficult to monitor 
for a number of reasons," Carter says. "Many 
UC platforms also support federation, so there 
is a concem when federating with public IM 
networks . . . due to the potential security 
breaches inherent within." 

Corporate culture can also hold back enter- 
prises from boarding the UC train, as many 
organizations still use email as their prima- 
ry means of communication, and getting an 
entire workforce to quickly adopt video can 
be tough, Racca notes. However, he says that 
if cultural change starts from the top, UC is 
more likely to go viral among the employee 
base. For example, video can be used for 
executive announcements and management 
initiatives, to start. 

Looking Aliead 

According to Patrick Gray, president of 
Prevoyance Group (www.prevoyancegroup 
.com), UC technology appears to be at a level 
now where it's accessible to smaller com- 
panies at the single-vendor level. However, 
there remains a complexity factor when com- 
panies want to examine combinations of tools 
from different vendors. Nonetheless, experts 
predict UC wiU find broader adoption in the 
midsized space in the near future. 

"In the coming year, UC adoption will 
continue to grow at a moderate pace but 
become more mainstream by late Q4," 
Blyzinskyj says. "This increased penetration 
of UC will be driven by greater recogni- 
tion of its benefits. Companies are expect- 
ed to increasingly leverage use of video to 
reduce travel expenses. Hosted or cloud- 
based offerings are expected to gain greater 
traction compared to dedicated, on-premis- 
es models. Most midsized enterprises may 
decide to opt for a multivendor strategy . . . 
albeit this will be limited to certain geogra- 
phy and customer verticals." 
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Unified Communications 



ROI 



UC Is Not Without Cost, 
But Is It Worth It In The Long Run? 



by Holly Dolezalek 

The definition of unified communica- 
tions, or UC, is relatively simple: It's the 
integration of communications technolo- 
gies with other business applications. But 
when it comes to determining the poten- 
tial ROI of some level of UC, the devil, as 
always, is in the details. 

Understand The Benefits 

UC can yield significant benefits when 
the price and the reason are right. For 
example, videoconferencing and telepres- 
ence technology give companies avenues 
for cutting travel budgets down to size. 
This increases employees' productivity 
as the amount of time they spend travel- 
ing comes down and can even increase 
morale as those employees are able to 
realize a better work/life balance. 




Key Points 



Network, software, and bandwidth upgrades 
may be necessary to make UC work and to 
preserve your current network performance. 

Working with the business units is essen- 
tial to determine how best to make use of 
UC in your enterprise. 

Remember to include costs related to user 
training and to other ancillary systems 
such as storage, encryption, and mobile 
device management. 



Another potential benefit: real estate 
consolidation. "If you have your field 
workers meeting in virtual offices, 
that could mean an opportunity to get 
rid of unnecessary leases," says Mitch 
Hershkowitz, practice manager for con- 
sulting services at Dimension Data. 

The real return on UC investments 
comes from new avenues for the business, 
the increased opportunities for sales, or 
the faster response to clients that generate 
more revenue over time. "Part of the chal- 
lenge has been that a lot of people sim- 
ply don't understand what UC really is," 
Hershkowitz says. "They need to break 
it down so that they understand where 
they're lowering the total cost of owner- 
ship, where the ROI is, and where those 
new avenues for the business are." 

That means that as the company talks 
about UC and whether it's a good choice 
with potential ROI, two things will need 
plenty of study: the state of the network 
and the input of the business units. 

Assess Tlie Networic 

Implementing UC may require net- 
work upgrades and hardware refreshes, 
and in order to know what to improve, 
you'll need to know what you have. 
"ROI gets lost when you don't do a 
proper network assessment or [you] 
assume that you can fix your network 
as you go by adding more bandwidth 
as needed," Hershkowitz says. "UC 
can be implemented in a cost-effective 
way, but only by understanding the 
network upgrades you need up front." 



In addition to band- 
width, one aspect that de- 
serves attention is the core net- 
work infrastructure, both hard- 
ware and software. "You have 
to ask whether it's proper 
for supporting unified com- 
munications, and if not, then 
you have to consider syncing 
your next equipment refresh 
with your implementation," 
Hershkowitz says. 

It's also important to under- 
stand that the suitability of your 
current network depends on what you're 
planning to implement. "Quality-of- 
service levels have to be higher for voice 
and video than they do for just data," 
Hershkowitz explains. 

Doing this due diligence can make all the 
difference in the success of a UC imple- 
mentation. "If you're more prepared, set 
an honest baseline up front, understand 
your current usage, and do the appropri- 
ate upgrades, you're going to end up with 
a better-performing network overall," says 
Jay Botelho, director of product manage- 
ment for WildPackets (www.wildpackets 
.com). "Your users are likely to be even 
more satisfied with their Web access, appli- 
cation access, and VoIP quality." 

Tlie Business Units 

IT must also be in contact with the busi- 
ness side of the enterprise for a UC deploy- 
ment to be profitable. "For any technology, 
you have to understand from business units 
what requirements they have, what's work- 
ing, and what's not," Hershkowitz says. 
"What challenges do they face because 
they don't have the technology? If employ- 
ees are bringing tools into the office, what 
tools do they need that they don't have? 
How do they communicate with clients — 
do they need more video, IM, or collabora- 
tive options? You have to understand the 
business and align the new technology to 
business requirements." 

Understanding the user base is particu- 
larly critical. Before you can improve a 
given workflow, you have to understand 
how it works. "The current workflow 
isn't taken into account nearly enough," 
Botelho says. "If you expect to make 
a change in user behavior, you need to 
know how people use the current technol- 
ogy to know whether the new technology 
fits or will be an improvement." 

In fact, one danger to ROI is wishful 
thinking, especially with new technologies 
that wiU take some getting used to. UC can 
enable new ways of working and new effi- 
ciencies, but that doesn't mean people will 
automatically recognize and embrace that. 
"Vendors in particular will have glorious 
stories about the ROI, and it's easy to make 
ambitious assumptions about how quickly it 
wOl be adopted," Botelho says. 

That means that your expectations about 
training and support have to be realistic, and 
your ROI case has to include those invest- 
ments. It also has to include other costs that 
aren't obvious right away. 



Hidden Costs 

If your esti- 
mate doesn't 
include a sensible 
*^ plan for training 

^ users in how to use 

the new technology 
and explaining why 
they should use it, your migration peri- 
od may be longer than expected and the 
realized productivity gains slower in 
coming. "That can lead to higher costs 
in the form of more help desk requests, 
or consultants or trainers that you have 
to bring on to drive more adoption," 
says Scott Gode, vice president of product 
management and marketing at Azaleos 
(www.azaleos.com). 

Migration costs can be missed, as 
well. That might be limited to upgrades 
that are necessary but not planned for, 
such as migrating to a newer version 
of SharePoint, or it might mean sys- 
tems integrators or consultants to help 
with integrating email with your ERP 
or CRM systems. 

You also have to consider the impact 
on systems that don't directly integrate 
with UC but may interact with it. "There 
are often ancillary but key regulatory 
or corporate requirements to back up, 
recover, archive, and encrypt data, or for 
mobile device management, antivirus, 
antispam, and disaster recovery," Gode 
says. "These may not be at the core of 
what goes out to bid for a unified com- 
munications system, but they may turn 
out to be a key part of making sure the 
system is stable and viable." ^ 



Top Tip: 

Take Baby Steps 

User adoption is key to realizing the full ROI 
from UC (unified communications). For that 
reason, it might make sense to roll out any 
ambitious UC plan in stages. The plan may be 
to add IM or presence technology to various 
applications, use audio- or videoconferencing 
with desktop sharing, and replace PBX with 
VoIP, but that doesn't mean you have to imple- 
ment them all at once. 'Those things often 
come all wrapped up and integrated, but as a 
company, you need to decide: Am I buying this 
technology for one, some, or all of the func- 
tions it enables?" says Scott Gode, vice presi- 
dent of product management and marketing at 
Azaleos (www.azaleos.com). 'You can do the 
full monty and implement it all at once, or you 
can stage it. Maybe you start with IM and pres- 
ence technology — it's similar to texting, so you 
can get your users used to that from an IT and 
a client perspective, and then roll in the confer- 
encing, and then take on the voice piece." 



Industry Group 
Working On New Video 
Upload Standard 

Buffering — the process of preloading data 
before displaying it on computers or mobile 
devices — has long been a thorn in the 
side of media providers, causing delays to 
media consumption that can be frustrat- 
ing to users. To address this problem, the 
IEEE has approved the development of the 
yet-to-be-released P2200 draft standard 
proposed by the HQME (High Quality Mobile 
Entertainment) Steering Group, which cur- 
rently includes companies such as SanDisk 
and Sony. 

The standard's purpose is to help speed the 
delivery of richer media content to users' 
devices without cost or bandwidth. Aside 
from users themselves, those that stand to 
benefit most from the standard include cloud 
services, mobile carriers, content owners 
and distribution services, storage device 
manufacturers, mobile and desktop operating 
system vendors, security/DRM providers, and 
entertainment device manufacturers. 




Tlie Drive For Cliange 



Increasing consumer demand for mobile con- 
tent is expected to outstrip investment and 
technological improvements for the foresee- 
able future, and more mobile devices in the 
hands of consumers means ever-increasing 
demand for high-quality content. In fact, 
research from Cisco estimates that mobile 
data traffic will grow at an annual rate of 92% 
per year through 2015. This increase in vol- 
ume means that videos buffering and rebuff- 
ering will continue to worsen and detract from 
the viewing experience. The new standard is 
an attempt to alleviate this problem. 

According to Matt Shapiro, senior manager of 
strategic marketing at SanDisk, the standard's 
development will take place "in a way that it's 
an open set of rules . . . that will allow each 
individual developer to determine how they 
build against these guidelines. So essentially 
it's up to each developer to implement." 

Shapiro says the value of the new standard 
will lie in its ability to "leverage local flash 
storage, smart network signaling, and intel- 
ligent content caching to relieve network 
congestion, accelerate data delivery to 
mobile devices, and guarantee high QoS 
to consumers." All of this will foster "a more 
enjoyable mobile multimedia experience by 
more efficiently delivering bandwidth-inten- 
sive content and allowing users to consume it 
while bypassing common data delivery pitfalls 
and reducing negative impact to the overall 
network." In time, users will be able to queue 
content for later rather than for immediate 
delivery and to time-shift video streams, mak- 
ing the volume of network traffic at the time 
they are accessing the Internet irrelevant. 

by Patrick Kean 
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m HP Elects Board Members 

After what seemed to be an extremely 
dramatic year for HP, the company elected 
and approved its 13 board members. 
Former HP CEO Mark Hurd left the com- 
pany amidst controversy surrounding his 
personal conduct, and current CEO Leo 
Apotheker faced a debate concerning his 
involvement in the formation of the new 
board; however, eight former board mem- 
bers, including Apotheker, and five new 
board members were selected without dis- 
pute. Other issues discussed in the annual 
shareholder meeting were an employee 
stock plan, employee pay policy, and 

executive compensation. 




■ Vulnerabilities 
Prompt CERT Warnings 

Security researcher Luigi Auriemma recently 
discovered serious vulnerabilities in SCADA 
(supervisory control and data acquisition) sys- 
tems used to monitor and control processes 
at industrial plants. The vulnerabilities, which 
Auriemma posted on his Web site and on vul- 
nerability tracking site Bugtraq, prompted the 
U.S. CERT (Computer Emergency Readiness 
Team) to issue warnings concerning the affected 
systems, including some from Siemens, Datac, 
/-Technologies, and Iconics. The problems 
Auriemma discovered are remotely exploitable 
vulnerabilities, meaning that if the affected sys- 
tems were to connect to the Intemet, they could 
be easily hacked, giving access to valuable data. 
The makers of the affected software systems 
have already started working on patches and 
fixes following CERT's warnings. 

■ Survey Ranks Health IT Priorities 

Amid discussion of meaningful use require- 
ments and implementation of electronic medical 
records, enterprise communications company 
Avaya has released data gathered from a 
survey it conducted at the recent Healthcare 
Information and IVIanagement Systems Society 
conference. The survey asked 130 healthcare 
professionals about their healthcare IT priorities 
and plans, and it found that 95% of respondents 
place workflow integration and communication at 
the top of their lists. Respondents also saw auto- 
mated patient follow-up applications (74%) and 
voice, video, and text collaborative tools (64%) 
as technologies that will have an effect on their 
work in the next three years; they hope to lever- 
age these and other technologies to improve 
the quality of care they provide and to speed 
response time to patients. There are obstacles, 
too: 32% of respondents are concerned about 
overextending their clinical staff on non-patient 
care activities, and 25% worry they lack effective 
communication among staff. 

■ House Subcommittee 

Votes Against Net Neutrality Rules 

A U.S. House Of Representatives sub- 
committee voted to overturn regulations 
that were approved by the FCC late last 
year. The House's Subcommittee on 
Communications & Technology, part of the 
Energy & Commerce Committee, voted 
15-8 to overturn the FCC's so-called Net 
Neutrality rules that would prevent broad- 
band carriers from blocking or slowing cer- 
tain Web traffic. The ruling will go to the full 
committee next, and then the full House Of 
Representatives; it will then move on to the 
Senate. MetroPCS and Verizon have filed 
suits to dispute the FCC rules. 
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Conquering Enterprise 
Email Concerns 



Stay Ahead Of The Curve As Messaging Challenges Continue To Grow 



by Carmi Levy 

Although email is the one enterprise 
application that virtually all organizations 
can't afford to do without, it's also the one 
that causes IT leaders the most headaches. 
From storage and security to synchronization 
and mobiUty, there's never a shortage of chal- 
lenges for whoever owns the organizational 
messaging environment. 

Storage Snags 

Much to it's chagrin, the inbox has 
evolved into the typical worker's virtual file 
cabinet. Many users, fearful of being caught 
unprepared, never delete a thing, which puts 
tremendous strain on storage infrastructure. 

"While storage is relatively cheap, or so 
people think, it's the need to continuously add 
disk capacity and the subsequent need 
to back up and secure that gets 
costly," says Jack Gold, princi- 
pal analyst at J.Gold Associates. 
"Add to that the performance 
issues as the data Exchange has 
to deal with increases, and it 
raises lots of challenges." 

Gold says IT has many op- 
tions at its disposal, including 
imposing size limits on mail- 
boxes, automatically deleting mes- 
sages after a certain number of days, 
and even using Exchange's built- 
in deduplication features to reclaim 
space when, for example, the same 
attachment is sent to multiple users. 

Email Overload 

Even the most efficiently deployed email 
solution can choke when inboxes flow faster 
than end users can deal with them. While it's 
true that IT isn't necessarily responsible for 
the behaviors surrounding a given technol- 
ogy's in-field use, it's similarly true that IT 
can take a leadership role in identifying alter- 
native messaging approaches. 

"The simple answer is to use the right 
tool for the right problem," says Ed Brill, 
IBM's director of messaging and collab- 
oration. "Social businesses are orienting 
themselves away from the 'cc: the world' 
approach to sharing information and toward 
using models for activity-centric computing 
to collaborate and share." 

BriU says the shift to UC platforms is accel- 
erating the move from asynchronous to syn- 
chronous interaction, which in turn drives 
agility and responsiveness. Microblogging, 

Top Problem: 
Legal Liability 

What your employees share in email can cost 
you. In one particularly high-profile case, four 
female employees of a global oil company filed 
a lawsuit alleging that sexually harassing emails 
distributed over the corporate email system cre- 
ated a threatening work environment. The case 
was settled for more than $2.2 million and set a 
precedent that organizations must set limits on 
how corporate messaging may be used. 

Source: "Email Content Security - Addressing The Email Risks," a 
white paper from red earth software, 201 1 . 



wikis, and discussion forums take content 
previously locked in individuals' inboxes and 
make it available to broader audiences. 

Improper Archiving 

The reliance of some messaging systems 
on locally stored data — ^Exchange, for exam- 
ple, uses PST files stored on client PCs — can 
cause significant architectural challenges. 

"This turns into a nightmare for admin- 
isttators because when PST files are stored 
locally, they cannot be backed up regularly," 
says David Kelleher, communications and 
research analyst with GFI Software (www 
.gfi.com). "This means that if one PST file is 
accidentally deleted or damaged, the emails 
within it wiU be lost." 

Lost data within local email stores can 
also consume precious IT support resources. 



Kev Points 



Unlimited growth is straining ITs ability to 
manage email infrastructure. Archiving pro- 
cesses and policies can rein in growth and 
improve backup and restore performance. 

Locally stored data can grind messag- 
ing to a halt if local personal storage files 
become corrupt. Move toward centralized 
network storage and management to 
maintain control. 

Regulatory requirements are forcing a 
shift toward better e-discovery compe- 
tency. Ignorance is no excuse. 




KeUeher says mov- 
ing PST files to the 
network doesn't 
solve the problem — 
it merely transfers it. A 
properly configured archiving 
solution reduces PST dependency and allows 
older content to be optimally stored in and 
accessed from a well-managed database. 

Porous Security 

Email has become the top dog of enterprise 
apps because it stteamlines communication in 
ways that even everyday workers can grasp. 
However, Paula Skokowski, AcceUion's chief 
marketing officer (www.acceUion.com), says 
that convenience comes with a security cost. 

"Without sufficient controls, it is all too 
easy for enterprise users to hit the Send button 
and inadvertently send confidential informa- 
tion, unprotected, to unintended recipients," 
Skokowski says. "The headlines have fea- 
tured multiple instances of this with serious 
financial consequences and loss of trust for 
the organization involved." 

She recommends considering secure email 
and secure file tiansfer solutions to protect in- 
transit information and provide an audit traU. 
Integration with content monitoring and filter- 
ing, tightened end-user authentication, and 
quarantines for especially sensitive content 
can also cut down the risks associated with 
easy inbox-to-inbox sharing. 

Social Ineptitude 

Messaging has come a long way since 
the first text-only, host ')ased emaU systems. 



Today, social media tools place growing 
strains on conventional email technologies 
and processes. If email doesn't keep up, it 
could be left behind. 

"In the age of Web 2.0, cloud computing, 
and mobile devices, email 
can be the weakest link," 
says Rob Marano, CEO 
of InDorse (www.indorse 
-tech.com). "Businesses re- 
quire a solution that under- 
stands both the traditional 
sharing of critical informa- 
tion over conventional mes- 
saging systems and those of a 
Web 2.0/cloud-centric world." 
Marano says IT must strike a 
secure balance between manag- 
ing messaging traffic over conven- 
tional email and more open social 
media-aware channels. 

Undiscoverable E-Discovery 

Tightening legislation, especially 
in traditionally regulatory-heavy 
sectors such as health care, financial 
services, and government, requires 
organizations to be able to comply with 
e-discovery requests. Unfortunately, many 
traditional messaging solutions were archi- 
tected long before the age of e-discovery. 

"Being unable to carry out a court-ordered 
e-discovery request, or more simply, the proj- 
ect costing too much, [means] you are going 
to put your business in a precarious situation," 
says Orlando Scott-Cowley, Internet and 
messaging security and compliance expert at 
Mimecast (www.mimecast.com), who adds 
that the real risk may lie in more everyday 
requests. "Not all e-discovery issues are relat- 
ed to court orders. Simple day-to-day support 
issues, including message track and trace, can 
pose huge headaches for the IT department." 

The Mobility Crunch 

Tablet and smartphone proliferation is 
challenging IT to deliver common messag- 
ing services over previously unheard-of 
device types and platforms. IBM's Brill says 
the ttend will only accelerate. 

"In the era of increased consumerization 
of IT, it is important to provide utility-like 
connectivity to the latest tablets and mobile 
devices for power end users," he says. "Look 
to collaboration technology that is indepen- 
dent of particular device types or operating 
systems, using the latest Web standards and 
interfaces to deliver functionality regardless 
of end-user interface." 
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Enterprise 

Communication Update 

New Trends In How Enterprises Relay Information 



by Robyn Weisman 
• ■ • 

It doesn't seem that long ago 
that people communicated most- 
ly by telephone, email, and, to a 
lesser extent, instant messaging. 
Cell phone texting seemed cum- 
bersome for all but the young- 
est generation of workers, and 
Facebook and Twitter were used 
by only cutting-edge techies. 

But over the past two or three years, 
communications platforms have exploded, 
from the aforementioned Facebook and 
Twitter to internal collaboration options. 
Ideally, the goal for most organizations is 
to get ciU of these disparate options working 
together in a coherent fashion. "Seamless 
communications across all the communica- 
tions platforms is the way people want to 
work," says Shannon demons, channel 
marketing manager for global markets at 
open-source UC solutions provider Digium 
(www.digium.com). 

The Social Media Influence 

According to demons, businesses have 
discovered that social media tools such 
as Facebook and Twitter can be used to 
generate and maintain business, something 
that wasn't evident when they first came 
on the scene. "Companies are using their 
Twitter and Facebook accounts for lead 
sources and for staying connected with 
customers," demons says. "A UC solu- 
tion that can integrate all of your commu- 
nications platforms, whether that be voice, 
chat, video, social media, and CRM, is a 
natural progression for businesses to take." 

Leon Baranovsky, director of business 
development for Cisco Quad (www.cisco 
.com), points out that integrating all of 
these different ways to communicate, 
both internally and with customers, 
addresses the changing ways in which 
people communicate and enables organi- 
zations to adapt to varying communica- 
tions styles, rather than forcing certain 
modes onto employees. "My teenaged 
son doesn't use email, but he's constantly 
texting. That isn't right or wrong, just 



Collaboration vs. 
Social Media 

Sometimes, it's easy to lump anything tliat 
resembles Facebook or Twitter together as 
social media, but Leon Baranovsky, director of 
business development for Cisco Quad (www 
.cisco.com), points out there is a distinction 
between social media and social collaboration, 
at least in a business setting. 

"Social media is the way you interact with the 
public — your conversation with the customer. 
You used to do that by putting ads out and push- 
ing messages, rather than interacting through, 
say. Twitter or through Facebook fan pages," 
Baranovsky says. "In contrast, social collabora- 
tion is about working together with others in your 
group or organization to get work done." 




different," Baranovsky says. "When he 
and other millennials enter the workforce, 
they're coming in with different commu- 
nications styles and different expectations 
about the tools that are going to be avail- 
able to them." 

Although you wouldn't necessarily 
want to trust Facebook-style internal com- 
munications to Facebook (given its con- 
stant privacy changes and other issues) or 
Twitter, you would want to have tools in 
place that offer those types of communi- 
cations. "Even an [SME-sized] organiza- 
tion has enough people in it where you 
aren't going to know everybody, espe- 
cially if you're geographically distributed," 
Baranovsky says. "To find an expert within 
your organization or maintain relationships 
with co-workers, you can use collaboration 
software to maintain social relationships 
within the enterprise, just as Facebook lets 
you keep in touch with friends." 

Overall Collaboration Strategies 

As a result, UC (unified communications) 
solutions are becoming more inclusive to 
include social networking and collaboration 
as part of the overall enterprise communica- 
tions strategy, especially as the line contin- 
ues to blur between personal and business. 
"Your employees want to be able to see 
contact information they have in Facebook, 
tweets, blogs, and [other social media], so 
that when these contacts call into your phone 
system, they can associate what they 'like' 
or are tweeting with phone numbers within 
your system," says Angle Reed, product 
marketing manager at Digium. 

But making things work seamlessly and 
simply puts a lot of pressure on IT. Cisco's 
Baranovsky suggests putting together a 
strategy where your end user acts as your 
starting point. "If you start with the end 
user and work backward, you may arrive at 
the same place as you would have working 
in the other direction, but it's important for 
IT to think about the needs of the business 
and increasingly how they can serve those 
needs," Baranovsky says. 



The Network Foundation 

In general, interest in UC tends to 
focus on the unification of applications, 
such as voice, video, instant messaging, and 
related communications, to create a com- 
mon end-user experience. But Dave Martin, 
vice president of marketing at Edgewater 
Networks (www.edgewaternetworks.com), 
points out that this end-user experience is 



Key Points 



• UC adoption is increasing because people 
want the ability to communicate in myriad 
ways with ease. 

• Social media conventions are infiltrating 
the ways in which we communicate within 
an organization because they often pro- 
vide the most effective ways of doing so. 

• To make the end-user experience seamless, 
you need to have the proper networking in 
place, as well as the right applications. 



directly tied to how well you plan for this 
convergence at the networking layer because 
the networking layer acts as your foundation 
to the entire architecture. 

"At a high level, you need a gateway for 
your real-time communications, such as pro- 
tocol mediation between devices that make up 
your UC solution," Martin says. For example, 
if you use a SIP tranking device to connect 
your legacy PBX to your VoIP system, you 
need to make sure that this appliance ensures 
interoperability of all your UC devices. 

In addition, you want to make sure you 
set up effective traffic management policies 
that include troubleshooting tools so that 
voice and video call quality doesn't suffer 
because of data-based bottlenecks. "You 
want to prioritize your real-time IP com- 
munications over data, and so your solution 
needs to have the ability to provide policies 
on what devices you allow into your net- 
work and what systems you authorize your 
clients to access," Martin says. 

Reed concurs that effective QoS (quality 
of service) policies are necessary for your 
UC system to work effectively for your end 
users. "A high-quality phone call should 
always get precedence over data traffic 
because data is more forgiving; therefore, 
it's important that you have networking 
equipment in place that does support more 
advanced QoS policies," Reed says. □ 



Report Shows 
Private Clouds 
Are Likely To Fail 

Companies planning to build internal cloud 
networks for their business are likely to fail, 
according to a recent report from Forrester. 

The report, "2011 Top 10 laaS Cloud 
Predictions for l&O Leaders," examines cloud 
computing trends in the IT industry and offers 
10 predictions that data centers should consid- 
er when forming a cloud computing strategy. 

"The main point [of the report] is to not think 
of cloud computing as just a turn of the effi- 
ciency crank on virtualization, but more as a 
new economic model that, when enabled, can 
bring new values to your organization," says 
James Staten, vice president and principal 
analyst at Forrester. "Most IT shops only see 
it as the former, and in thinking this way they 
are selling their organizations short," he says. 

Rather than simply focusing on efficiency, Staten 
says that SMEs should contemplate the ongoing 
needs, including user necessities, of creating 
an internal cloud network. Many businesses 
fail at creating their private clouds, Staten says, 
because they don't understand what their inter- 
nal constituents really want from the sen/ice. 

"Usually these developers and business 
users want self-service, fast time to market, 
and flexible cost. Most IT shops think they 
can get by with greater automation and 
enforced standardization. They typically don't 
want to provide self-service, and their organi- 
zations aren't ready for cost accounting that 
would result in flexible cost," Staten says. 

From Failure To Success 

Despite the bleak outlook for companies 
attempting to establish their own private 
cloud networks, Staten points out that, in the 
big scheme of things, it's good for companies 
to fall short in their initial attempts, because, 
"only through iteration can they get this right. 
You have to gain experience with cloud com- 
puting technologies to understand how they 
are different, ease into their implications, and 
move your organization forward." 

Staten says that infrastructure and operations 
departments should reorganize their expecta- 
tions about internal cloud networks and adjust 
their strategies based on a more realistic out- 
look. "For many enterprises, their entire cloud 
strategy hinges on building an internal cloud 
and trying to maintain the status quo as much 
as possible while reducing costs through 
greater standardization and efficiency," he 
says. "You have to have a broader strategy 
that embraces public cloud computing, SaaS 
services, traditional hosting, and the continu- 
ous evolution of your virtual environment." 

by Kris Glaser Brambila 




Page 30 



Processor.com 



April 8, 2011 



News 



m Groups Believe Cybersecurity 
Incentives Are Needed 

Rather than creating new regulations, the 
Internet Security Alliance, U.S. Chamber 
of Commerce, TechAmerica, the Business 
Software Alliance, and the Center for Democ- 
racy and Technology believe the federal 
government should start providing businesses 
incentives for adopting improved cybersecurity 
practices. A report released by the groups 
calls for private companies to invest in better 
cyber protection in an effort to improve overall 
national security. Such efforts could include 
adopting a companywide cybersecurity plan 
and mapping out responses should a cyber- 
attack occur. Some of the report's suggestions 
for incentives include tax breaks, grants, and 
lawsuit liability protections. 

■ RSA SecurlD Hacked, Customers 
Warned Of Potential Threat 

RSA, the security division of EMC, was 
recently hacked, and its SecurlD custom- 
ers may currently be at risk. RSA informed 
customers of the attack and recommended 
that they strengthen their network security to 
ensure their SecurlD and sensitive data isn't 
compromised. Although RSA has yet to give 
details on exactly what information was sto- 
len, the company warned that if hackers were 
to gain access to SecurlD source code, they 
may be able to perpetrate more secretive and 
effective attacks on SecurlD users. 




curlD" 



■ Intermec Buys 
Enterprise Mobile 

Intermec, a manufacturer of inventory 
tracking and supply chain solutions, has 
acquired Enterprise Mobile, which provides 
lifecycle services such as deployment, 
training, help desk support, and repair. 
Enterprise Mobile will become part of 
Intermec's Global Solutions unit, which is 
headed by Larry Klimczyk, Intermec's vice 
president. Intermec says the acquisition 
will help reduce resource strain experi- 
enced by its customers because the com- 
pany will be able to provide all device 
support and management needs; the 
acquisition will also assist Intermec in 
achieving its goal of becoming a leader in 
rugged mobile business solutions. 

■ SAN Switch, Adapter Sales Grow 

Sales of switches and adapters for storage 
area networks jumped 15% last year, accord- 
ing to Infonetics. Much of the revenue growth 
was sparked by Cisco Systems, which posted 
a 60% increase in SAN switch revenue last 
year. Overall, Brocade remained the larg- 
est vendor in terms of market share, but the 
company lost six points of share while Cisco 
gained seven points. Infonetics predicts that 
the entire SAN switch and adapter market 
will grow to more than $8.4 billion by 2015. 
In 2010, total spending was $2.76 billion. 
Infonetics notes that the market is growing 
primarily because SAN equipment simplifies 
the complexity of consolidating and increas- 
ing the size of the data centers, which is 
particularly important given the increasing 
amounts of video and data content enter- 
prises are dealing with. 



The Convergence 
Of Storage Choices 

Traditional IVIethods Are Blending As Storage Demands Soar 



by Sandra Kay Miller 

■ • ■ 

It's no longer an either/or decision 
today when it comes to enterprise stor- 
age options because enterprises have 
more data to store than ever before. In 
a 2011 report, Gartner Research points 
out, "Despite technologies that will 
increase storage efficiency, enterprise 
data will continue to expand by more 
than 40% a year." 

That means organizations will be depen- 
dent on tiered solutions integrating a vari- 
ety of technologies to provide rock-solid 
platforms for all types of data storage. 
Here's a look at the current technologies 
and growing trends. 



Key Points 



Tape is still very much in use today in the 
enterprise for storage. 

SAN and NAS are converging. Play to 
strengths first, then applications. 

Enterprise storage needs will continue to 
grow rapidly. 



Tape Endures 

Despite the rumors of tape's demise, 
experts believe that tape is very much 
here to stay for now as an enterprise 
storage media. 

"Tape is going to have a long tail asso- 
ciated with it. It's not going to drop off 
a cliff," says Dave Russell, research vice 
president at Gartner Research, who still 
sees tape in use at the majority of enter- 
prises. Magnetic tape has been a standard 
data storage media for more than 50 years. 
Today, most enterprise tape storage sys- 
tems are automated carousels and libraries. 

Russell points out that the main chal- 
lenges with tape aren't with the technol- 
ogy itself, but more the human aspect of 
having to physically move media around. 
"Most tape failure isn't that the bits 
couldn't be recalled from the magnetic 
media, it's because of human factors — the 
tape was exposed to environmental factors 
or was damaged," he says. 

From a financial perspective, tape is still 
the most economical format for long-term 
data storage and archives. An additional 
advantage is that the media is extremely 
portable, making it easy to transport for 
off site storage. 

Even with excellent data integrity on 
magnetic media, restoring data from tape 
can be a time-intensive process taking 
hours, days, or even longer. 

The Disk Option 

Although disk drives have been around 
as long as magnetic tape, their use as an 



enterprise storage media has only become 
widely adopted as drive capacity has 
increased and the cost of the physical 
drives themselves has dropped. 

Disk storage is a general term encom- 
passing a number of technologies, 
including mechanical disks, solid-state 
drives, and RAID. 

Traditional mechanical disks dif- 
fer from solid-state drives in that the 
storage media and read/write heads are 
moving parts and therefore more prone 
to failure than solid-state drives, which 
have no moving parts and are more 
durable, quieter, and faster. However, 
solid-state drives typically cost twice as 
much as hard disk drives. 

RAID storage consists of a bank of 
disks — up to 10 — which delivers more 
capacity and stability through the distribu- 
tion of data across multiple drives that cre- 
ate a single logical unit of storage. 

Despite an overall higher price tag 
for disk than tape as a method of long- 
term storage and the lack of portability, 
the significant advantages to disk are 
speed and agility. Disk storage provides 
the ability for everything from entire 
blocks of data to a single file to be 
restored quickly. 

Advances in data compression, includ- 
ing deduplication, have further made 
disk storage a more viable enterprise 
storage option because the amount of 
drive space required can be reduced by 
as much as 90%, especially in virtual- 
ized environments where there can be a 
large amount of duplicate files, such as 
operating systems and databases. 

George Crump, president of Storage 
Switzerland, advises to "Use it all," 
a process often referred to as D2D2T 
(disk-to-disk-to-tape). Crump explains 
that by first using disk-to-disk, back- 
ups can be done quickly and more fre- 
quently, but data requiring long-term 
or redundant storage can then be moved 
from disk to tape. 

"We know that disk usage is on the 
rise," explains Gartner's Russell. "While 
65% of organizations say their back- 
up methodology is disk-to-disk-to-tape, 
we see the middle disk in there is get- 
ting much larger and more sophisticated 
with technologies such as deduplica- 
tion, but there's still tape somewhere in 
the process." 

SAN & NAS Arrays 

Not that long ago, there were rag- 
ing debates between whether it would 
be SAN or NAS that would dominate 
the enterprise storage market, but for 
the past five years, Gartner has been 
advocating a combination of the two. 
"There's definitely been a trend toward 
convergence," Russell says. "A lot of 
the vendor community are trying to 
respond along those lines." 



The inherent differences between the 
two technologies are the wires and proto- 
cols. NAS utilizes TCP/IP running over 
Ethernet, FDDI (Fiber Distributed Data 
Interface), and ATM (Asynchronous 
Transfer Mode), while SAN operates 
on Fibre Channel with encapsulated 
SCSI. This means that practically any 
device attached to a LAN or WAN can 
connect to a NAS, but only server-class 
machines with SCSI Fibre Channel can 
connect to a SAN. 

Another significant differentiation is the 
way each handles data. A SAN addresses 
and transfers data in blocks, but a NAS is 
able to handle data as well as associated 
metadata, security, and authentication. 

However, with growing technologies 
such as iSCSI and the Open Storage 
Networking Initiative, Crump says 
that the line between SAN and NAS 
technologies has become so blurred 
that enterprises don't have to choose 
between one or the other. 

The caveat depends upon the applica- 
tions. "There are applications that run 
better on block storage (SAN), such as 
databases such as SQL, Exchange, and 
SharePoint," Crump says. 

Crump explains this emerging para- 
digm of storage technologies with mul- 
tiple connectivity types and functions 
as being somewhat iPod-style, where 
the platform can be used for multiple 
purposes. "That's increasingly what 
we're seeing from the storage market 
in general, in part because server virtu- 
alization is driving us toward the need 
for more agility and increased speed 
of deployment," he says. "Instead of 
buying myopic solutions, we need stor- 
age platforms that not only can handle 
current demands, but the needs of the 
future when they shift." _ 



Storage In The Cloud 

Recent polls conducted by Gartner and 
Storage Switzerland reveal a growing 
interest in enterprise cloud storage. 
"We know that more of the storage work- 
load is moving toward the cloud, but it's 
not going to become 100% cloud," says 
David Russell, research vice president at 
Gartner Research. An overwhelming 70% 
of the respondents to the Gartner query 
cited security as the top reason for avoid- 
ing the use of cloud storage; however. 
Storage Switzerland CEO George Crump 
sees the opposite, especially in small to 
midsized enterprises that are realizing the 
inherent complexities of storage and want 
someone more knowledgeable to man- 
age it. 'The storage security I see in most 
enterprises has led me to believe the data 
in the cloud is probably more secure," 
Crump says. 
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HOW TO 



Set Up A Data 

Classification 

System 

Security & Performance 
Play Key Roles In The Process 



by Jean Thilmany 
• ■ • 

Both data and information can be 

classified, or ranked, within an IT system by 
level of security and importance. Most enter- 
prises will need to classify data. And those 
that deal with financial or sensitive informa- 
tion — or are mandated by law — will need to 
assign security levels to information moved 
among and outside employees. 

Enterprise data is typically classified in 
tiers based on how critical the data is in 
terms of data loss, in terms of performance 
requirements, or combinations of both, says 
David Feinglass, director of solutions engi- 
neering for managed services and hosting 
provider Latisys (www.latisys.com). 

So the first step in determining a data clas- 
sification system is to rank the importance 
of enterprise data. Tier one may be critical 
production data that cannot be lost, tier two 
data may be older production data that can 
be restored from backup within a day, and 
tier three data may be archived data that is 
rarely accessed but must be kept by law or 
necessity for seven to 20 years. 

The ranking could also be done by per- 
formance level, such as Fibre Channel, 
SAS, or SATA, Feinglass says. Or, data 
can also be tiered based on security require- 
ments. Tier one data might be information 
that must be encrypted, while tier three 
does not need to be encrypted, he adds. 

Who Sees What 

IT managers must first meet with pertinent 
enterprise executives and employees; together 
they should set a plan for determining how 
to structure the tier system — for example, by 
data criticality or by performance require- 
ments, Feinglass says. It's easiest here to go 
application by application, looking at the per- 
formance needs of each application and at the 
data stored within the applications, he adds. 



"A lot of time the importance of the data 
is determined by a business impact analy- 
sis — what's the impact if the application fails, 
and what are the components that support the 
application?" Feinglass says. "You do this 
analysis to gather the tiers for your data." 

The team responsible for setting tiers 
must be aware that some data will fall into 
more than one tier and that it will likely 
move down the tiers as it ages. They'll also 
need to be aware of enterprise requirements 
regarding archiving. Many enterprises — 
including those in the medical, legal, and 



Key Points 



• Data classification schemes prevent infor- 
mation from being read by unauthorized 
users and provide a system for storing 
data based on how critical the data is in 
terms of data loss, performance require- 
ments, or a combination of both. 

• Legal mandates may require enterprises 
to classify sensitive data and keep archi- 
val information for a set period. 

• Data is best archived via an automated 
system to prevent data loss. 



financial realms — are required by law to 
keep information, including emails passed 
back and forth, for a certain amount of time, 
often seven years or more, Feinglass says. 

"Relatively new data needs to be accessed 
frequently, so performance needs are high 
because the data needs to be accessed quick- 
ly and you don't want a lot of people wait- 
ing, and the applications running it require 
this speed," Feinglass says. This type of 
data would be ranked tier one or tier zero, 
rankings reserved for the information most 
important to an enterprise. Tier zero data is 
sometimes called production data. It's infor- 
mation that employees refer to frequently. 



"But as data ages and the need to access 
it diminishes, it will move from tier one to 
tier two and three," Feinglass says. "As it 
starts to age, it goes into long-term stor- 
age; you need to have it around and may 
access it every now and then but it's not 
the most critical data you have." 

IT managers will need a plan for mov- 
ing data, which can be done manually or 
automatically, he says. He suggests an 
automated system, which many storage 
vendors provide. Automation saves time 
and eliminates mistakes that can happen 
when data is moved manually, he adds. 

Archival data can be stored offline in a 
tape or optical system, he says. To com- 
ply with legal mandates, the data must 
be accessible within 24 hours following 
a request. These types of storage systems 
allow for that, Feinglass says. 

Rank & File 

In light of fairly recent legislation around 
protecting personal information — particu- 
larly financial and medical information — 
and more sensitivity toward data in general 
in this Internet age, IT managers are also 
struggling with how to ensure that private 
information is fully protected. 

By classifying the information based on 
how sensitive it is, the information can be 
controlled and secured. IT managers can 
better control who has access to the infor- 
mation and who can send it outside the 
company, says Charlie Pulfer, vice presi- 
dent at Titus (www.titus.com), a security 
solutions provider. 

For these types of privacy concerns, 
IT managers must again meet with enter- 
prise executives and other pertinent 
staffers to determine how to classify 
information, which is usually classi- 
fied as public information, for internal 
use, or strictly confidential, Pulfer says. 
Next, managers will need to put tools 
in place that force users to apply a clas- 
sification as they're creating a document 
or email, he adds. For instance, some 
message classification systems can 
remind — or can force — users to apply 
a classification level to all information 
they're sending, whether confidential, 
internal, public, or some other option. 

If the system recognizes information 
within the email that should be classified 
or recognizes a recipient that must receive 
only classified information, it prompts 
users to classify the email as confidential. 
The email will not be sent until such clas- 
sification is added, Pulfer says. Asking 
users to classify every document or email 
they send makes them accountable for 
confidential and private information and 



also forces them to consider who they'll 
send the information to, Pulfer adds. 

"Once it's classified, it creates a lit- 
tle piece of information that is within the 
email or document — called metadata — 
that travels with the information and says 
what type of classification it is," Pulfer 
says. Such systems can be configured so 
the email server blocks outgoing emails 
with certain classifications, such as private 
or confidential, he adds. 

Track Data Use 

Other classification systems note each 
time a user accesses data, no matter where 
he accesses it from or how he accesses it and 
also track which files contain sensitive or reg- 
ulated content, says David Gibson, director of 
technical services for Varonis (www.varonis 
.com), a maker of data-governance solutions. 

These types of classification systems give 
IT a picture of who can access data and who 
is accessing the data, who should have their 
access revoked, which data is stale, and where 
data is exposed to risk, Gibson says. 

"With all the information in one frame- 
work, it's like having it in one single database 
server," Gibson says. "You can see who has 
access to the data, who owns it, who's been 
using it, and where the sensitive data [is] con- 
centrated and exposed to too many people." 

These systems also identify who cre- 
ated the data and who can access it, which 
allows IT to work with those people during 
IT changes and to continue to ensure the right 
people have access to the right data, he adds. 

To properly classify information and 
data, these experts suggest meeting with 
executives and managers to determine 
how to rank sensitive data and to deter- 
mine who will have access to information, 
then bringing in a system that can auto- 
matically classify and archive information 
and mark data as classified. 



TOP TIPS 



IT managers will need to meet with enter- 
prise executives to determine how to 
rank — and who will have access to — clas- 
sified information. 

Asking users to mark emails as classified 
or unclassified makes them think twice 
about where their information is going. 

Systems on the market today can auto- 
matically classify information and are 
worth checking out. 

Some systems give IT a picture of who 
is accessing sensitive information, which 
can ensure the information doesn't get 
into the wrong hands. 
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New Report Examines 
Costs Of Corporate 
Data Breaches 

The "U.S. Cost Of A Data Breach" report 
from Ponemon Institute found that the aver- 
age breach cost $7.2 million, and companies 
lost $214 on average for each compromised 
record. In addition to the increased costs, the 
number of breaches involving a malicious or 
criminal act was also up. In total, malicious 
attacks were the cause of 31% of all cases, 
which ranked second only to negligence 
(41%) in terms of data breach causes. Cost 
per record of breaches in negligence cases 
averaged $196, up 27% from 2009. 

"We continue to see an increase in the 
costs to businesses suffering a data 
breach," says Dr. Larry Ponemon, chair- 
man and founder of the Ponemon Institute. 
"Regulators are cracking down to ensure 
organizations implement required data 
security controls or face harsher penalties. 
Confronted with both malicious and non- 
malicious threats from inside and outside 
the organization, companies must proac- 
tively implement policies and technologies 
to mitigate the risk of costly breaches." The 
information in the Ponemon report, which 
was sponsored by Symantec, was based 
on breach information from 51 U.S. com- 
panies that covered 15 different industry 
sectors. The breaches ranged from 4,200 to 
105,000 affected records. 

















I 





Quick Responses More Costly 

Companies that responded quickly (within 
a month) to a data breach ended up pay- 
ing 54% more per record than companies 
that acted slowly to notify customers. About 
43% of companies notified victims within 
a month of breach discovery, up 7% from 
2009. Per-record costs for businesses that 
quickly responded was $268, while orga- 
nizations that took longer to respond paid 
only $174 per record. 

Ponemon indicates that total breach costs 
have increased every year since 2006. 
In terms of prevention measures taken 
after a breach occurred, 63% of breach 
respondents say that they use training and 
awareness programs, while 61% implement 
encryption measures. The report found that 
companies are more proactlvely protecting 
themselves from malicious threats — aver- 
age detection and escalation costs went up 
72% compared to 2009 costs. In other good 
news. In 2010, there were fewer breaches 
due to system failures, lost or stolen devices, 
and third-party mistakes. 

Symantec and Ponemon Institute worked 
together to launch the Data Breach Risk 
Calculator (http://bit.ly/h5BnXJ) to help you 
estimate how much a data breach would cost 
your organization. In all, the utility will indicate 
the likelihood that your company will experi- 
ence a data breach in the next year, the cost 
per record should a breach occur, and the 
overall cost. 

by Nathan Lake 
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CASE STUDY 



Security On The Go 

Mobile Active Defense Protects The Health Of Nurse Service's Mobile Devices 



by Robyn Weisman 

Visiting Nurse Service of New York 
provides home healthcare services, includ- 
ing maternity and pediatrics, hospice, 
senior care, and rehabilitation services, 
to more than 130,000 patients living with- 
in New York City's five boroughs and 
nearby Westchester and Nassau Counties. 
Its 4,000 nurses spend close to 100% of 
their time in the field, making 40,000 
patient visits a day on average, says Larry 
Whiteside, Jr., chief information security 
officer at VNSNY. 

Although VNSNY has been around 
since 1893, the organization lever- 
ages technology so that its clinicians 
can perform their work effectively 
and securely. Currently, these health- 
care professionals use laptops that 
have been converted into tablets 
that allow writing on the screen, but 
these specialized computers weigh 
up to 5 pounds and cost about $2,000 
apiece, Whiteside says. 

"If we can change our technolo- 
gies to an iPad or another slate-type 
device, we'll have immediate cost 
savings, but because the majority of 
the slate computing market has been 
targeted toward consumers, secu- 
rity management was not thought of when 
building these devices," Whiteside says. 
"Now [these manufacturers] are trying 
to bolt on security after the fact, and it's 
well-known in IT and security circles that 
it will never be as good as if it were built- 
in from the beginning." 

What Whiteside was looking for was 
the level of security that BES (BlackBerry 
Enterprise Server) supplies for non-Black- 
Berry mobile products, including those 
powered by Apple's iOS, Google Android, 
Windows Mobile, and other mobile device 
operating systems. And Whiteside has 
found that functionality in MECS (Mobile 
Enterprise Compliance and Security 
Server) by Mobile Active Defense (www 
.mobileactivedefense.com). 

The Importance Of Securing 
Mobile Devices 

VNSNY has done its due diligence when 
looking at its technology road map for 
the future. "If a solution does not provide 
us with the level of security that I would 
implement in a regular laptop environment, 
then I can't sign off on it," Whiteside says. 

Whiteside checked out most of the 
mobile security solutions that were avail- 
able and had conference calls and Web 
presentations, complete with demos, 
with all of them. "I asked them all very 
pointed questions associated with secu- 
rity," he says. "I asked them what level 
of security I would have and the control 
I would have over data and security on 
each device, as well as what the user can 
or can't do either to change or subvert the 
controls I have put in place." 

Whiteside adds that these issues are par- 
amount not only because mobile devic- 
es increasingly are becoming primary 
devices, but because of the convergence 
between personal and business devices. 
"We have users who are willing to pay 
for their own preferred devices, which is a 



viable option if I could put security around 
those devices," he says. "I needed to figure 
out a way that allows me to put security 
in place and give them the capabilities to 
connect to their home computer and put 
music on their iPhone. I don't want them 
to have separate Web policies from the 
rest of my enterprise." 

Keeping Complete Control 

According to Whiteside, MECS was the 
only solution he found that gave him the 
complete control he needed for mobile 
devices, be it smartphones or tablets. 
"[MECS] not only allowed me to force 



mobile active defense 



In addition to this BES-level security and 
control, MECS provides automated alerts for 
just about anything you need to track, includ- 
ing information about smart devices that have 
gone out of policy and geolocation-related 
issues. It also provides lockdown capabili- 
ties, including the ability to wipe a lost or 
stolen device. 




The Smartphone Security Company 



all traffic from the devices through my 
environment, it also gave me the ability to 
stop users from being able to turn it off," 
he says. "It's the first solution that does 
BES for non-BlackBerrys." 

Whiteside explains that competing 
solutions prevented users from accessing 
information if they turned off the controls 
but that they offered no answer to protect- 
ing sensitive data already on the device 
because the security and policies would be 
disabled. In contrast, MECS protects that 
information no matter what the user tries 
to do. "If I want them to be able to load 
certain apps and not others, I can put that 
control on there, and they cannot turn it 
off," Whiteside says. "MECS forces them 
to come through my environment." 

MECS works by installing a small con- 
figuration app that does not slow down 
the smartphone or use up memory or stor- 
age. Through this app, the administra- 
tor can set up a wide range of custom 
policies through the MECS console that, 
say, allow a user to use his camera, dic- 
tate whether a device can access the Web 
through a browser, and determine which 
apps can be downloaded and which are 
disallowed. Moreover, MECS uses 256-bit 
AES encryption for all traffic between the 
mobile device and the MECS server. 



Testing It All Out 

Currently, VNSNY is still in the test- 
ing stages as it finalizes its strategies for 
pushing out smart devices to its employ- 
ees. "That determination is based upon 
the strategies that we come up with for the 
deployment of these devices and our 
application architecture, which is an 
ongoing task," Whiteside says. "Our 
IT organization is closely tied to the 
business and so we want to make 
sure that we are not only supporting 
business in their current efforts but 
also supporting them in the future 
efforts to be as efficient as possible." 

Whiteside says his group has sev- 
eral iPads and iPhones connected 
to the MECS. "We're looking at 
types of controls and overall man- 
agement, testing policies to make 
sure we can't break it, and checking 
out some of the new location-aware 
features that show us where a device is," 
Whiteside says. "We're checking out a lot 
of the functionality to give [Mobile Active 
Defense] information on things they can 
add or change to make the product that 
much more viable and help them in contin- 
ued development efforts moving forward." 

Responsive Customer Support 

Although MECS' compliance capa- 
bilities are of obvious importance to a 
healthcare organization such as VNSNY, 
Whiteside says his group has not yet 
explored them too deeply. "Every time 
I approach security, I do from a security 
standpoint rather than a compliance or a 
regulatory one," he explains. "I figure that 
if I get it to a secure level, I can apply what- 
ever compliance or regulatory mandates to 
that. Basic security and best practices are 
always more stringent than the regulatory 
bodies actually demand." 

Whiteside also is pleased with Mobile 
Active Defense's customer support, which 
he finds unique regardless of solution. "They 
are very responsive [via] email or phone to 
things we have asked of them, whether it's a 
change or we just needed help," Whiteside 
says. "Recently we brought on a new guy to 
[help us] through this pilot, and they quickly 
got him up to speed." 



Mobile Active Defense 
IVIobile Enterprise Compliance & Security Server 



A mobile security server that offers BlackBerry Enterprise Security-level security and compliance 
as well as granular policy management for IOS, Android, Windows Mobile, Nokia Symbian, and 
other smartphone platforms. 

"If I want [users] to be able to load certain apps and not others, I can put that control on there, 
and they cannot turn it off. IVIECS forces them to come through my environment." says Larry 
Whiteside, chief information security officer at Visiting Nurse Service of New York. 

(877) 425-6623 I www.mobileactivedefense.com 
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SECURITY 



Balancing Security 
& Productivity 

Securing The Enterprise Is Vital, 

But It Shouldn't Come At The Expense Of The Business 



by Mike Chappie 

Security professionals around the 
world ask themselves the question "Do I 
have the right level of control?" on a daily 
basis. In fact, those who don't ask this 
question probably aren't performing an 
appropriate level of due diligence. 

Balancing security and productivity 
is one of the most difficult challenges 
facing security professionals. On the 
one hand, lax security controls may 
expose an organization to an unaccept- 
able level of risk. On the other hand, 
controls that are too rigid may inter- 
fere with the ability of users to achieve 
business objectives. 

Chris Boyd, senior threat analyst at 
GFI Software (www.gfi.com), feels that 
although finding the proper balance 
is difficult, it is achievable. "You can 
be secure and productive — they don't 
have to be mutually exclusive," he says. 
"Many companies put themselves at risk 
of data theft, social engineering, mal- 
ware, and worse. Common sense, con- 
stant staff training, and good password 
management ensure they won't appear 
on the front of a newspaper tomorrow." 
The challenge, he adds, is to not be the 
low-hanging fruit for an attacker. If you 
put up a decent defense, most attackers 
will move on fairly quickly. 

No One-Size-Fits-All Solution 

Unfortunately, there's no cut-and- 
dried set of criteria that can tell you if 
the set of controls you have in place 
is appropriate for your business envi- 
ronment. IT consultant Harold Mann 
feels that some organizations have 
gone overboard, treating their security 
roles as if they were the Transportation 
Security Administration: "Everything 
goes through a metal detector, even if it 
means huge delays," he says. 

Pierluigi Stella, chief technology 
officer of Network Box USA (www 
.networkboxusa.com), agrees: "The 
immediate reaction of any security 
person is to lock things up and not let 
anybody do anything slightly risky," he 
says. Although that might work occa- 
sionally, he adds, many companies 



aren't able to take this approach because 
they want to give employees leeway 
to use computing resources in the 
manner they see fit. "It's usually OK 
to allow someone two minutes of surf- 
ing ESPN. You need a distraction once 
in a while to achieve a healthy balance 
at work." 

Fortunately, it's entirely possible to 
allow employees some leeway without 
subjecting the organization to uncon- 
trolled risk. In the case of Web surfing, 
Stella points out that a combination of 
content filtering and antivirus scanning 
at the network gateway goes a long way 
toward protecting an organization from 
the risks inherent in Internet use. The 
reality, however, is that not everyone 
is on the security bandwagon. "We've 
been talking about layered protection 
for years, but a lot of companies still 
aren't doing it," Stella says. 

Outline Your Objectives 

Experts agree that one of the most 
important principles that designers of 
security controls should follow is start- 
ing with the business objectives and 
then designing controls that balance 
achieving those objectives with secur- 
ing the enterprise. This evaluation must 
be built upon a common understanding 
and trust. Mann says that this doesn't 
happen very often in the real world. 
"My experience is that IT folks tend to 
want to dictate the terms rather than let 
management decide," he says. "They 
believe management doesn't 'get it' 
and put up a number of systems for a 
variety of reasons: job security, fear, 
desire to control, and power." 

Keep in mind that communication 
with clients, employees, and the public 
is often a key business goal. If attack- 
ers are able to interfere with that chain 
of communication, it can cause embar- 
rassment at best and lost business at 
worst. Boyd says that many organi- 
zations overlook social networking 
accounts when planning a compre- 
hensive set of security controls. They 
often violate their own security pol- 
icies by using very basic passwords 
on Twitter and Facebook accounts with 



Key Points 



• Tie security controls back to business 
objectives. 

• Allow employees leeway to surf the Inter- 
net in a responsible manner, experts say. 

• Communicate the enterprise's security 
risks and requirements in plain language 
when speaking with business leaders. 



no password management strategy. 
"Nothing damages a brand faster than 
a hijacked Twitter account spamming 
Viagra pills," he says. 

Michael Davis, CEO of Savid Tech- 
nologies (www.savidtech.com), recom- 
mends that his clients follow a very 
simple rule when designing employee- 
facing security technology: "If you 



can't prevent it, you must detect it." 
Simply put, if a security control could 
impede a staffer's ability to get the job 
done, Davis recommends the use of a 
detection-based security control. Popular 
detective technologies include IDS/IPS 
(intrusion detection and prevention sys- 
tems), DLP (data loss prevention) sys- 
tems, and SIEM (security incident and 
event management) devices. 

Communicate Security Need 
To Business Partners 

Savvy IT professionals are able to 
build bridges between the alphabet soup 
of acronyms and technical jargon used 
in security circles and the business 
language used in the boardroom. Mann 
suggests that IT staffers learn to com- 
municate with business leaders in plain 
language, allowing them to clearly con- 
vey the level of risk to an organization. 
The easiest way to do this is to use dem- 
onstrations, anecdotes, and news stories 
affecting other firms and explain the par- 
allels in your organization. "Take the 
company president downstairs and show 
him how you can steal company infor- 
mation from any laptop over insecure 
Wi-Fi," he says. 

Indeed, a clear demonstration of an 
organization's existing vulnerabilities 
and the potential ramifications on the 
business goes a long way toward obtain- 
ing the resources necessary to build a 
solid information security program. The 
alternative — building a program in the 
wake of a significant breach — is much 
less palatable. 



WeBuyUsedTape.net 

We pay top dollar for 
your new and used tapes. 

• 35 years experience; 20 years same facility 

• DoD, HIPAA, and SOX-approved processes 

• References available— all industries 



We make it easy: 

• Submit your list of inedia: online, email, or fax 

• Receive a confidential offer within 24 hours 

• Documentation and shipping arrangements prepared 

• Tapes received and verified at our secure facility 

• Data eradicated using safe and approved processes 

• Receive payment and Data Destruction Certificate 

Contact us now! Free Shipping and Fast Pay! 
(800) 821 -1 782 www.WeBuyUsedTape.net 
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Leveraging Risk Assessments 

One of the best ways to identify an appropriate level of security controls is to begin with 
a thorough risk assessment. If resources permit, you may wish to engage an outside con- 
sultant to help you through the process, but there's no magic to it. You can begin by iden- 
tifying the most critical assets to your organization, be they systems, data, or something 
else, and then enumerate the vulnerabilities in those resources and the possible threats 
that might exploit those vulnerabilities. When you find a pairing of a high-likelihood threat 
with a significant vulnerability, you've identified a risk that must be managed. 

Michael Davis, CEO of Savid Technologies (www.savidtech.com), feels that risk assess- 
ments allow you to focus on the data that is most precious to the business and not be side- 
tracked by the latest vendor hype. "Doing this helps ensure the small amount of time and 
budget organizations have is allocated properly," he explains. 
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CLIENTS 



Tablets In The Enterprise 



Ready Or Not, Tablets Are Hitting The Workplace 



by Kurt Marko 

As WE APPROACH the Apple iPad's one-year 
anniversary — an unveiling that heralded a 
new generation of information appliances — 
the implications on the PC market are already 
ominous. With several million selling per 
month, the iPad has led Gartner to cut its 
PC sales estimates by almost 4% for 2010 
and over 2% this year. In fact, Gartner con- 
tends, "Over the longer term, media tablets 
are expected to displace around 10% of PC 
units by 2014." 

Like smartphones before them, many 
tablets are entering the office through the 
back door, as employees bring their per- 
sonal devices into work. Perhaps learning 
from the smartphone experience, few IT 
departments are in denial of the rising 
tide of tablet usage, with many seeking 
ways that this svelte hybrid of laptop 
and smartphone might be exploited to 
increase productivity, streamline busi- 
ness processes, and enable entirely new 
applications and work modalities. "IT 
can't say no now that executives and C- 
levels are bringing their personal devic- 
es into the office," says Christian Kane, 
researcher with Forrester Research. 

We'll examine some uses for tablets in 
the enterprise, along with the issues and 
challenges IT departments must address as 



they seek to integrate this rapidly evolving 
product into their mobile device mix. 

Typical Applications, 
Job Types & Industries 

The advantages and appeal of tablets are 
by now well-known. Their lightweight, 
appliance-like convenience and high-res- 
olution touchscreen interfaces make them 
ideal platforms for browsing and consum- 
ing information — typically, checking email, 
browsing social network feeds, and reading 
everything from Web sites to books. Yet 
that same interface, with its cumbersome 
means of entering text onto a virtual key- 
board, makes tablets far inferior to even 
the most Lilliputian netbooks for creating 
information — responding to email, writing 
short memos, or filling out forms. In this 
respect, tablets are more like smartphones 
on steroids than streamlined PCs. 

Because tablets and app phones run 
essentially the same way, using similar 
OSes and electronics, it's not surprising 
that the two usage models are similar, a 
congruity that gives a good indication 
of where and how tablets are likely to 
be used, as an auxiliary communication 
tool. Yet for enterprises already awash 
in devices, adding a third major client 
platform holds little appeal from either a 
cost or support standpoint. Tablets' real 
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Why navigate through countless Web sites when you can get all 
the information you need in just a few minutes by reading Processor! 
Processor's content is comprehensive, but it's presented in a 
quick, easy-to-read format, so you can keep up with the constant 
flood of new data center products and technologies. 




benefits come from those scenarios where 
they might displace traditional PCs. 

Tablets are well-suited to common office 
communication chores but are also migrat- 
ing into specialized applications designed 
for specific jobs, tasks, or work environ- 
ments. Most enterprises have yet to evalu- 
ate these products, so there are few if any 



Key Points 



Tablets are entering the enterprise 
through informal channels as executives 
and managers bring personal devices into 
work. As such, they are still largely used 
for basic communications tasks such as 
reading email, browsing the Web, and text 
messaging. 

As with smartphones, supporting tablets 
requires IT to have MDIVI (mobile device 
management) software and support pro- 
cesses. Although MDM vendors have 
focused on smartphones, because the 
OSes are similar, most also work with tab- 
lets and are increasingly device agnostic. 
Organizations considering adding tablets 
to their mobile device mix should be sure 
to develop a mobile device security, life- 
cycle, and support strategy. 



large-scale tablet implementations. But 
according to Kane, tablets are garnering 
interest in health care, where doctors and 
nurses can retrieve and update electronic 
patient records while making their rounds; 
in retail and hospitality, where salespeople, 
servers, and agents can perform order entry 
or assist customers without being tethered 
to a workstation or point-of-sale terminal; 
and for field staff and industrial locales 
such as shop floors or warehouses, where, 
again, a tablet's mobility fits the work envi- 
ronment. Ted Schadler, vice president and 
principal analyst with Forrester, also sees a 
tablet as a laptop substitute for executives 
on short trips, where it can also serve as a 
presentation appliance. 

Implementation Challenges 

The similarity between tablets and app 
phones doesn't end with usage models; 
it's deployment, support, and security 
challenges are almost identical for each 
platform. Perhaps the most pressing need 
is endpoint management software akin 
to that used to configure and control cli- 
ent PCs, a largely neglected market until 
recently. This vacuum is rapidly being 
filled as traditional systems management 
and security software vendors join a new 
generation of startups to offer so-called 
MDM (mobile device management) 
systems. "MDM is the cornerstone for 
supporting these devices," says Kane. 
Befitting of the times, MDM systems 
are available either as standalone, on- 
premises applications or online SaaS 



and are "device agnostic," notes Kane, 
capable of managing various mobile plat- 
forms. He notes that MDM customers are 
clamoring for tablet support, but prod- 
ucts are only beginning to address tablet- 
specific features. 

Security is the other infamous tablet bug- 
aboo. Again, the risks and vulnerabilities 
are almost identical to those facing smart- 
phones: lost or stolen devices with confi- 
dential information, susceptibility to a new 
generation of malware that can spread not 
only via email and browser clients but also 
SMS messages, and easy targets for thieves 
to steal not only data but also location infor- 
mation (from embedded GPSes) and images 
(from built-in cameras). Given the tablet's 
newness, security products are still catching 
up to the threat potential; fortunately, the 
threats are likewise largely considered only 
potential at this point, as tablets aren't yet 
a major target for hackers or cybercrimi- 
nals. Also, because the most popular tablet 
uses a closed application distribution system, 
Apple's App Store, it's much more difficult 
to spread more sophisticated and pernicious 
native application malware. 

Another consideration before jumping on 
the tablet bandwagon is compatibility with 
enterprise applications. Given the Internet's 
detailed and mature standards, most Web- 
based apps and email systems work fine 
on tablets, although smaller devices with 
less screen real estate will compromise on 
rendering. Custom applications are another 
story, although with desktop virtualization 
vendors rushing to provide viewer apps, tab- 
lets can be a viable remote display for native 
Windows apps. Kane doesn't see application 
availability being a long-term problem with 
developers flocking to mobile platforms, 
seeing them as the hot new frontier. 

Recommendations 

Ultimately, for tablets to be effective 
enterprise tools, Schadler believes they 
must displace existing devices (PCs), 
replace incumbent business processes 
(such as paper-based forms), or enable a 
new place in the enterprise for mobility- 
enhanced applications. Kane adds that 
enterprises will ultimately derive value 
through tablet-based applications, not the 
devices themselves. 

Unlocking this value, according to Kane, 
entails developing a usage and applica- 
tion strategy and then the management 
and support processes that allow tablets to 
coexist in IT's environment. Research by 
the Enterprise Mobility Foundation echoes 
this advice. It says organizations consider- 
ing adding tablets or app phones to their 
mobile device mix should develop func- 
tional applications targeted at specific tasks 
that address specific user needs; use mobile 
enterprise app stores for software deploy- 
ment; and develop a mobile device secu- 
rity, lifecycle, and support strategy. 13 



U.S. Tablet Use Exploding 



When Apple's iPad first debuted, Forrester Research saw the device as a game-changer but 
later admitted its initial forecasts were too conservative. Since then, Forrester has fielded addi- 
tional consumer, SMB, and enterprise surveys; conducted additional supply-side research; and 
seen more sales numbers from Apple, along with briefings from many companies with new 
tablets. All of these inputs have led to a revision of Forrester's U.S. consumer tablet forecast 
for 2010 upward to 10.3 million units, and it expects sales to more than double in 201 1 to 24.1 
million units. Of those sales, Forrester sees Apple commanding the vast majority of the tablet 
market through 2012. 

Source: Forrester Research 
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SERVERS 



BUYING GUIDE 




Buying Tips: 

Blade 
Servers 



by Joanna Clay 



Unless you have an unlimited 
infrastructure budget, installing or 
adding servers isn't something you 
take lightly. Blade servers can help 
you save space and energy, but you 
have to know what's best for your 
business before you can make a pur- 
chasing decision that's both fiscally 
and functionally wise. 

According to Ken Oestreich, vice 
president of marketing for Egenera 
(www.egenera.com), data centers are 
becoming increasingly virtualized and 
require more flexibility, so it's better to 
assess value based on how versatile the 
blade server is rather than on specifica- 
tions alone. 

Oestreich also points out that workloads 
are now more dynamic and multiserver 
environments frequently change, so effi- 
ciency should always be a top priority. As 
a result, blades, memory, storage, and I/O 
should be regularly repurposed. 



Buyers' Checklist 

not traditional specs, 
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Here are some other key factors that 
you should consider: 

Large memory capacity. As the trend 
toward server virtualization continues, 
Oestreich says, performance will dictate 
more virtual machines per physical server. 
Be sure to choose a blade with a lot of room 
for memory expansion if your consolidation 
efforts reach 10 or more virtual machines 
per blade. 

Fast I/O. Look for versatile I/O that can 
dehver rapid throughput. "If blades are to 
be used to host VMs, then fast I/O — 10Gb 
or more — will become a requirement," 
Oestreich says. "Plan ahead for big pipes 
to avoid blade-level bottlenecks." 

Converged infrastructure support. 
Oestreich says next-generation data 
center servers will increasingly use a 
converged infrastructure manage- 
ment approach, also known as Unified 
Computing. "Blades will have to sup- 
port virtual I/O and generally not have 
onboard disk storage, instead opting 
for shared SAN storage to maximize 
blade repurposing," Oestreich says. 

Energy monitoring. "The blade 
controller should absolutely be capa- 
ble of monitoring, if not managing, 
energy at the chassis and blade level," 
Oestreich says. "For particularly 
dynamic workload levels, consider 
systems that can actually shut down 
power to each blade and even curtail 
sections of the power supply. An idle 
blade can use as much as 80% of the 
power as a fully utiUzed blade." 

Maintenance utilities. Minimiz- 
ing downtime for servers that run 



Key Terms 



Clustering. A way to connect sen/ers to share 
the processing loads and support failover. 

Converged infrastructure. An IT architecture 
in which a blade sen/er's I/O, networking, 
switching, and storage is virtually managed. 

Converged networldng. One cable carries 
all the I/O traffic and runs data and storage 
traffic together. 

Enclosure. The primary component for 
housing sen/ers. They are available as multi- 
functional passive chassis and can offer high- 
density scalability and cooling management. 

I/O virtualization. When a single physical I/O 
connection is virtually represented in NICs, 
HBAs, and other I/O ports, there is no need 
for multiple I/O cards 

Stateless blade. Using diskless blades with 
virtualized I/O to repurpose as needed. 

24/7 is a major consideration, so choose a 
vendor that offers maintenance utiUties. 

Other important issues. Have you con- 
sidered the costs associated with enclosures, 
cabling trays, and power supplies? Does the 
server include a preinstalled operating sys- 
tem? If not, this is another feature for IT 
decision makers to work into the budget. In 
addition, be sure to plan for redundant com- 
ponents, including duplicate drives, cooling 
fans, and other recovery features if and 
when devices fail. A worthwhile warranty 
will include three years of coverage along 
with next-day, onsite service with service 
for mission-critical applications. 



FEATURED PRODUCT 



Server Chassis Evolve 

New Options Showcase Clienbro's Cutting-Edge Experience 



by Blaine Flamig 

With the recent release of its new 

RM235 2U Storage Chassis, RM417 4U 
High Density Modular Storage Server 
Chassis, and RM418 4U Modular Storage 
Server Chassis, Chenbro (www.chenbro. 
com) continues to demonstrate the numer- 
ous benefits that its innovative but highly 
practical modular server chassis design 
approach offers system integrators and 
OEM and channel partners. 

For those unfamiliar with Chenbro' s modu- 
lar chassis design, think of it in terms of hav- 
ing the ability to easily and quickly configure 
a company's server storage on location and 
to the company's exact requirements. With 
the RM418 chassis, for example, Chenbro 
provides a building block that easily lets 
IT shift between configuring a server with 
front access to 24 hot-swappable 3.5-inch 
hard drives or 48 2.5-inch hard drives via the 
use of optional hard drive cages such as the 
24-bay RM41824 and 48-bay RM41848. 

The RM417 chassis, meanwhile, gives IT 
admins the flexibility to configure storage 
with front access to 24 3.5-inch HDDs or 
48 2.5-inch HDDs via the RM41736 and 
RM41772 HDD modular cages. Rear access 
to 12 3.5-inch HDDs or 24 2.5-inch HDDs is 
possible through the use of a modular mini- 
SAS 6Gbps backplane or Mini-SAS with 
6Gbps expander solution for the backplane. 

Chenbro' s RM235 offers the means to 
transition among three front-accessible 



modular configurations, including eight 
3.5-inch HDDs (via an 8-bay RM23508 
cage), 12 3.5-inch HDDs (via the 12-bay 
RM23512), and 24 2.5-inch HDDs (via the 
24-bay RM23524 cage). The RM235 also 
supports the configuration of another 12 
3.5-inch HDDs or 24 2.5-inch HDDs using 
a modular expander backplane solution. 

Modular Saves Time & Money 

Enterprise data centers and cloud com- 
puting providers are just two places that 
can benefit from Chenbro' s modular chas- 
sis. For example, it may be necessary for 

Chenbro RM235, RM417 
& RM418 Server Chassis 



(909) 947-3200 
www.chenbro.com 

New rackmount sen/er chassis with modular 
features that allow for numerous backplane and 
HDD cage configurations. 

CH^BRO 



IT to transition an entire rack of servers 
from a 3.5-inch hard drive foundation to 
a 2.5-inch drive base in order to meet the 
specific and last-minute requirements of a 
customer or according to a mandated proj- 
ect. Using Chenbro' s modular HDD cages, 
IT can simply recycle a Chenbro chassis. 



such as the RM417, that it already 
has on hand. 

In addition to saving consid- 
erable time and expense other- 
wise spent acquiring compo- 
nents, Chenbro' s modular chas- 
sis approach assists IT in cutting 
down on a company's onsite 
inventory, managing that invento- 
ry in terms of preparation and pro- 
duction, reducing overhead costs, 
and allowing the company to take 
a significant step toward becom- 
ing more green in its operations. 

Product familiarity and com- 
fort level are two other benefits of 
Chenbro' s modular approach. Rather 
than having to start from scratch and 
obtain a new chassis when presented 
with new configuration requirements, admins 
can reuse the current Chenbro chassis, which 
they will have already worked with first-hand 
and have become familiar with. This means 
that IT can complete new configurations more 
quickly with less effort and without the uncer- 
tainty that various chassis components will be 
readily available. 

Simplified Maintenance 

One of the more unique features Chenbro 
offers is the modular motherboard carrier 
available in the RM417. The carrier lets per- 
sonnel easily install or swap out a mother- 
board. The modular motherboard trait eases 
and quickens maintenance chores, especially 




RM417 




when combined with the ability to easily pull 
out and exchange a drive cage, the chassis' 
tool-less design, slide-rail support, use of mid- 
dle hot-swappable modular fans (optional rear 
fans are available), and an easy-to-assemble 
fan bar that reduces vibrations. Other con- 
venient touches onboard include front LED 
displays with power, reset, and mute switches 
on the left-side handle of the chassis and two 
USB 2.0 ports on the right-side handle. 

Overall, Chenbro' s ability to imple- 
ment modular, hard-tooled components 
into chassis models offering front and rear 
HDD accessibility provides IT appreciated 
fabrication flexibility while simultaneously 
easing configuration headaches, reducing 
inventory, and cutting related costs. 
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SERVERS PRODUCT SPOTLIGHT 



Blade Servers 



Product 



AMAXBIadeMaxAS-7200G 



Description 




The AMAX BladeMax AS-7200G is an advanced 7U 
20-GPU blade server delivering high density and per- 
formance with a maximized number of GPUs per 1 U 
rack space. The AS-7200G offers a reliable and energy- 
efficient architecture boasting 8,960 CUDA cores and 
20.6 teraflops of precision performance in a single chas- 
sis. The system delivers the maximum performance with 
the best CPU-to-GPU balance and optimized I/O. 

• Supports 20 Nvidia Tesia GPUs in 7U space 

• Delivers 8,960 CUDA cores and 20.6 teraflops of 
precision performance in a single chassis 

• Boasts up to 94% power efficiency with Platinum- 
level redundant power supplies 

• Delivers maximum performance with the best CPU- 
to-GPU balance and optimized I/O 

Best For: Compute-intensive scientific and research 
environments utilizing high-performance computing 
applications in a broad array of markets. 



Appro GPU Expansion Blades 
based on the Appro 
GreenBlade System 
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The GPU Expansion Blades from Appro are based on 
the company's GreenBlade System and are available 
in a 5U form factor. They're configured as a CPU/GPU 
combination supporting five dual-CPU server blades with 
five dual-GPU expansion blades per system. The system 
offers configuration flexibility, density, reliability, and 
energy efficiency with affordable mix-and-match com- 
pute blade options. 

• Two GPUs per blade server based on Nvidia 
TesIa M2050 

• Two CPUs per blade server based on AMD 
Opteron or Intel Xeon processors 

• Five blade servers per system total of 10 CPUs/10 
GPUs in a 5U form factor 

• Up to 4,480 GPU cores per system 

• GPU power control capabilities for thermal man- 
agement and power savings 

Best For: Energy, government research, university, 
finance, and bioinformatics institutions. 



Dell PowerEdge M610x 




The PowerEdge I\/I610x blade server from Dell can sup- 
port up to two standard full-height and full-length PCI-E 
cards. The iVi610x comes with supplemental power and 
modular cooling with support for one 300-watt or two 
250-watt cards. 

• Equipped with the Nvidia TesIa GPGPU card that 
can support 400 gigaflops of double-precision 
computations 

• Houses the Intel Xeon 5600 series processors in 
addition to 192GB of DDR3 memory 

• Features two embedded Broadcom NetXtreme II 
5709 Gigabit Ethernet NICs with failover 

• Management tools include Dell Management 
Console, Altiris Deployment Solution, integrated Dell 
Remote Access Controller, and vMedia 

Best For: Organizations seeking the reliability, efficien- 
cy, and manageability of a blade server solution but with 
unique I/O or computational needs. 

Price: Starts at $3,892 



Product 



HP ProLiant BL685CG7 



Description 




The HP ProLiant BL685c G7 features the latest AMD 
Opteron 6100 series processors, multicore scalability, 
and integrated HP Virtual Connect FlexFabric archi- 
tecture, which helps simplify network connections and 
lower infrastructure costs. The HP ProLiant BL685c 
G7 server delivers twice the performance at prices 
starting at 30% lower than the previous generation. 

• Simplifies management and lowers infrastructure 
costs by converging LAN and SAN traffic over the 
same flexible connection 

• iL03 (Integrated Lights-Out 3) Advanced technol- 
ogy helps simplify remote management 

• HP Insight Control software improves management 
productivity while reducing operational expenses 

Best For: Virtualization and compute-intensive data- 
base applications. 

Price: Starts at $9,869 



NEC Express5800 
SIGMABLADEB120a-d 




NEC's Express5800 SIGMABLADE two-socket blade 
server is built without any internal storage; it can 
boot from a virtualization SAN or with NEC AD106a 
attached storage. Key benefits include Intel Quick 
Path Interconnect technology for enhanced overall 
performance. The B120a-d's expanded I/O capabili- 
ties support up to six Gigabit ports and can manage 
more I/O bandwidth. 

• Features the Intel 5520 Chipset 

• Includes 12x DDR3-1066 Registered DIMM with 
96GB max capacity 

• Comes with NEC EXPRESSCOPE Engine 2 
server management software 

• Compatible with NEC H-Chassis and NEC 
M-Chassis 

• Integrated video memory 

Best For: Server environments where a SAN-based 
boot environment is best. 



NEC Express5800 
SIGMABLADE B140a-T 




With four-socket support and 16-core processing, 
the NEC Express5800 SIGMABLADE B140a-T blade 
server is designed for longevity. The B140a-T can 
efficiently run standard applications, clustered applica- 
tions, databases, and hypervisor platform solutions. 
The server is designed for virtualization and comes 
with 128GB memory capacity and expanded I/O 
Gigabit and Fibre Channel bandwidth. In addition, it's 
compatible with high-availability software and includes 
integrated system management features. 

• Shared server components mean reduced overall 
power consumption 

• Intel 7000 series four-socket Xeon processors 
offer high throughput 

• Up to six I/O Gigabit ports plus two Fibre Channel 
ports 

• ExpressBuilder software manages configuration 
and OS installation 

Best For: Data centers interested in integrated sys- 
tem management through a virtualized environment. 
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Dell PowerEdgeM710HD 



m 

The Dell PowerEdge M710HD is a two-socket, half- 
height, memory-dense blade server that offers tremen- 
dous I/O throughput, maximized memory density, and 
robust optional Intel Xeon 5600 processing power, all 
in an ultra-dense form factor with high availability. The 
M710HD also features enterprise-class redundancy with 
hot-swap fault-tolerant SAS or SSD hard drives and 
optional failsafe redundant embedded hypervisors. 

• All the memory density of a full-height PowerEdge 
M710 (18 DIIVIMs) packed into an ultra-dense half- 
height blade 

• Built-in simplified system management tools take the 
guesswork out of administration 

• Flexible, robust throughput options for customers with 
networking or bandwidth needs that change and grow 
over time 

Best For: Sen/er rooms and corporate data centers 
that require a reliable, high-density blade solution that 
can maximize total RAM for virtualization and work- 
load consolidation. 

Price: Starts at $2,282 



Fujitsu PRIMERGY BX400 




The PRIMERGY BX400 from Fujitsu is a compact rack- 
mount or floor-stand blade server that provides a "data 
center in a box," encapsulating Intel Xeon sen/ers and stor- 
age in an all-in-one bundle. With an Executive Dash Panel 
that provides a common interface to multiple administrative 
duties, the BX400 is aimed at small to medium-sized enter- 
prises that want to minimize their investment in servers 
and storage yet still have a sophisticated high-end sen/er/ 
storage solution with room to grow. Augmenting its stor- 
age capabilities, the BX400 integrates the NetApp Data 
ONTAP-v storage management software to offer NFS, 
CIFS, and iSCSI access along with the rich data manage- 
ment functions of the NetApp ONTAP-v software. 

• Up to eight dual-socket BX920, BX922, or BX924 
server blades 

• Rackmount and floor-stand versions 

• Only 45dB noise level, perfect for branch office 
application 

• Executive Dash Panel to help non-IT specialists con- 
trol all administrative duties 

• Up to two integrated NetApp Data ONTAP-v storage 
solutions offering up to 6TB storage each 

Best For: Small to midsized enterprises that want a sim- 
plified all-in-one solution. 

Price: Starts at $4,653 



Fujitsu PRIMERGY BX900 




Fujitsu's PRIMERGY BX900 is a blade server that can 
host a wide variety of applications, such as general- 
purpose Web front ends, high-performance computing, 
optimized virtualization platforms, and large symmetrical 
multiprocessor database hosting. The BX900's use of 
Fujitsu's Cool Safe cooling technology, 92% efficient 
power supplies, and ServerView Power Management 
software provides dynamic power and cooling. The 
server offers high availability, protecting against failure 
and providing automatic recovery. Within the common 
administrative/network domain, the BX900 blade server 
can scale up to 72 blades. 

• Includes the latest Intel Xeon 5600 and 7500 proces- 
sors with up to 512GB of memory 

• 18 half-height blades in a 10U chassis 

• Up to eight I/O connection blades feature Gigabit, 
10Gb, Fibre Channel, and InfiniBand 

• Two types of storage blades, ranging from four-disk 
boot storage to 10-disk SAS enclosures 

Best For: Data centers that would benefit from a 
flexible and dynamic server infrastructure in a cost- 
effective chassis. 



Oracle Sun Blade X6270 M2 
Server Module 




The Sun Blade X6270 M2 sen/er module from Oracle 
is ideal for virtualized application environments where 
efficiency and flexibility matter. Powered by the six-core 
Intel Xeon 5600 series processor, the Sun Blade X6270 
M2 is easy to deploy and upgrade and is ideal for run- 
ning virtualized business applications and enterprise 
collaboration workloads. With the combination of the 
Sun Blade Storage module, virtualized Network Express 
modules, the Sun Blade 6000 chassis, and Oracle 
Integrated Lights Out Manager, you get an efficient sin- 
gle-point management solution under one infrastructure, 
which helps to reduce complexity and OPEX costs. 

• One or two six-core Intel Xeon 5600 series proces- 
sors at up to 3.46GHz 

• PCI-E ExpressModules enable each blade to have its 
own unique I/O configuration 

• Full-featured management at no additional charge 
with Oracle single system management 

• High-capacity memory with 18 DIMM slots 

• 282Gbps I/O bandwidth for data-intensive workloads 

Best For: Organizations using virtualized business appli- 
cations or enterprise collaboration workloads. 



Supermicro SuperBlade 
TwinBlade 




As the newest addition to Supermicro's SuperBlade fam- 
ily, the innovative TwinBlade doubles the number of dual- 
processor compute nodes per 7U enclosure to 20, allow- 
ing for up to 120 DP sen/ers per 42U rack for a dense, 
cost-effective solution. Based on the SBI-7226T-T2 blade 
supporting the latest Intel Xeon 5600 Series processors, 
this system delivers unprecedented performance per dol- 
lar and per square foot. Available with dual 40Gbps ODR 
InfiniBand switches, this blade solution features industry- 
leading 94% power supply efficiency. 

• 20 DP (Intel Westmere and AMD G34) nodes in a 
7U enclosure 

• 1 28GB ECC-registered DDR3 per DP node 

• Dual 40Gb InfiniBand, 10GbE, and 8Gb FCoE 
switches 

• Dual 1/1 0Gb Layer 2/3 Ethernet switches 

• Centralized remote management via IPMI 2.0 or 
KVM over IP 

Best For: High-performance computing in data center, 
enterprise, and cloud computing deployments. 

Contact: (408) 503-8000 I www.supermicro.com 



Supermicro SuperServer 
5086B-TRF 




The SuperSen/er 5086-TRF from Supermicro is a high- 
performance 5U 8-way server that boasts Intel Xeon 
7500 series processors. The system includes 10 PCI-E 
2.0 expansion slots and 64 DIMM slots for up to 2TB of 
storage. You can use up to six onboard SATA2 ports, 
and the 2,800W redundant power supplies meet the 80 
PLUS Gold standard. 

• Supports up to 24 2.5-inch hot-swap SAS/SATA hard 
disk drives 

• Onboard BMC (baseboard management controller) 
supports IPMI 2.0 and KVM with a dedicated LAN 

• Features an Intel 82576 dual-port Gigabit Ethernet 
controller 

• Main memory cards insert vertically into motherboard 

Best For: Enterprises that need maximum scalability 
and a balanced server architecture. 

Contact: (408) 503-8000 I www.supermicro.com 
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Data Center Cleaning Services 



Controlled Contamination 
Services 

m 



^CONTROLLED 



Specializing in worl<ing with data centers of all sizes, 
Controlled Contamination Services can clean the most 
sensitive components to rid your data center of fine 
particles, residue buildup, and other contaminants. 
Professionals will clean server rooms with the latest 
micro-cleaning techniques. Controlled Contamination 
Services performs background checks on its own 
employees to ensure that your facilities and equipment 
are in the right hands. 

• Sen/ices for UPS rooms, computer rooms, and network 
control centers 

• Proper cleaning materials reduce electrostatic charges 
and protect sensitive environments 

• Cleaning services also disinfect raised floor areas and 
command centers 

• Removes dust that air filters can't catch 

Best For: Data centers with sensitive equipment that 
needs cleaning. 



Data Clean 



For more than 30 years. Data Clean has been trusted by 
thousands of controlled environments worldwide. Data 
Clean specializes in maintenance and the identification, 
cleaning, and remediation of contamination that costs 
you where it counts: reduced productivity, customer sat- 
isfaction, downtime, and lost revenue. 

• Specializes in controlled environments: data centers, 
computer rooms, and cleanrooms 

• Full-service branches located in the United States, 
Canada, Mexico, Saudi Arabia, and Asia 

• Flexible scheduling 24/7 

• Dedicated workforce of highly trained and uniformed 
technicians 

• 1 00% satisfaction guarantee 

Best For: Data centers that demand detail-oriented 
cleaning, regular maintenance, and post-construction 
cleaning. 

Contact: (800) 328-2256 I www.dataclean.com 



Data-Tec Systems 



TA^TEC SYSTEMS 



Data-Tec Systems specializes in servicing a variety of 
IT-related facilities, including computer rooms, server 
rooms, print facilities, MDF rooms, item processing 
rooms, and even general office areas on raised flooring. 
Data-Tec Systems has been providing maintenance 
services since 1991 and can care for equipment, tile, 
subfloor, and access floor cleaning as a complete 
package. Data-Tec Systems employs trained techni- 
cians who know how to manage delicate IT equipment 
while cleaning data center rooms. 

• Periodic computer room exterior shell cleaning 

• Access floor tile surface cleaning with pretreated, 
environmentally safe cleaners 

• Subfloor tack cloth wipe-down 

• Access floor installation and replacement 

Best For: Data centers that utilize multiple rooms. 



ProSource 

Mission Critical Services 

ProSource. 

MISSION CRITICAL SERVICES 



ProSource offers mission-critical data center cleaning 
services that consist of multitier, time-sequenced preven- 
tive maintenance plans for cleaning the data center's 
subfloor, raised floor, equipment surfaces, and ceiling 
areas. ProSource also offers subfloor encapsulation that 
includes an epoxy coating application to prevent subfloor 
plenum dust. Additionally, ProSource offers many prod- 
ucts to help prevent contamination and static build-up 
in the data center, such as contamination control sticky 
mats, bypass airflow grommets and blanking panels, 
antistatic cleaning chemicals, and raised floor supplies. 

• Standard sen/ice options include annual, semi-annual, 
quarterly, and monthly preventive maintenance 
service plans 

• Customized plans are available to meet the specific 
needs of individual facilities 

• Raised floor surface cleaning features Pro-Tek and 
Microfiber Flat Mopping System 



Seaico 



SeaIco specializes in cleaning and maintaining com- 
puter rooms and their support equipment. Whether it's 
post-construction cleaning or a preventive maintenance 
program, Sealco's services will allow your data center to 
meet today's environmental needs at an affordable price. 
Acknowledging the customer's concern for safety and 
security, all Seaico technicians receive extensive back- 
ground checks and training in data center operations. 

• 26 years in the data center cleaning industry 

• Permanent full-time employees are background- 
checked and drug-tested both before and during 
employment 

• AirSeal bypass airflow programs designed to 
decrease energy consumption and increase infra- 
structure capacity 

• Full line of computer room products 

• Zinc whisker remediation 

• Nationwide services 



SPEC-CLEAN 



spec-cean. 



SPEC-CLEAN provides continuous maintenance pro- 
grams and post-construction specialized cleaning that 
are based on the needs of your data center or critical 
environment with flexible scheduling and full-time trained 
technicians. SPEC-CLEAN sen/ices include exterior 
and interior hardware cleaning, HEPA vacuuming of the 
sub-floor, and reconditioning the surface of raised floor 
and non-raised floor environments. The company also 
provides environmental follow-up site reports, emergen- 
cy cleaning, and zinc whisker remediation. 

• Complete cleaning of exterior and interior of server 
cabinets 

• HEPA vacuuming takes care of dust on exterior 
cabinets, monitors, and flat surfaces 

• Client walk-throughs to ensure that you're 1 00% 
satisfied 

• Cleaning solutions used are approved for data cen- 
ters and mission-critical environments 



Product 



Description 



Product 



Description 



Best For: Data centers that desire to prevent the 
accumulation of dust and contamination that can cause 
unwanted downtime. 



Best For: Any IT environment that needs cleaning 
services performed on any scale. 



Best For: Data center managers in search of reliable, 
detail-oriented deep cleaning. 
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GCA Services Group 



SERVICES GROUP"" 

GCA Services Group does more than simply clean your 
data center; it offers a host of facility maintenance pro- 
grams suited for the needs of individual data centers. 
GCA Services also offers custom Green Cleaning to 
ensure the health and safety of occupants while ensur- 
ing that it uses the most environmentally friendly meth- 
ods available. 

• Services adhere to cGMP techniques, EST Federal 
Standards, and ISO Cleanroom Operations Standards 

• Maintains bio-pharmaceutical, semiconductor, aero- 
space, bio-safety, chemical, defense, nanotechnology, 
and optics environments 

• Sterile environment cleaning includes decontamina- 
tion, disinfection, gown room management, lab support 
services, and more 

• The Green Cleaning program provides custodial 
effectiveness assessments, sustainable cleaning 
processes, and certified sustainable chemicals while 
complying with GREENGUARD and offering Green 
Seal-compliant products 

Best For: Environmentally conscious data centers. 




Pegasus Cleanroom Services 



PEGASyS CLElumOQM SERVICES 

Unwm-JOIBRBBB™) 

Iht Proven (Inktliir 
Ciitkal EmironimnitClmiiig 

Specializing in designing and implementing a mainte- 
nance program for data centers of any size, Pegasus 
Cleanroom Services seeks to enhance mission-critical 
environments by cleaning and protecting data room 
assets. Pegasus Cleanroom Services can take care 
of data processing, call center, command center, Web 
hosting, colocation, and telecom departments. Addi- 
tionally, Pegasus provides a host of standard data 
center cleaning services, such as general cleaning, 
access floor cleaning, subfloor cleaning, and equipment 
surface cleaning. 

• Offers environmental sampling and reporting 

• Disaster recovery cleaning available 

• ISO testing/room certification 

• Antistatic floor care and monitoring 

• Develop your own personally scheduled plan twice a 
year, quarterly, or daily 

Best For: Data center administrators who value 
personally developed cleaning schedules. 



Plenum Cleaning Services 



3EP\enum 
veanifiG service/ 



Plenum Cleaning Sen/ices cleans data centers, telecom 
centers, and MDF and IDF rooms, as well as power/ 
electrical rooms in accordance with ISO 14644 standards 
without introducing any liquids or scrubbing machines that 
require liquid. Plenum Cleaning Services can customize a 
data center cleaning program to meet your business and 
budgetary needs. Available services include cleaning of 
plenums, access floor tiles (all sides), access floor frames, 
vinyl composition tile floors (strip and wax), hardware, 
equipment, cages, fences, overhead cable trays, lights, 
furniture, and wall fixtures. Plenum Cleaning Sen/ices also 
offers post data center construction cleaning. 

• Improves the static dissipation properties and prolongs 
the condition of the high-pressure laminate access floor 

• Lowers cooling costs by reducing the air density and 
improves the air quality by removing 99.999% of dust, 
pollen, mold, bacteria, and any airborne particles with a 
size of 0.12 micron or larger 

• Prolongs the lifetime of hardware and equipment by 
maintaining optimal operating conditions, including air- 
flow and temperature 

• Improves aesthetics 

• Provides unsurpassed sen/ice and offers a 100% 
customer satisfaction guarantee 

• References available with written estimate 

Best For: Preventing costly downtime related to thermal 
shutdown as a result of components overheating due to 
dust and debris buildup. 



Specialty Cleaning Services 




Specialty Cleaning Services can effectively clean data 
centers, while also taking care of cleanroom, industrial 
lighting, acoustical ceiling tile, and post-construction 
cleaning. Offering five basic services. Specialty Cleaning 
Sen/ices uses HEPA-filtered vacuums, lint-free dust 
cloths, and sterile cleaning agents to complete commer- 
cial cleaning tasks such as exterior hardware cleaning, 
top-of-floor cleaning, underfloor plenum cleaning, above- 
ceiling cleaning, air sampling, and environmental reports. 

• Heavy-duty cleaning for post-construction facilities 

• Cleanroom sanitation for large facilities 

• Water-based, nontoxic cleaning materials for 
acoustical ceiling tile 

• Services are available for scheduled intervals 
throughout the year 

Best For: Data centers that want detailed, hands-on 
professional cleaning services. 



Sterile Environment 
Technologies 




XrUw Enifiranm*nt\ 



Sterile Environment Technologies is a national leader 
in data center cleaning that brings cleanroom-level 
protocols to data centers, computer rooms, server 
farms, and other sensitive critical and high-tech envi- 
ronments. SETS can clean data centers of all sizes 
that require cooling efficiency, maximum uptime, 
and healthy air for employees. In addition, Sterile 
Environment Technologies is a highly sought-after 
consulting and services firm that can audit your facil- 
ity's needs and provide specific services such as belt 
debris, zinc needle, and Halon/FM200 remediation 
services; onsite interior electronics/tape/motherboard 
decontamination; antistatic subfloor surface sealing; 
and tacky mat provisioning. 

• Provides cleaning services for subfloors, server 
cabinets, racking, access floors, antistatic wax 
surfaces, open ceilings, ceiling plenums, and more 

• Highly trained and experienced managers and 
technicians 

• Cleanroom-approved chemicals and equipment to 
ensure the long-term safety and health of your 
environment 

Best For: All critical environments that follow Federal 
209E and ISO 14644 standards. 



Do you have a 

NEW 

PRODUCT 

that data center/IT 
managers would be 
interested in 
learning about? 



Send your press release 
or related 
product information 
to press@processor.com. 



Page 40 



Processor.com 



April 8, 2011 



SERVICES 



Cost, Benefits & Returns 
Of Cloud-Based Services 

Cloud vs. On-Premises Cost Comparison Isn't Apples To Apples 



by Jean Thilmany 

The ever-growing cloud computing 
market means IT managers need to be par- 
ticularly savvy at determining the costs, 
benefits, and return on investment they're 
likely to see from the cloud. 

When comparing the ROI and the TCO of 
infrastructure as a service to the on-premises 
model, IT managers must consider the costs, 
benefits, flexibility, and the risks of both 
technology types, says Andrew Sroka, CEO 
of Fischer International Systems (www.fisc 
.com). But the comparison isn't apples to 
apples, which makes it difficult to arrive at 
a bottom-line savings one way or the other, 
he adds. 

"Issues of TCO and ROI with the cloud 
have been murky for a long time because 
everyone is looking for straight compari- 
sons with traditional onsite infrastructure," 
Sroka says. "But there's so many intangi- 
bles wrapped up in the cloud that it makes 
it hard to put calculations on it." 

Calculators are good at breaking down 
comparable costs such as capital expenses. 



Key Points 



Calculators are good at breaking down 
comparable costs such as capital expens- 
es, licensing, and physical hardware costs. 
But those numbers don't tell the full story. 

When comparing cloud vs. on-premises, 
determine what's most important to your 
enterprise, whether that's flexibility, risk 
management, or the possible benefits of 
housing a solution onsite. 

A step-by-step comparison process 
should include up-front costs. Be sure to 
remember relevant intangible costs. 



licensing, and physical hardware costs. 
But those numbers don't tell the full 
story. For instance, utility costs and power 
requirements can sometimes be compared 
on both sides of the ledger. 

Part Of The Equation 

The first step for IT managers as they 
investigate any cloud-based service is to 
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look at the part of the equation most valu- 
able to their enterprise — whether it's flex- 
ibility, risk management, or the possible 
benefits of housing a solution onsite — and 
determine which method will better meet 
their enterprise needs, Sroka says. 

And they'll also have to get their heads 
around some of the intangibles, such as the 
pitfalls and benefits of onsite administration. 

"You can start an apples-to-apples com- 
parison where you look at infrastructure 
licensing costs and facilities maintenance. 
And it's easy to look up those costs," he 
says. "But when you move into the admin- 
istration of the solution, you have a lot 
of employee tasks with the on-premises 
administration that goes away with the 
cloud model." 

So where do areas such as on-premises 
administration occur in a metric that com- 
pares cloud to onsite infrastructure? They 
don't, Sroka says, though determining 
how important onsite administrators are to 
the enterprise mission and looking at how 
they might be reassigned is quite helpful. 

"A lot of vendors will say, with cloud 
you can take X number of full-time 
employees out of the picture," he says. 
But IT managers shouldn't count on simply 



the costs to buy and license the hardware 
against the recurring subscription fee 
included in cloud costs. The cloud applica- 
tion will necessitate a subscription fee, so 
compare the capital expenditure against the 
cost of a monthly subscription. 

Also, remember the enterprise will 
eventually own onsite infrastructure out- 
right; managers will need to determine 
the time at which ownership occurs when 
determining whether it makes sense to 
pay subscription fees or purchase onsite 
hardware, Sroka says. 

But IT managers should also keep in mind 
that they'll hkely be due for another expen- 
sive infrastructure upgrade in about five 
years. Your enterprise's mileage will vary, 
of course, but still, it's another thing to take 
into account when trying to compare. 

Remember also that upgrades are han- 
dled offsite and happen automatically 
within the cloud model. These solutions 
are considered easily scalable by many 
because, should an enterprise need to scale 
an application, it can generally be handled 
with a phone call to the cloud provider (a 
subscription fee increase will follow). 

Staff Factors 

After calculating up-front costs. Law 
says, determine costs in terms of time to set 
up and maintain infrastructure against the 
cloud subscription fee. This is expressed in 
staff and salary, she says. 

Sroka cautions managers that this calcu- 
lation can be hard to accurately determine 
because enterprises are generally bring- 
ing in infrastructure and applications with 
which they've had little experience. 

"The tendency is to underestimate the 
human costs such as planning, design, 
and infrastructure support," he says. 
"You assume your people can handle a 



"There's so many intangibles wrapped 
up in the cloud that it makes it hard 
to put calculations on it." 



- Fischer International Systems' Andrew Sroka 



cutting those full-time salaries in a cost 
comparison. "You might have more peo- 
ple to devote to other tasks after bringing 
in cloud," Sroka says. "You have to look 
at the value of what else they can do for 
your business after they're taken off the 
infrastructure administration tasks." 

Delineating The Steps 

Michele Law, vice president of sales and 
business development at OpenDNS (www 
.opendns.com), sets out a simple step-by- 
step comparison process for IT managers to 
use when looking at the potential ROI and 
TCO of cloud applications. 

To begin, she says, look at the up- 
front costs. Managers here can compare 



certain workload that may or may not be 
realistic because they haven't actually 
done it before." 

The bottom line, Sroka says, is that 
cloud and onsite infrastructure cost com- 
parisons include a host of intangible 
items, some of them specific to a particu- 
lar enterprise. That's why the cost com- 
parison calculators trotted out by vendors 
or found online can be less than helpful, 
he says, though they do lend a basic over- 
view to IT managers. 

"Don't let vendors tell you which value 
proposition is for you," he cautions. "They 
can tailor their sales pitch based on what 
the customer is expecting to hear in the 
ROI discussion." ^ 



Don't Overlook Security 

Understanding the cost structure of an enterprise's current environment gives IT managers a good 
starting place to work from when considering a move to the cloud, says Josh Goldstein, vice presi- 
dent of marketing and product development at Cirtas (www.cirtas.com). 

When comparing ROI, he adds another line-item cost for managers to bring into the picture: data 
protection and disaster recovery costs. An enterprise that maintains a tape or disk backup system, 
or that replicates data at a remote location, will find these costs go away with a move to the cloud. 

Metrics of scale can bring down protection costs within the cloud, he says. 'When you do storage 
with a cloud provider, the way they provide protection is different than the way it's protected by an 
enterprise, because with the cloud it's done at such huge scale," Goldstein says. 
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Of Special Interest To Health Data Centers 



EHR & Meaningful 
Use Requirements 

Increasing The Quality Of Public Health 



by Sue Poremba 

As PART OF THE ARRA (American Re- 
covery and Reinvestment Act) Stimulus 
Incentive, healthcare organizations that 
provide Medicare and Medicaid services 
are being encouraged to make the switch 
to EHRs (electronic health records). Imple- 
menting EHRs could mean up to $44,000 
in incentives per professional. 

Meaningful Use 

Over the next five years, healthcare 
organizations will need to meet three 
stages of meaningful use requirements 
to be eligible. The DHHS (Department 
of Health and Human Services) explains 
that to qualify as meaningful use, "pro- 
viders need to show they're using certi- 
fied EHR technology in ways that can 
be measured significantly in quality and 
in quantity. The three main components 
specified by the DHHS are the use of a cer- 
tified EHR in a meaningful manner, such 



I where the meaningful use requirements 
come into play. 

Healthcare providers have until next 
year to comply with the 25 Stage 1 mean- 
ingful use requirements for the EHR. 
In 2012, to be eligible for incentives, 
healthcare organizations will need to cre- 
ate electronic records for a designated 
percentage of unique patients in areas 
such as prescriptions, vital signs, and 
treatment protocols. (The percentages of 
records differ depending on the specific 
meaningful use requirement. For exam- 
ple, an active medication list needs to be 
in electronic form for 80% of patients, 
while electronic vital sign records are 
required for 50% of patients.) 

Burger explains that Stage 1 require- 
ments focus on getting physicians who 
are mostly paper-based to make the switch 
to EHR. However, healthcare organiza- 
tions can't simply put the records into a 
spreadsheet or Access database. Minimum 
software guidelines for EHR are in place. 



The real trick is determining how to 
"get a patient record from location A 
to location B in a way that is secure, 
auditable, and certifiable." 



■ LogLogic's Bill Roth 



as e-prescribing; the use of certified 
EHR technology for electronic exchange 
of health information to improve quality 
of health care; and the use of certified 
EHR technology to submit clinical qual- 
ity and other measures. 

"The underlying goal is to increase 
the quality of public health," explains 
Michael Burger, senior director of prod- 
uct management for Sage Healthcare 
Division (www.sagehealth.com). "It's to 
make Americans healthier while reduc- 
ing the cost of health care." 

EHRs will allow physicians and oth- 
ers in the healthcare industry to easily 
share patient data and ensure patients are 
following the proper protocols. This is 

Beware The 
Weakest Link 

Meaningful use requirements have a 
security component, but Ricl< Shaw, 
CEO of Awareity (www.awareity.com), 
points out that healthcare organizations 
need to remember to fix the weakest 
security link: employees. Employees 
aren't often properly trained to recog- 
nize security violations. 

"We keep throwing out guidelines 
and technology, but we forget about 
the people who are using the sys- 
tem," Shaw says. "IVIany breaches are 
caused by the behaviors of people 
using the computers." 



"Software vendors have to be able to 
prove that each of the measures for mean- 
ingful use can be measured," Burger says. 

How EHR Affects IT 

Making sure that healthcare organi- 
zations meet Stage 1 requirements will 
fall to IT departments and data centers. 
Ideally, when healthcare providers meet 
the meaningful use requirements, they will 
be able to share medical data in a secure 
fashion, says Bill Roth, executive vice 
president and chief marketing officer with 
LogLogic (www.loglogic.com). "There 
is a lot of work to be done on building a 
secure infrastructure and . . . adopting 
security and XML technologies. The big 
technical hurdle from an infrastructure 
point of view will be secure database, 
secure communication, secure authentica- 
tion, and secure authorization." 
I Roth believes authentication is going to be 
the major challenge of EHR. "Are you who 
you say you are? Should you have access to 
what you're asking for? That's going to be a 
major concern." 

Ensuring an audit trail is something else 
I IT departments will have to prepare for. 
"Not only do you have to keep an audit trail, 
but you have to prove that it hasn't been 
changed," Roth says. 

Roth thinks the first step for IT depart- 
ments is to talk to their provider partners 
and make sure everyone is on the same 
page with core technologies and core stan- 
dards. He says the real trick is determining 
how to "get a patient record from location 
A to location B in a way that is secure, 
auditable, and certifiable." 



Key Points 



• To qualify as meaningful use, providers 
need to show they're using certified EHR 
technology in ways that can be measured 
in quality and quantity. 

• Healthcare providers need to comply with 
the 25 Stage 1 meaningful use require- 
ments for EHR by next year. 

• The big technical hurdle from an infra- 
structure point of view will be secure 
database, secure communication, secure 
authentication, and secure authorization. 



It will be up to the IT department or data 
center to make sure the entire EHR sys- 
tem is properly certified to meet meaning- 
ful use compliance. "There are hundreds of 
software companies that have EHR offer- 
ings, but not all of them are certified," says 
Burger. "From an IT perspective, you have 
to make sure the system that everyone is 
using is properly certified." 

Meaningful use requires that a healthcare 
organization has formal plans for not only 
securing data, but also the data center. Even 
though security policies and regulations have 
been in effect for a number of years. Burger 
points out that most healthcare organiza- 
tions don't have a real security action plan 
in place. "For meaningful use, the organiza- 
tions need to have a written plan document 
and attest to the fact that the plan is being 
followed with periodic reviews and [that] 
employees have taken the training." 

Industry experts say that initially the 
switch will not be cheap. WilUam Horvath, 
CEO for DoX Systems (www.doxsystems 
.com), believes IT budget will double with 
the meaningful use requirements. "The 
majority of that will be for hardware, soft- 
ware, and training," Horvath says. "Another 
5 or 10% will be for contracts, and the rest 
will go toward labor costs." 

Also expect that preparing for EHRs will 
take awhile so it can seamlessly tie the dif- 
ferent labs, pharmacy, and radiology into the 
system. "IT departments will open up ports 
to the firewall so that the HL7 (Health Level 
7) servers can talk to one another across 
various products," Horvath adds. 

Horvath says he also believes that IT 
departments will see a greater need for 
help desk staff to assist doctors and other 
medical staff. 

As implementation of Stage 1 continues. 
Stage 2 is now out for review and solicit- 
ing comments and suggestions. Look for 
Stage 2, which is expected to add eight more 
meaningful use requirements, in 2013. The 
final decisions about what Stage 2 will bring 
won't be determined until after the review 
stage ends. 

Burger provides a final thought about those 
who are still unsure about whether EHR and 
meaningful use is the road to take. "As an 
eligible professional, if the primary reason to 
do this is to gather the $44,000, that isn't the 
right reason because the costs of the switch 
will be much more than that. But if you are 
interested in providing a higher level of care 
and contributing to the better health care of 
Americans, meaningful use is an excellent 
way to offset some of your costs." H 



Carbon Nanotubes 
Could Enable 
Low-Power Memory 

A group of researchers at the University 
of Illinois at Urbana-Champaign may have 
discovered a way to produce lower-power 
memory for electronic devices, which could 
significantly boost battery life in mobile devic- 
es and enable more efficient storage in data 
centers. Each memory bit consists of a small 
amount of phase-change material, or PCM, 
with carbon nanotube electrodes in lieu of 
the titanium or tungsten wires used in today's 
memory devices. The carbon nanotube and 
PCM combo is ideal for low-power data 
storage because it stores bits as switchable 
resistance instead of as an electrical charge. 

According to Eric Pop, assistant professor 
of electrical and computer engineering at 
the university and leader of the study, these 
properties result in a nonvolatile memory 
that doesn't suffer from leakage like typical 
memory. The carbon nanotubes in our study 
had diameters between 1 and 5nm, which 
are 1 to 1 00 times smaller than the finest 
metal wires used in the industry; the resulting 
memory bits are about 100 times faster than 
flash," he says. The voltage required to oper- 
ate the new memory can be scaled to one- 
tenth the amount necessary to power flash 
memory, which makes it directly compatible 
with the low voltages used in modern CPUs. 
The researchers have obtained memory bits 
based on the technology scaled to less than 
20nm dimensions and could reach "maybe 
even to 5nm," which is not currently possible 
with flash memory. 




But memory isn't the only application that 
could benefit from nanomaterials such as 
carbon nanotubes. "About a third of our 
research concerns memory," Pop says. "The 
rest deals with graphene transistors and 
interconnects and with more fundamental 
studies to remove or convert heat into elec- 
tricity at the nanoscale." 

Still In The Early Stages 

Despite the promising results, Pop says there 
are many factors involved in transitioning 
a technology that works in the lab into one 
that will make your cell phone battery last for 
a week or more. "Large-scale demand and 
manufacturing can solve the cost problem, 
but not always," he says. "The significance 
of our work lies in that we were able to show 
what is physically possible and what the 
limits of such new technology may be. This 
is extremely important as it points the way 
forward in innovation for industry. Once the 
direction is set and if demand exists, the 
gears of manufacturing can turn and create 
devices we cannot yet envision today, at 
extremely low cost." 

by Andrew Leibman 
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■ Sony Temporarily Halting 
Production In Japan 

The consumer electronics giant Sony 
lias temporarily halted operations at five 
of its Japan-based factories because of 
component shortages following the mas- 
sive earthquake and subsequent tsunami. 
Although the factories weren't directly 
affected by the natural disasters, the 
infrastructure, railway, and roadway dam- 
ages have kept the supplies short. The 
factories make Sony's Bravia LCD TVs, 
Handycam camcorders, Cybershot digi- 
tal cameras, broadcast and professional 
equipment, cell phones and camera lens- 
es, and microphones and headphones. 
Sony hopes to resume production at its 
factories as early as possible. 

■ IRS Still Not Secure, Report Finds 

The Government Accountability Office 
recently issued its latest report on the 
Internal Revenue Service, finding the 
IRS lacking in several key areas of secu- 
rity. Although the IRS made progress 
in addressing vulnerabilities the GAO 
identified in a similar report a year ago, 
many regarding insider access to sensi- 
tive material, about three-quarters (74%) 
of the security issues were not minimized 
or addressed, the GAO says. The IRS is 
still in the process of 
implementing a 
comprehensive 
information 
security pro- 
gram. The GAO 
recommended 
several actions 
the IRS should 
take to correct 
the situation. 




■ IE9 Proves Popular 

Microsoft just released the latest version 
of its Internet browser, Internet Explorer 9, 
and it's a popular download. IE9 was down- 
loaded 2.35 million times during the first 
day of its release, which works out to more 
than 27 downloads every second. Currently, 
Internet Explorer accounts for 57% of 
the browser market across all versions; 
however, Google's Chrome and Mozilla's 
Firefox browsers have been chipping away 
at IVIicrosoft's dominant share for years. 
Microsoft is encouraging users to stop using 
older versions of IE, particularly IE6, which 
was originally released in 2001 . The new 
browser features improved performance, 
a smaller memory footprint, and support 
for new Web standards. IE9's Tracking 
Protection feature lets users block certain 
Web sites from collecting information. 

■ AT&T To Buy T-Mobile 

AT&T has agreed to acquire T-Mobile from 
Deutsche Telekom for $39 billion, a deal that 
would make AT&T the largest wireless car- 
rier in the nation. AT&T will pay Deutsche 
Telekom $25 billion in cash and $14 billion in 
stock, and Deutsche Telekom will also get an 
8% stake in AT&T and a seat on the AT&T 
board. If approved by regulators and share- 
holders, the deal would add T-Mobile's 34 
million subscribers to AT&T's 96 million wire- 
less customers, giving AT&T about 42% of 
the U.S. wireless market. Verizon has about 
30% of the market. The deal faces scrutiny 
from regulators and lawmakers who are con- 
cerned that the merger will reduce competi- 
tion and raise prices for mobile services. 



DATA CENTER MANAGEMENT 



Covering The Bases 



Technology Insurance: Is It Right For Your SME? 



by Elizabeth Millard 

In the MIDST OF TROUBLESHOOTING, 

upgrading networks, doing security 
planning, and taking on the hundreds of 
other tasks associated with data cen- 
ter management, IT managers usually 
don't have much time to think about 
insurance. But with several types of 
policies available, they might want to 
spend at least a few moments to ponder 
whether their existing coverage is good 
enough. Technology-specific insurance 
is geared toward helping an enterprise 
bounce back after difficult situations, 
such as data loss or equipment fail- 
ure, and more companies are looking 
into whether a bit of increased cover- 
age can go a long way toward feel- 
ing, well, covered. Here's a glimpse at 
what's available. 

General Liability 

There are several types of business 
insurance that address the risks asso- 
ciated with a company-owned data 
center, notes Jim Cochran, founder 
and president of Techlnsurance (www 
.techinsurance.com), a firm that special- 
izes in policies for information technol- 
ogy companies. 

The most basic type is general liabil- 
ity, and most enterprises already have 
that coverage in place to protect the 
company against slip-and-fall incidents, 
fire, damage, and employee injury. 
Those policies usually cover business- 
owned property such as desks, telephone 
systems, laptops, and the physical assets 
of the data center. 

In the event of storm damage, fire, or 
another event, equipment will be cov- 
ered for replacement, but general lia- 
bility doesn't usually cover the cost of 
restoring data, Cochran says. Some of 
these policies might include funds for 
business interruption; for example, to 
figure out how much a company would 
lose by being down for a few days. If a 
company gets business interruption cov- 
erage, it could also cover the cost of data 
restoration, but often, there isn't enough 
coverage for what needs to happen to get 
a company back up and running. 

"One risk a lot of companies don't 
think about is the cost to restore data," 
notes Cochran. "In many ways, data is 
your most expensive property, and you 



have to take a look at whether it's being 
insured like it should be." Incorporating 
data restoration into business interrup- 
tion coverage is critical, he adds, so 
that a company can get back up and 
running quickly without risking addi- 
tional downtime. 

Cyberliability Coverage 

The other most common type of lia- 
bility insurance that companies carry 
is cyberliability, which can be defined 
in different ways, but generally means 
that if a company has customer infor- 
mation and that data is hacked or 
breached, the insurance firm will pay 
for a certain amount of damages. 

Some cyberliability policies provide for 
settlement costs if a company is sued, up 
to a certain dollar amount, while other 
coverage might pay for additional servic- 
es, such as the cost of notifying customers 
and doing public relations damage control. 

Historically, the damage to individ- 
uals through these types of breaches 
hasn't proven to be very significant, 
says Cochran. He notes that in some of 
the cases where a bank or retailer had 



Key Points 



• General liability policies will cover 
your data center equipment, but look 
closely to make sure they also cover 
business interruption and the cost of 
data restoration. 

• Find an insurance company that will 
help the company deal with customer 
notification and reputational damage 
control after a data breach. 

• Professional liability coverage can help 
protect developers in case their prod- 
ucts contain errors. 



"More and more software developers, 
even those working for a company, are 
being asked to carry professional liabil- 
ity coverage," says Dwight Stuckey, 
president of Stuckey & Company (www 
.stuckey.com), an insurance provider 
well-known for its tailored liability 
programs for technology firms, archi- 
tects and engineers, and other special- 
ized professions. 



"One risk a lot of companies don't think 
about is the cost to restore data. In 
many ways, data is your most 
expensive property, and you have to 
take a look at whether it's being insured 
ike it should be." 



-Techlnsurance'sJim Cochran 

a data breach, the number of events 
where individual information was used 
was very low. However, insurance can 
be helpful for the expenses that crop 
up around the event, such as customer 
notification and reputational damage. 

Professional Liability 

The type of coverage that seems to be 
increasing at the fastest pace is profes- 
sional liability, and its popularity is driven 
in part by the growth of consulting. 



Potential Claim Scenarios 



From the Stuckey & Company (www.stuckey.com) insurance firm, here are a few of the types of 
scenarios it has seen that have resulted in insurance settlements. 

• A software company sells and installs a computerized fare system for a transportation author- 
ity. An overnight software upgrade results in erratic behavior of the system, including failure 
that compromises the network. The transit authority sues for lost revenue related to reputa- 
tional damage and to cover staff time to manage the crisis. 

• An employee's company laptop containing private financial information of customers is 
stolen from his home. The customers sue for damages resulting from the failure to protect 
their information. 

• A Web site development company creates a new corporate logo for a customer. A third party 
later alleges that this logo infringes on its trademark and causes market confusion, and it files 
a lawsuit for trademark infringement. 



In terms of what's covered, it all 
depends on the type of work being per- 
formed. If a software developer spills a 
cup of coffee on a server, for example, 
the damage would be covered under 
the general liability coverage. But if 
that same developer puts an error in 
I a software package that results in an 
application that wipes out thousands 
of customer records, that falls into the 
professional liability area. 

j Know What You Need 

When looking for an appropriate pol- 
icy, Cochran advises companies to keep 
the process as simple as possible and 
look for policies that include multiple 
types of coverage and services. 

He says, "Find a firm that will take on 
the responsibility for notification after 
a data breach, for example, and works 
with vendors to provide credit monitor- 
ing for those customers affected. That 
way, the company can go about its busi- 
ness and let the insurance company do 
I the heavy lifting." 

Stuckey adds that companies should 
be aware of what type of risks they 
face, and IT managers should chat with 
insurance companies to see what types 
of coverage might be available. Q 
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USED & REFURBISHED EQUIPMENT SPOTLIGHT 



Security Concerns 
With Used Equipment 

Be Smart About What & Where You Buy 
To Prevent Security Breaches 



by Dan Heilman 

When it comes to used or refurbished 
equipment, much attention is given to the 
quality of the preowned equipment and how 
much it will cost to maintain it, and rightly 
so. However, there is another factor that 
deserves just as much — or more — attention: 
security. Here is a look at how both buyers 
and sellers of used and refurbished equip- 
ment can sidestep security problems. 

Start with a clean slate. No matter 
what it is you're selling, from PCs to 
server hardware to even printers, chanc- 
es are there's private company data on 
it that has to be gotten rid of. Experts 
advise being extra careful and thorough 
in doing so. 

The two main methods of "wiping" 
machines are via software packages or 
physical destruction/degaussing. There 
are free programs that promise to erase 
data from hard drives, but using freeware 
for something this important can be risky, 
according to Jeff Pederson, manager of 
data recovery operations at Kroll Ontrack 
(www.krollontrack.com). 



"The more in-depth software you can 
buy produces a report that details exact- 
ly what it's done and provides a serial 
number of what media was removed for 
accounting and compliance purposes or 
for destruction or reuse," Pederson says. 

Degaussing removes the magnetic fields 
from the media itself and is probably the 
most reliable way of ensuring that the data 
that once resided there can never be used 
again. "The hard drive becomes physically 
inaccessible — it doesn't work anymore," 
Pederson says. "All the zeroes and ones 
are removed from the media. You can also 
physically shred the platters themselves." 

Even printers and multifunction periph- 
erals can be risky to sell, according to 
Pederson — most newer models come with 
their own operating systems and hard 
drives that, unbeknownst to most own- 
ers, contain the data from every document 
printed on that machine. 

Consider compliance. Risks exist 
for buyers of used equipment, as well. 
In many regulated industries, if a used 
piece of equipment has data on it, compli- 
ance rules might dictate that the data must 



be disclosed. "If you just overwrite the 
data without checking first if that's OK, it 
could be a problem," Pederson says. 

Beware of unwelcome surprises. A 
greater risk is the remote but reaUstic chance 
that the equipment you're buying is a Trojan 
horse of sorts, equipped to provide outside 
parties with your sensitive data. 

"A great number of the computer and 
laptop tracking software that is currently 
on the market will not get destroyed in 
a format and OS reinstall," says Lenny 
Fuchs, principal of consultancy firm My 
IT Department. "Most allow root-level 
access to the computer." 



Fuchs says keyloggers or other soft- 
ware can be used to track the location 
of the owner and even perform nefari- 
ous acts such as deleting the contents of 
the hard drive. 

"On the purchasing side, there is a 
risk that used media contains malware," 
adds Joe Fisher, president of Affinity IT 
Training. "It would be wise to scan refur- 
bished drives using the latest antivirus 
software, especially if [the drives] are used 
to boot the machine." 

"You never really know how a piece 
of IT equipment has been used — or 
abused," Fuchs says. 



Find Used & Refurbished Equipment 

For Sale 

Once you've made the decision to purcliase used or refurbished equipment, finding the equipment 
you need is easy with Processor's online Data Center Products For Sale Database. 

From Processor's home page (www.processor.com), you can search for a specific part number, 
make, model, or description. Enter the information in the appropri- 
ate box and click Search. You'll see a list of available equipment. 
If you don't see the particular piece you're looking for, scroll to 
the bottom of the search results page to conduct a more detailed 
search. There, you can search by part number, model, price, loca- 
tion, and more. 

Don't know the specific part number or model? Use 
the drill-down search on the Processor home page 
to view results from specific manufacturers. Simply 
click the manufacturer name, and you'll see a list of 
all equipment listings from that manufacturer. 
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AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 2 1 264 Processor 1 224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 



2 Systems In Stock! 



Authorized COMP/WL Reseller 

WE WILL BUY YOUR USED HARDWARE! 




Information 
Technology 
Trading 



Experience to find you tlie 
rigfit tecfinology solution. 

AS/400 • RS/6000 • Sun Microsystems 
Storage "Tape Backup 



(877)715-3686 | www.itechtrading.com 




Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 



retrieve furbish ■ reuse ■ recycle ■ remarket 
We Purchase: We Offer: 



Computers/Laptops 
Networking Equipment 
Power/Environmental 
Telecommunications 
Complete Data Centers 
Printers 



Asset Tracking/Reporting 
Deinstallation/Packing/Transportation 
DOD Level Data Destruction 
Epa Recycling/Reuse 
Ongoing Support Plans 
Technology Refresh/Install Programs 



At DMD Systems Recovery, we remove the headache from asset 
disposal. We can manage the whole process from deinstallation to 
asset remarketing. We worry about data destruction, EPA 
regulations, logistics, and insurance so that you don't have too. 
Don't tie up your resources or take chances with you data or 
environmental issues. Call DMD today. 



DMD SYSTEMS Recovery, inc. 
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CA$H IN 

YOUR USED CELL PHONES 



It PAYS! 

UP TO $100 

FOR EACH PHONE 




PacelOHMI^ 

1-800-248-5360 

www.pacebutler.com 

Some phones have no value. See current purchase price list 
for individual model prices at wwv/.pacebutler.com. 



^ MAGNET 



Magnext Ltd 

7099 Huntley Rd, Suite 104 | 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 



NEW & REFURBISHED AUTOLOADERS & TAPE LIBRARIES 
UPGRADE PACKAGES FOR HIGHER PERFORMANCE & CAPACITY 
TAPE LIBRARY REPAIR SPECIALISTS - STOCK lOOO'S OF PARTS 
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LTO • DLT • SDLT 
9840 • 9940 • TIOK 

Magnext stocks tape drive 
modules for your tape library 

Call for best pricing! 

Committed to providing high-value, high-quality, products to the IT marketplace 



Toll-free 888-NOW-TAPE 
www.magnext.com 



614-433-0011 
info(S)magnext.com 



Pegasus Buys, Sells and Offers Depot Maintenance 
& Flat Rate Repair On: 

Kronos Time Clocks, Flat Panels, 
POS & Symbol, HHP, PSC, Telxon, 
Metrologic, Barcoding Equip 



We can supply any configuraton you 
need. If you have clocks installed and 
need a specific KOS version we can 
help you. Same is true on I/O Boards. 

Specialize in 420G, 440B, 
460F, 480F, 551, and4500's 



Ethernet Daughter Board, Modem Option, 
Remote Readers, Bell Relays, Master Sync, 
Battery Backup Kit, Dual Reader, I/O Board, 
External Reader I/O Board, Touch ID 
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Pegasus Computer Marketing, Inc. 

(800) 856-2111 I www.pegasuscomputer.net 
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Network With Your Peers 
At These IT Training & Association Meetings 

Across The United States 



APRIL 

Cisco (SWITCH): Implementing 
Cisco Switched Networks 

April 11-15, 9 a.m. 
Online Live 
www.nhnorthflorida.conn 

Fundamentals of Microsoft Server 
2008 Active Directory 

April 11-14, 6 p.m. 
Online Live 
www.nhnorthflorida.com 

Planning & Administering 
Windows Server 2008 Servers 

April 11-14, 9 a.m. 
Online Live 
www.nhnorthflorida.com 

VMware vSphere: Install, 
Configure, Manage v4.1 

April 11, 9 a.m. 
Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 

Agile Product Leadership Network 

April 14, 6 to 8 p.m. 
Max Technical Training 
4900 Parkway Drive 
Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 

AITP Research Triangle Park 

April 14 
University Club 
4200 Hillsboro St. 

Raleigh, N.C. 
www.rtp-aitp.org 

Cincy SQL 

April 14, 6 to 8 p.m. 
Max Technical Training 
4900 Parkway Drive, Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 

Managing & Maintaining Windows 
Server 2008 Active Directory Servers 

April 14-15, 9 a.m. 
Online Live 
www.nhnorthflorida.com 

SharePoint 2010: A Collaborative 
Platform For Developers 

April 14. 9 a.m. to noon 
New Horizons Dayton 
1890 Commerce Center 
Fairborn, Ohio 
http://tinyurl.com/NHDayton414 



April 14. 2 to 5 p.m. 
New Horizons Cincinnati 
10653 Tech woods Circle 
Cincinnati, Ohio 
http://tinyurl.com/NHCincinnati414 

April 15, 9 a.m. to noon 
New Horizons Louisville 
7410 New L Grange Road 
Suite 120 
Louisville, Ky. 
http://tinyurl.com/NHLouisville415 

Implementing & Managing 
Windows Server 2008 Hyper-V 

April 18-21, 6 p.m. 
Online Live 
www.nhnorthflorida.com 

Installing & Configuring 
Windows 7 Client 

April 18-22, 6 p.m. 
Online Live 
www.nhnorthflorida.com 

AITP Oklahoma City 

April 19 
aitpokc.org 



AITP Southwest Missouri 

April 19 
aitpspringfield.org 



Central Ohio VMware Users Group 

April 19, 9 a.m. 
Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 

PASS Minnesota 

April 19 
passmn.org 



AITP Omaha 

April 21 
aitpomaha.com 



CinARC Software Architects 

April 21, 6 to 8:30 p.m. 
Max Technical Training 
4900 Parkway Drive 
Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 



CincyFlex 

April 21, 6 to 8:30 p.m. 
Max Technical Training 
4900 Parkway Drive 
Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 



ISSA Northern Virginia 

April 21, 5:30 p.m. 
issa-nova.org 



SIM Minnesota 

April 21, 2:30 p.m. 
Northland Inn 
7025 Northland Drive N. 
Minneapolis, Minn. 
www.simnet.org 

Cisco (ICND2): Interconnecting 
Cisco Network Devices, Part 2 

April 25-29, 6 p.m. 
Online Live 
www.nhnorthflorida.com 

Configuring, Managing & 
Troubleshooting Microsoft 
Exchange Server 2010 

April 25-29, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



AITP Akron- 
Student Project Presentations 

April 26 
Akron, Ohio 
www.akron-aitp.org 



SharePoint 2010: A Collaborative 
Platform For Developers 

April 26. 1 to 4 p.m. 
New Horizons Dallas 
150 W. John Carpenter Freeway 
Suite 100 
Irving, Texas 
http://tinyurl.com/NHDallas426 

April 27 9 a.m. to noon 
New Horizons Fort Worth 
4100 International Plaza 
Suite 200 
Fort Worth, Texas 
http://tinyurl.eom/N H FtWorth427 

April 28. 1 to 4 p.m. 
New Horizons San Antonio 
8200 IH-IOWest 

Suite 500 
San Antonio, Texas 
http://tinyurl.com/NHSanAntonio428 

April 29, 9 a.m. to noon 
New Horizons Austin 
300 Highland Blvd., Suite 100 

Austin, Texas 
http://tinyurl.com/NHAustin429 

AITP St. Louis 

April 28, 5:30 p.m. 
Crowne Plaza Clayton 
7750 Carondelet Ave. 

St. Louis, Mo. 

stlouisaitp.org 



Search Optimization Series: 
Social Media For Business 

April 28, 10 to 11:30 a.m. 
New Horizons Cincinnati 
10653 Techwoods Circle 
Cincinnati, Ohio 
http://tinyurl.com 
/NHCincinnati428 



ISSA Metro Atlanta 

April 29, 6:30 p.m. 
SecureWorks 
One Concourse Parkway NE 
5th Floor 
Atlanta, Ga. 
www.gaissa.org 

MAY 



Cincinnati 
Programmers Guild 

May 5, 6:30 to 8:30 p.m. 
Max Technical Training 
4900 Parkway Drive 
Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 



SharePoint User Group 

May 5, 6 to 8 p.m. 
Max Technical Training 
4900 Parkway Drive, Suite 160 
Mason, Ohio 
www.maxtrain.eom//pages 
.aspx?pagename=ITAssociations 



Central Plains ISSA 

May 6, 1 p.m. 
Wichita Marriott Restaurant 
9100 E. Corporate Hills Drive 

Wichita, Kan. 
issa-cp.org 



AITP Region 18 Spring IT 
Conference 

May 7, 8 a.m. to 5 p.m. 
Holiday Inn-Akron West 
4073 Medina Road 
Akron, Ohio 
www.aitp-region18.org/ITCon/ 



Interop 

May 8-12 
Mandalay Bay Convention Center 
Las Vegas, Nev. 
www.interop.com 

Configuring & Troubleshooting 
A Windows Server 2008 
Network Infrastructure 

May 9-13, 6 p.m. 
Online Live 
www.nhnorthflorida.com 



Do you have an event you'd like to see listed? 
Send an email to feedback@processor.com. 
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GREEN TECH & TIPS 



EPA Can't Yet Demonstrate Green Tech Progress 

Government Cites "Split Incentives" As A Key Obstacle 



BY ROD SCHER 



In 2007, THE Environmental Protection Agency issued a report detailing its 
recommendations relating to trends in energy use and energy costs of data centers and 
servers in the United States and proposing ways to improve the energy efficiency of the 
nation's data centers — starting, in fact, with the government's own data centers. 



The EPA has yet to release informa- 
tion regarding the government's prog- 
ress in the four years subsequent to 
the report's issuance, noting that it "is 
currently developing a plan to update 
the numbers presented in the [report] 
but this plan is not final yet. We antici- 
pate that the updated plan will provide 
insights into the barriers to implement- 
ing efficiency in data centers." 

The agency does not give a clear idea 
of when we can expect to see usable 
information resulting from its recom- 
mendations; nonetheless, there is much 
to be gained by using the report as a 
springboard for an ongoing discussion 
of energy-related issues as they apply 
to data centers. 

The "Split Incentive" Conundrum 

The original report proposed several 
sensible approaches to reducing energy 
use, and it aptly described some of the 
obstacles enterprises typically encounter 
when trying to do so. Among the most 
noteworthy of the barriers highlighted by 
the EPA was the issue of so-called "split 
incentives," the idea that those responsible 



for purchasing and operating equipment are 
not necessarily the same people responsible 
for the power and cooling infrastructure — 
that is, the folks who typically pay the util- 
ity bills. 

That problem, which the EPA points 
out is more organizational than techni- 
cal, has not disappeared, as many data 
center folks are aware. 

"This is a very real issue, especial- 
ly within the government," says Glenn 
Gibson, a principal at consultancy Zander 
Edward. "Typically the OCIO [office 
of the CIO] is not responsible for the 
areas that benefit from the savings real- 
ized by having an efficient IT infrastruc- 
ture. Reducing data center square footage 
and reducing power consumption is not 
going to save the OCIO any money, but 
the OCIO has to spend money to realize 
those efficiencies." 

However, ASHRAE's Don Beaty, 
president of DLB Associates and a 
licensed professional engineer with 
many years of experience, feels that 
things are changing — albeit slowly. 
"Paradigm shifts are never easy," he 
says. "I've been pleasantly surprised by 



how much discussion there is occurring 
within the data center industry regard- 
ing energy and PUE. This does not mean 
that there is not a major transition yet 
to occur, but it is encouraging that the 
hardest steps — awareness and getting 
started — have occurred." 

An Exaggerated Concern? 

Ed Schlesinger, head of Carnegie 
Mellon University's Department 
of Electrical and Computer 
Engineering, believes that 
the issue of so-called 
"split incentives" may 
be overstated. "From 
what I know, the 
folks who build 
data centers are 
keenly aware 
that the cost of 
operation can 
exceed the cost 
of the initial 
hardware invest- 
ment," he says. 

Of course, data 
centers — as well 
as the people who 
run them — have a 
job to do, and that job 
may sometimes conflict 
with other goals. In the end. 



achieving increased energy efficiency is 
something of a balancing act. "Data center 
people also have to weigh what they're 
willing to pay for what level of perfor- 
mance," Schlesinger says. "You could 
potentially save money on maintenance, 
but the cost may be an unacceptable level 
of performance." 

And creating an efficient — but unpro- 
ductive — data center is no win at all. Q 
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Processor 
Solutions Directory 

Here are brief snapshots of several companies 
offering products designed for tfie data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 



To list your company and products, 
call (800) 247-4880. 



Physical Infrastructure 




Bay Tech was founded in 1976 and, since the 1990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for 
a better, more resilient connection between the data center 
equipment and the receptacle. Bay Tech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 



DAlA CERCE^ DEPOl 

A Gaw Associates, Inc. Company 

Data Center Depot prides itself on providing the best 
selection, pricing, and support for data center products. 
Our diversified product line can meet the specific needs of 
data center managers responsible for virtually any type of 
corporate setup. We are a major manufacturer and also 
distribute the product lines for top companies in the indus- 
try. Most of our products are available via our online store, 
but we encourage you to contact us so we can help you 
find the right products for your requirements and budget. 

Products Sold: 

• Data cabinets, racks, and accessories 

• LAN and NOC furniture • Cable ladders 

• Consoles and monitor walls • Patch panels 

• Power supplies • Storage furniture 



(877)429-7225 I www.DataCenterDepot.coin 



Physical Infrastructure 



MOVINCOOL. 

THE #1 SPOT COOLING SOLUTION 



The MovinCool division of DENSO Sales California has 
pioneered the use of portable air conditioning solutions for 
a variety of North and South American markets since 1982. 
IVIovinCool works with a national network of distributors and 
suppliers to provide product sales, installation, and rental. 

Products Sold: 

• Office Pro Portable Air Conditioner Series for indoor 
environments such as server and telecom rooms 

• Classic & Classic Plus Portable Air Conditioner Series for 
moisture removal, outdoor and industrial spot-cooling 

• CIVI Series ceiling-mounted A/C for cooling server 
rooms, telecom closets, or anywhere space is limited 




Subscribe Toijay! 

Call (800) 819-9014 



Subscribe 
Online! 



Goto www.processor.com 




Physical Infrastructure 




Power 
Generation 



Cummins Power Generation is a global leader in the 
design and manufacture of pre-integrated power systems, 
including PowerCommand® generator sets, automatic 
transfer switches and paralleling switchgear. These 
systems are used in hundreds of data centers around the 
world. The company also provides complete project 
support, from site planning through system design, project 
management, installation and 24/7 service. 



Products Sold: 

• Generator sets— diesel and gas • 

• Automatic transfer switches • 

• Paralleling equipment and switchgear 



Networking tools 
Accessories 



(800) 888-6626 1 www.cummlnspower.com 



Physical Infrastructure 




Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products are 
designed to promote organization in the workspace and 
to increase the productivity of computers, peripherals, and 
communications equipment. Hergo is known for its high- 
quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• IVIotorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental 
monitoring. We pride ourselves in offering industrial-grade 
quality products at the lowest prices, with the fastest ship- 
ping (most orders shipped within 24 hours) and simplest 
purchase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



Physical Infrastructure 



a^AVTECH 



AVTECH Software, founded in 1 988, is focused on mak- 
ing the monitoring and management of systems, servers, 
networks, and data center environments easier. AVTECH 
provides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



(888)220-6700 I www.AVTECH.com 



Physical Infrastructure 



CYBER@SWITCHING® 

Cyber Switching is an innovator and manufacturer of power 
management solutions used to distribute power throughout 
an entire data center, from the building infrastructure to the 
rack level. Cyber Switching products provide companies 
with quality power data throughout the data center, enabling 
them to make sound, informed decisions regarding their 
power grid. Located in San Jose, Calif., Cyber Switching 
began pioneering power distribution technologies in 1994 
and continues to design and develop innovative and techni- 
cally advanced power solutions such as the ePower, PM8, 
Dualcom S, EMC, Galaxy Series, E Series, and PS Series. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 



311-6277 I www.cyberswitching.com 



Physical Infrastructure 



c 



CLAYTEK 

by iStarUSA Group 



Claytek, part of iStarUSA Group, is a leading provider of 
server cabinets, racks, and related accessories. Since 
its founding in 2005, Claytek has grown tremendously 
because of reliable and innovative design and product 
quality. In addition, customers find that Claytek offers some 
of the most affordable solutions the market has to offer. 

Products Sold: 

• Cabinet enclosures 

• Wallmount solutions 

• Open-frame racks 

• Special applications 

• Rack- and cabinet-related accessories 



(626)303-8885 I www.lstarusa.com 



Physical Infrastructure 



RACKMOUNr 

SOLUTIONS, Ltd 

where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high- 
performance products through continuous product innova- 
tion and operational excellence. We pride ourselves in 
providing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(800) 264-9573 I www.movlncool.com 



(888)751-7387 I pdusdlrect.com 



(866)207-6631 I www.rackmountsolutlons.net 
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Physical Infrastructure 



SEALEZE 



Brush sealing solutions for over 30 yes rs. 

Sealeze has been providing high quality brush products 
and sen/ices for more than 25 years. Our goal is to exceed 
your expectations for sen/ice and quality. To make that 
possible, we manufacture all of our products in our factory 
in Richmond, Va., and operate under the ISO 9001-2000 
Quality Management System to ensure we're manufactur- 
ing the highest quality product every time. 

Products Sold: 

• A complete line of brush seal products, including 
in-floor, surface mount, through-wall, and circular 
cable seals. 



(800) 787-7325 I www. sealeze. com 



Networking & VPN 



pl 



ixer 

International 



Plixer International develops NetFlow Analysis solutions that 
monitor and report on the utilization of network resources. 
Plixer was founded in 1999 and merged with Somix Tech- 
nologies in 2006. The company's solutions provide a holistic 
view regardless of equipment vendor. Plixer works with cus- 
tomers to ensure the tools quickly help pinpoint slowdowns in 
the network and the applications that depend on it. 

Products Sold: 

• Tools for analysis and reporting of resource utilization 

• Software for monitoring and trending bandwidth usage 

• Software for alarming based on unusual or potentially 
hazardous network traffic patterns 



(207)324-8805 I www.plixer.com 



Storage 



ESS Data Recovery 

www.dato recovery.com 



real labs, reol people, 

REAL RECOVERY 




DataRecovery.com (formerly ESS Data Recovery) was 
formed in 1 996 as one of the first data recovery com- 
panies in the world. We have labs in Minnesota, Illinois, 
California, and Ontario, Canada, that service thousands 
of customers worldwide. We can work with almost any 
storage device, including large RAID arrays, data tapes, 
and any brand of hard drive. 

Services Offered: 

A complete line of data recovery services, including online 
backup, tape duplication, and secure data erasure. 



(800)237-4200 I www.datarecovery.com 



Equipment Dealer 




In 1 987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began 
as a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 10 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and sen/ice: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



Physical Infrastructure 



SENSAPHONE' 

REMOTE MONITORING SOLUTIONS 



Sensaphone has been designing and manufacturing remote 
monitoring systems for more than 25 years and has more 
than 300,000 of its products in use. Sensaphone's product 
lineup offers a full range of devices with a broad number of 
features and applications designed to monitor your entire 
infrastructure and alert you to changes. All product engineer- 
ing functions, including hardware and software design and 
circuit board layout and assembly, are performed at the 
Sensaphone facility in Aston, Penn. 

Products Sold: 

Remote monitoring solutions that provide email and voice 
alarm notification for problems related to temperature, 
humidity, water detection, power failure, and more. 



(877)373-2700 I www.sensaphone.CQm 



Servers 



SUPERMICRt 



When buying a server, you don't want a one-size-fits-all 
solution. Supermicro uses modular and interoperable 
Server Building Blocks to offer the highest levels of flexibility 
and customization possible to design servers tailored and 
optimized for your specific needs. Supermicro's focus on 
green computing leadership, system design expertise, and 
power-saving technologies ensures the products you 
purchase are energy-efficient and application-optimized. 



Products Sold: 

• Servers 

• Motherboards 

• Chassis 



Networking 
Storage 



(408) 503-8000 I www.supermicro.com 



Clients 



CHC^NBRO 



Chenbro is a leader in enclosure solutions, selling its prod- 
ucts primarily to system integrators and OEM and channel 
partners. The company's extensive research and develop- 
ment efforts help it to keep its competitive edge and main- 
tain market leadership, with special focus on thermal, EMI, 
and acoustic solutions. Taiwan-based Chenbro has offices 
in the United States, UK, The Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation 
chassis, rackmount chassis, and HDD enclosures. 



(909) 947-3200 I www.chenbro.com 



Equipment Dealer 



Information 
Technology 
Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We specialize 
in purchasing and reselling data-processing equipment and 
have more than 21 years combined experience. We provide 
services and system upgrades, DASD, communication, and 
memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Services, including system design and installation, 
maintenance, and buyback of existing hardware 



Physical Infrastructure 




Server Technology 

Solutions for the Data Center [qupiieiii Cdlimei 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



(800) 835-1515 I www.servertech.com 



Storage 



WeBuyUsedTape.net 



WeBuyUsedTape has been in the business of purchasing 
new, used, excess, and surplus magnetic media for more 
than 35 years. Our regulation-approved, secure data 
eradication processes and environmentally friendly 
disposal programs give organizations a safe and economic 
incentive for recycling used media. Customer service is 
one of our top priorities, backed by helpful, knowledge- 
able, and efficient team members. Obtain a no-obligation, 
confidential quote on your tape media today. 

Services Offered: 

Tape media buyback, secure data eradication, media 
disposal, and recycling 



(800) 821-1782 I www.WeBuyUsedTape.net 



Clients 



♦dtSearch 
www.dtsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including; 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 



Equipment Dealer 




Pace 



• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800)856-2111 I www.pegasuscomputer.net 



(877)715-3686 I www.itechtrading.com 



(800)248-5360 I www.pacebutler.com 
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^hergo' www.hergo.com 



888.222.7270 



